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Abstract: The increasing number of electrical components and sensors in modern vehicles makes
network design more challenging. The development of automotive electronics through multiple
communication protocols brings out the importance of a hybrid network that is both optimal and
fault-tolerant. In order for a vehicle to communicate with electronic components like engine manage-
ment systems, stability control units, braking systems, and door functions, a CAN (controller area
network) is developed. In order to create a hierarchical vehicle network gateway for quality fortifica-
tion and cost reduction of vehicles, the CAN and LIN (local interconnect network) are considered.
This standardisation will reduce the variety of low-end multiplex solutions currently available for
automotive electronics” development costs, production rates, service fees, and logistics costs. The
implementation of a gateway in these electronic devices is made possible with the proposed hybrid
architecture. This system effectively shows the high-speed and low-speed applications relevant to
crucial ECUs in the network by using two distinct CAN and LIN gateways to send sensor data
between the ECUs (electronic control units).

Keywords: intra-vehicular network; controller area network; local interconnection network; ECU
faults; electronic control units

1. Introduction

The electrical complexity inside a car increases considerably as the number of electronic
control units (ECUs) increases. In other words, the number of sensors built into ECUs
is increasing twice as fast every ten years. Because of the advancement of automotive
electronics, a vehicle can now have more than 100 ECUs [1]. Consequently, cars have
sophisticated electronics systems in place. In order to provide information about safety, fuel
efficiency, and expediency, as well as infotainment, these systems need a reliable gateway
that can communicate with many ECUs. Figure 1 illustrates the various features of ECUs
since the 1970s.

In order to meet customer expectations, vehicles must provide information, such as
about traffic management; be easy to maintain; and provide a reliable entertainment system.
Inter-vehicular communication is a subset of vehicular communication that is organised
via vehicular ad hoc networks (VANETS) and controlled via wireless networks in order
to facilitate communication between nearby automobiles [2]. Intelligent cars can improve
traffic safety and can allow for the use of console applications by facilitating the continuous
interchange of periodic and event-triggered information. Some examples of intra-vehicular
communication, which is controlled through wired interfaces (LIN, CAN, and FlexRay)
to exchange data between various ECUs inside a vehicle, include the global positioning
system (GPS), human-machine interfaces (HMI), applications for chassis and distributed
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control systems, and communication features like radio and antenna. To handle time-
sensitive operations like airbag deployment, a sizable number of sensors and processors
are used in various regions of a vehicle. Cameras are crucial for solving larger concerns
like vehicle-to-vehicle (V2V) communication and environmental sensing. A method for
recognising ECUs based on distinctive signal properties that operate in the physical layer
of the CAN network was proposed in [3]. Askaripoor et al. presented an analysis of
the property of intra-vehicular networks in real time. According to their experimental
findings, using current techniques reduces WCRT by 24% [4]. With the help of data off-
loading, Internet-based services, decreased delivery delays, and dynamically choosing
routing paths, Alawi et al. suggested a connectivity-aware routing protocol for VANETS.
Examples include traffic management, multimedia transmissions, and vehicle-to-vehicle
(V2V) communication [5].
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Figure 1. Progression of electronic control units.

In V2V networking and communication applications, where data are sent between
vehicles through the spontaneous formation of wireless networks, VANET is primarily
employed. In order to provide several services including on-road, direction-finding, and
road safety services, the VANET architecture establishes V2V and vehicle-to-road-side-
unit (RSU) connections. There are several scheduling schemes based on request, priority,
time, deadline, and hybrid approaches with improved quality of service (QoS) to access
data from vehicles associated with the VANET architecture [6]. Recently, VANETs have
become appropriate for parking management and collision avoidance within the city, which
may also lead to reduced CO, emissions. In order to realise the vision of safe and secure
smart cities, the regime’s participation is crucial in regulating and creating new standards
in collaboration with national and international standardisation organisations for road
transport, research facilities, and vehicle manufacturers. Appropriate field buses direct the
data to or from the ECUs.
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The integration of a hybrid gateway handles the information trail with various au-
tomobile components, converts disparate entities, and handles the diverse bus speeds.
The gateway is able to discern between protocols and an abstraction of several physical
layers. Due to the adaptable software architecture, automotive buses can be simply incor-
porated [7]. A third-party application can send and receive data on a bus using a hybrid
gateway thanks to an application bus. As demonstrated in Figure 2, for high bandwidth
connections to a hybrid gateway and its associated automotive buses, such as flashing and
diagnostics, an Ethernet controller is used. The gateway framework offers cutting-edge util-
ities, including software reprogramming, vehicle calibration, and fault management [8,9].
Functional safety standard 1SO26262 is met by the Automotive Open System Architecture
AUTOSAR R4.0 [10] because it is based on standardised interfaces used by manufacturers.
Software reusability is now impossible due to OEMs’ refusal to be transparent with devel-
opers. Because of this, AUTOSAR offers a shared software infrastructure for automotive
applications that contributes to attaining goals such as decreased development time and
costs, increased software reusability, and improved quality and efficiency [11]. The net-
work should be adaptive as the ECU’s increases in complexity and the information must
efficiently move throughout the network in times of congestion. Relevance techniques will
therefore offer a flexible idea that operates on complex wired networks and that regulates
the information flow to crucial areas.

Ethernet
Controller
I_ Application —I
I Flash |
. 34 Party
I v Application Bus Application | —» CAN Device 1l
- v
Hybrid -
I Gateway I —» CAN Device 2
= — — 1_ _ = — ¥
LIN Device 1 FlexRay Device 1 EM e 1 —» CAN Device 3
v v v '
OST '
LIN Device 2 FlexRav Device 2 M e 2 '
v . g L
LIN Dewvice 3 FlexRav Device 3 EMQ{SJ?’ —p{ CAN Dewice N

Figure 2. Gateway associated with existing vehicular networks.

Since the automobile transmits data that it perceives to the user, these data may contain
sensitive data. As a result, anonymous conversations can be prevented by validating
in-vehicle reports using a pseudonym technique. The in-vehicle wired equivalents are
widely scattered among the automotive networks. As a result, it increases the nodes’
obligations for successful data transport and efficient bandwidth use among the available
nodes. Outstanding advancements in safety-related concerns will be made possible via
our growing knowledge on how to use the GPS and wired communications in cars, and
the capabilities of intra-vehicle computation and information sensing. The vehicle was
designed to continuously communicate safety information to the user through voice-based
communication and to provide indications in order to avoid catastrophic failure. This study
includes both the CAN and LIN protocols since they offer distributed control and reduced
wiring, both of which improve system performance [12].
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Both approaches will guarantee a noise-free gearbox while giving the freedom to use
them in various electrical configurations. Fault-free broadcast is made possible thanks to
each node’s ability to check for issues with information transfer and to send the error frame.
Many safety-critical programmes are built into modern vehicles, and these applications
demand a lot of memory and processing power. In order to handle sophisticated data
sharing across the ECUs, more built-in functionality and protocol support are available
on the market for automotive microcontrollers [13]. Predominantly, the ECUs that are
developed recently by utilizing 16-bit and 32-bit architectures can provide extensibility
benefits for adding secondary circuits. Some of the automotive microcontroller boards
can support standard specific protocols using either CAN or LIN alone [14]. However,
ensuring the data flow among the ECUs is quite difficult. Considering this problem, this
work completely focuses on the importance of protocol conversion between ECU-to-ECU
communications. Focusing on these problems will result in a large decrease in processing
time, and using AUTOSAR for standardised code development may further increase the
effectiveness of code reuse [15].

In order to facilitate speedy and effective communication between control modules
while simultaneously decreasing complexity, this paper’s remaining sections go over how
to set up a CAN- and LIN-based central network gateway. A review of CAN and LIN
interfaces in relation to error management and arbitration concepts and a description of
the hybrid network gateway used to perform the protocol translation mechanism between
the CAN and LIN network are covered in Section 2. Section 3 presented the simulation
and hardware experimentation results to justify the contribution of this work. Finally, in
Section 4, we conclude the article with a summary of the proposed work and the possibility
of enhancing this work.

2. Materials and Methods
2.1. CAN and LIN Overview
2.1.1. Controller Area Network (CAN) Overview

The majority of in-vehicle communication signals are typically transferred using the
CAN network. Multi-master, safety, arbitration, speed, and distance are a few of its features.
For sensor-based node-connected applications, the CAN is widely used by IVNs. The CAN
protocol’s comparatively low cost is the main factor in its continued use. The cost of the
CAN network’s hardware has significantly decreased as a result of the market’s availability
of relatively big, smart, and energy-efficient CAN transceivers. The carrier sense multiple
access with collision avoidance (CSMA /CA) mechanism is used by the CAN protocol to
control access to the bus (CIA, 2007). When two or more nodes want to communicate at the
same time, it prevents collisions by using a priority mechanism and numerical identifiers.

Figure 3 shows how to update a recessive “one” bit on the CAN bus using a domi-
nant “zero” bit when there are two nodes, resulting in two levels on the bus. When many
nodes want to broadcast, they first scan the entire bus to determine whether anything is
already happening. Nodes begin transmitting their message identifiers (most significant
bit first) if the bus is idle before checking the bus levels. The recessive bit is broadcast
over the bus through node A, while node B transmits a dominant bit; the bus result will
be a dominant level. In this case, after gaining access to the bus, the message will be
sent by the node with the lowest message identifier number. When the bus reopens, the
node that lost the arbitration round must wait before transmitting the message again.
The bus arbitral mechanism is used by the CAN protocol to ensure that the node with
the greatest priority (lowest value in the identification field) can continue transmitting
despite having to get off the bus. It illustrates that CAN works as predicted and is adept
at utilising the bus bandwidth.



Energies 2023, 16, 5923 50f 19
Bus Idle H |_| |_ ;
Node A | Hl ceq
I ot — — —t--ct-- Recessive

Bus Idle HIE HE-
Node B HIE I .

| Hepressssnssapuanmas Dominant

Arbitration lost by Node B HE
Bus Idle | H '
Node C i '

o o ==t

L] L]

Figure 3. Arbitration for controller area network bus.

2.1.2. CAN Error (Fault) Handling and Confinement

By remotely examining how the system responds and functions in the event of an
error, system flexibility can be determined. The data delivery is secured via the use of the
conventional error detection method when the receiver hands over an acknowledgment to
the transmitting station, which is typically the recipient address. According to the CAN
perception, every member of the network communicates and receives an identification
“labelling” message, which forces every local station that is now connected to the network
to perform an error check. The CAN protocol employs a permutation of positive (PACK)
and negative (NACK) acknowledgments to achieve this goal [16,17]. The receiver delivers
to the master node an acknowledgment based on the working output. A recipient may
acknowledge a message in either a favourable or negative way. Positive ACKs are repre-
sented by dominant bits in the acknowledgment slot, and negative ACKSs are represented by
recessive levels in the same slot. Most crucially, the ACK delimiter will always be delivered
for the sake of error tracing. As the sender sends the ACK slot and delimiter in line with
the features of the message, it is permissible to accept one affirmative acknowledgment in
order to guarantee the accuracy of the message transmitted to the sender. The message will
finish by passing an error flag as soon as the sender detects an erroneous ACK if there is
not even a single positive ACK and no recipient updates the recessive ACK slot. Either the
sender or the absence of any receivers on the bus is the cause of this error. The PACK is
defined by the following expression:

Pyck = ACK + (i) foranyvalueof (i)

where, during a specific time period, PACK is transmitted from reachable nodes that
correctly provide this positive acknowledgment (ACK time slot). PACK therefore indicates
that at least one message transport was accomplished. The NACK indicates that at least one
fault exists throughout the entire system. Each station should have two distinct error offsets
(counters) at first; one will keep track of the environment when a message is transmitted.
In line with the reported mistake type and the node operating conditions, the offsets are
increased to various weightings and some conditions are dipped. The initial data from
nodes that send information are tracked using these offsets. A station’s state could change
from “error active” to “error passive” if too many errors are acquired in that station. This
prevents communication between the specific station while keeping watch on any network
issues that may arise. The network may become blocked if there are too many transmission
faults present, rendering all transfers impossible. The error-active network node sends an
active error flag through a bus link when an error is discovered. During reset, this is the
node’s default state. An error-passive network node has accumulated an excessive number
of transmit or receive errors. Consequently, a significantly greater error rate is continuously
monitored via this node. A node that is in the bus-off state is not permitted to make any
kind of influence on the bus.
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A CAN node’s faulty status diagram is shown in Figure 4. After a reset, a node is in the
error state. In the event of the two error counts exceeding the value 127, the monitor will ask
for the MAC sub-layer and enter error-passive mode. The error count drops below 128 even
while the node resumes error activity during both the receive and transmit processes. When
the transmit error count exceeds 255, a node is removed from the bus, resulting in the
bus-off state. After sensing 128 sets of eleven subsequent recessive bits in the off state, a
node can go back to the error-active state. The error record will be immediately reset to
0 upon reset. This precaution ensures that a potentially incorrect node cannot immediately
be disrupted after reset. Even at a very high busload, in proportion, an uninterrupted
transmission of up to 128 more frames is possible [18].

Reset

BxC=127 or TxC =127

( Error Active i

Normal mode
Request after 128
Sequence of 11

TxC =127

Figure 4. Representation of the controller area network’s error states.

2.1.3. Local Interconnect Network (LIN) Overview

To significantly help in managing mechatronic components present in dispersed
systems for automotive applications, the LIN protocol is suggested. LIN makes use of
the master—slave architecture principle, in which there is a single master node and a set
number of slave nodes. The response fields and frame header make up the LIN frame.
The protected response identifier [19] is present in the header. The LIN slave responds to
the frame header message sent by the LIN master by transmitting a frame. Ten bits are
communicated per byte when data are transmitted in eight data bits with one start bit and
one stop bit without parity.

Data on the bus are divided into the recessive (high) and dominant (low) categories,
as indicated in Figure 5. The minimum voltage level at the transmitter is less than 20%
of the battery voltage (V}), or roughly 1 Volt, producing logic 0. On the other hand, logic
1 dictates that the maximum level voltage is 80% higher than the V;. Logic 0 is below 60%
of receiver Vj, but logic 1 is 60% greater than the Vj,. A specific slave node responds to the
identification with a frame response that contains data and checksum fields. It functions
as a CAN functionality at a reduced cost and data rate and with less network bandwidth.
Real-time LIN connections are implemented using a “single” cable, which is less expensive
than CAN in terms of connectors and cabling [20]. Through the use of CRC and error
detection, LIN ensures the security of sent data and offers assured transmitted signal delay
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as well as daisy chain setup. In contrast to traditional UART or SCI-based systems, LIN is
hence less complex and can identify problematic nodes in the network.

A Battery 3V Battery
Recessive Recessive
80% / ii
60%
40%
20% : _
/Dumina:nt ‘\ Dominant
Y I
e —

Rise Time Fall Time

Figure 5. Arbitration for local interconnect network buses.

2.1.4. LIN Error Signaling and Confinement

The peerless master architecture makes it unlikely for LIN to provide an error sig-
nalling tool. The erroneous data will be delivered upon request in the form of diagnostic
messages, even though the errors are noted close by. The LIN nodes are able to distinguish
between temporary and permanent faults, conduct their own limited diagnosis, and take
corrective action. The Freescale microcontroller, which is mostly utilised in automotive
applications, is employed in this work as a proof of concept. One master node and many
slave nodes make up the full test bench. While overclocking to 50 MHz can quadruple
the execution speed, the device’s performance was measured at 25 MHz. The system’s
efficiency is entirely dependent on memory, a low-speed CAN transceiver, and computing
performance [21]. Tricore controllers can be deployed to eliminate the delay in this device
without using any controller bandwidth or resources. Average network efficiency can be
attained via the introduction of event-triggered messages, which will help the LIN proto-
col’s performance problems be resolved. The main drawback is that it hinders worst-case
performance and makes it difficult to diagnose the network.

2.2. Embedded Vehicular Network Gateway

Modern automobiles employ both mechanical and electronic components, which are
controlled via processors. A car’s ECU will be in charge of managing the subsystems. From
less urgent functions like airbag regulation and adaptive cruise control to more straightfor-
ward ones like managing wiper movement or brake lights, the ECU’s involvement may be
observed in every area. Additionally, the numerous subsystems in the car are responsible
for operating the processors that control the actuators and process sensor data. On-board
CAN and LIN networks were created specifically to satisfy all needs. There is a potential
that one specific CAN node could develop a defect when data from several ECUs are sent
across the field buses to the hybrid gateway. In that case, additional nodes, irrespective
of the specific node, will be capable of connecting with the gateway. In order to solve
this problem and to provide an appropriate diagnostic interface with well-organized data
transmission, a switch has been used with the field bus switching gateway [22]. In order to
establish communication between the current field buses, the gateway’s function is crucial.
Future intra-vehicular networks (IVN) will be dominated by Ethernet because if its low cost,
higher bandwidth, ability to support infotainment and diagnostic systems, and ability to
facilitate vehicle diagnosis [23]. Similarly, a backbone-based design has taken the position
of the hybrid gateway architecture, in which each sub-network will communicate with
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its own domain control unit (DCU). Making a hardware—software platform that should
be simple to set up and test is the most significant limitation. A new gateway should be
developed for various vehicle types, and/or choices for choosing the best sub-network and
gateway for a certain vehicle model should be made available. A dependable gateway will
be able to address the field bus message conversion problems and to concentrate on build-
ing effective gateway technology in an OSEK/VDX environment. Xiang Li et al. analysed
the various security problems from the intra-vehicular network perspective. Due to the fact
that vehicles are safety-critical, more effective steps are taken into account so as to deliver
driver and passenger safety [24]. In V2V communications, to gain better QoS, differentiated
services and multiprotocol label switching (MPLS) are considered to perform fast switch-
ing and routing mechanism [25]. In next-generation wireless communication, vehicular
networks are a key technology for applications in intelligent transportation system, safety,
and multimedia applications to handle audio, video and on-road services. Safety-critical
applications will require the least end-to-end latency because if a warning message arrives
at the end station with a high delay, that message is useless for preventing an accident.
Throughput and packet loss are two additional QoS factors that are essential in active safety
applications as a result. Switching should be included in the roadside backbone network
to increase end-to-end delay, packet loss, and throughput QoS metrics. While employing
MPLS in nodes may improve E2E delays because of the speed with which layer headers
are handled, it has its limitations for wireless nodes due to the unfavourable effects that
MPLS has on overhead.

The architecture of the CAN and LIN protocols are shown cooperating as a hybrid
structure in Figure 6 to increase the effectiveness of the complete car system. The CAN node
alone controls the time-critical services (EMS, ABS, and SR), whereas the LIN node controls
the non-critical functions. According to the single gateway method, a single gateway is
in charge of both critical and non-critical applications. It represents the hybrid construc-
tion in which high-speed and low-speed applications are distinguished. The Freescale
MC9512XDP512 16-bit microcontroller is used in the proposed design to implement the
CAN node in the Code Warrior IDE. Additionally, it uses the MC33661 low-speed LIN
transceiver in addition to the MC33388 high-speed CAN transceiver. The CAN module is
designed to replicate and ensure the delivery of the data. If a CAN node error occurs, the
LIN will temporarily function until the CAN node resumes. An additional component to
this architecture is the LIN node, which is intended to monitor CAN in such a way that
it controls the functioning of CAN while assigning certain pins that are programmed in
the microcontroller to check the node’s state. In addition to CAN protocol defects like bit
errors, stuff errors, acknowledge errors, and CRC mistakes, CAN gateway problems can
also result from software gateway failure. The CAN gateway will detect any of these faults
right down to the kernel code of the CAN driver. Additionally, the CAN transmission and
reception failures will be detected via the kernel and tracked using the programme.

For the CAN malfunctions owing to gateway problems or CAN protocol faults, the
connection intended for the LIN gateway is shown in Figure 7 as a red line. In contrast,
when LIN fails, the green lines show the connection for the CAN gateway. Due to the
simplicity of the software architecture, the CAN and LIN gateway jointly receive the critical
and non-critical signals from the ECUs to support their own operation, unless a problem
is discovered in either gateway. The internal buffers designed within the CAN and LIN
gateway software will store the data from the applications. During a failure, these data
buffers will be modified for inputs from CAN or LIN ports. Data mismatch will not happen
anymore because both gateways have exclusive local buffers for each of their respective
apps. The following can be used to analyse the CAN bus’s performance when a wire
problem occurs. Every time an ECU transmits data on the bus, the transceiver will identify
a bit mistake and move it to the dominant state. As a result, the resistance of the wire
experiences a voltage drop. The resistance or voltage drop needs to be checked frequently in
order to find wire faults. As a result, the four-wire Kelvin resistance method is widely used
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to evaluate wire resistance. Compared with the two-wire resistance-measuring method,
this method will reduce the measurement error by 20%.

ECUL - EMS ECU2 - ABS ECU-SRS
(Engine Management (Automatic Braking |- — — — — — (Supplementary
System) System) Restraint System)

High-Speed Bus

Low-5peed Bus

ECU - AC (AC Control

; ECU Cluster | — — — — — ECU Infotainment
Unit)

Figure 6. Architecture for CAN/LIN using a single gateway.

Critical Applications
[ I
g g |
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3 | o &
“< 2 B
I I
I I
Critical Applications

Figure 7. Model for hybrid gateway architecture.

It is first necessary to measure the voltage and current in order to determine the
wire’s resistance. A voltage measurement can be made by looking from various angles,
while the current on the CAN bus is measured using a cheap shunt resistor. Utilizing the
time domain reflectometry (TDR) method, the CAN cable fault is located. The identical
broadcast signal will be absorbed at the other end stages of the reflections if the CAN cable
(twisted pair) has normal impedance, which means there will not be any reflections in the
cable. If the connection’s impedance changes, the transmitted signal will be reflected back
to the source. The reflected signal may have a lower impedance than the received signal,
which has a lower impedance. In addition to the resistance change, cable loss can also affect
the reflection’s amplitude. The difference in reflected signal times is meant to represent the
length of the cable, and the variation in amplitude is regarded as the fault intensity. The T
connection is used to implement the TDR technique, the connector contains the signal, and
the other end of the cable were tested. The connector’s top end needs to be connected to
the apparatus that determines the signal’s magnitude and timing.

The CAN stress hardware from Vector is used to generate the CAN protocol error in
order to visualise the outcome. The programme will increase the TX/RX error count as
well as the error frames produced via the CAN. The LIN gateway software will notice that
there is a CAN failure as the error count increases. The CAN gateway promptly verifies
the data that were transmitted at the moment of the fault by checking its internal buffers.
The LIN gateway will then begin broadcasting both its own service messages and the CAN
failure message throughout the network. Software is used to convert the CAN to the LIN
protocol. When the CAN component starts functioning again, the LIN node will send the
original frame it was sending and notify the CAN port to use it.
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Figure 8 shows the flow of the gateway module, which first checks for errors before
executing the CAN to LIN signal translation for the fault-tolerant bridge network. In
Section 2.2.1, the CAN to LIN translation algorithm is described.

Initialize Timer for Scheduler LIN, CAN and

Interrupts

Y es

Send CAN & LIN
Messages Scheduled for
100ms

Y

I 9

Send CAN Messages
Scheduled for 10ms

Send LIN Messages
Scheduled for 500ms

heck if new
messages is
received?

Yes

message to be
converted?

L

Yes

Do protocol conversion

from LIN to CAN

Do protocol conversion

from CAN to LIN

Y

Figure 8. Gateway module functional flow diagram.

2.2.1. CAN to LIN Conversion Algorithm

Update the buffers and
send through the bus

*  Under the programme code, the CAN and LIN device driver implementation files will

be accessed.

*  The scheduler part, which is created as a time slice in the programme and runs in
intervals of 10 ms, 200 ms, 500 ms, and 1000 ms depending on the clock frequency of
the microcontroller, implements the gateway function. The oscillator clock frequency

in the proposed gateway design is 25 MHZ.

¢  The interrupts in the CAN are set up, and buffers are received so that the message
frames can be sent and received, respectively, as well as the LIN timers for 10 ms,

100 ms, and 500 ms in the scheduler.
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e If the timers are running out, as demonstrated in step 3, the message frames that need
to be transferred to the CAN buffers are sent, which will send the message frames
and the data in the CAN data bus. The scheduler maintains the CAN message frames’
periodicity. The LIN is treated in the same way.

¢ The messages regularly received on the CAN or LIN bus lines are checked.

e Itshould be moved from the local software buffers into the CAN and LIN buffers.

*  Whether the CAN to LIN conversion is necessary is determined. Whether a fresh
message is received in the CAN node determines whether this choice will be taken. If
so, the node linked to the LIN network will obtain the data from the CAN bus.

*  Software is used to convert CAN to LIN if necessary (typically, data that are moved to
local buffers are transformed to the LIN data format and delivered to the
LIN network).

*  The buffers are refreshed and sent across the necessary network.

* The CAN is inspected for any protocol issues. Device driver software is used to
perform this error checking.

*  During an error sequence, the error counter is raised and a failure message is sent on
the bus and is sent via LIN or CAN.

e  Step 11 is repeated until the CAN/LIN errors are corrected.

2.2.2. Intra-Vehicular Security Principles

Numerous vehicular applications will necessitate source-to-destination communica-
tion security as an aiding environment in future [26]. It is imperative that all transferred
information be viewed by only the designated recipients, and it is necessary to block any
attempts by unauthorised users to modify the system in order to participate in vehicular
communication. In order to address in-vehicle security challenges, contemporary security
methods can offer high levels of integrity, confidentiality, and authentication based on
challenging cryptography protocols and algorithms. The most fundamental ways used
to achieve secured communication in vehicular bus are through proper authentication,
encrypted data communication, and gateway firewalls [27]. The authentication factor in
automotive bus systems requires that only valid controller devices are able to communi-
cate; if any unauthorized message is found during the processing stage, those messages
are simply discarded. Thus, every device needs authentication confirmation against the
gateway as a valid transmitter. The gateway securely holds public keys of all devices
accredited by OEMs of the individual vehicle to authenticate the validity of the device. The
hybrid gateway in the work links the entire bus system with each other, and data transfer
is performed exclusively through the processor gateway.

The CPU contains a protected memory area where the public keys and necessary
authorizations can be safely stored. In order to provide source authentication and mes-
sage integrity and so that each device might add a MAC code to each message, each
controller device may receive the same authentication key from the gateway. The timing
requirements and computing power will likely be exceeded in the majority of automo-
tive microcontrollers when taking into account an asymmetric scheme. Additionally, in
order to strengthen security, the gateway must periodically start key updates. This stops
unauthorised controllers from using symmetric keys that are already well known. To
notify all controllers of a bus system, a message encrypted with the individual public key
of each controller, the gateway transmits for every single controller on its recent list of
usable controllers. Contrarily, as soon as each controller has decrypted the key sequence
by using a secret key, a final message will be broadcast from the gateway to activate the
updated symmetric keys. A firewall is another factor to guarantee security in vehicular
communications. If the controller device utilized in the design is implemented for handling
MAC or digital signature features, these devices can only direct valid messages into the
vehicular bus systems. In the case if a controller device not implemented with MAC, the
firewall rules can be recognized only based on the permissions from each subnet.
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3. Results
Sensor Interfacing with MC9S12XDP512 Microcontroller

Considering the sensors used for automotive applications, silicon sensors are used for
the measurement of gases, air, and fluids for temperature measurement within the range
of 50 to 150 °C. When measuring very high temperatures above 1050 °C, both the resis-
tance temperature detector (RTD)-type and thermistor-type sensors can be utilized, which
comply with OBD regulations for catalyst overheat monitoring. In the MC9512XDP512
microcontroller, the engine coolant sensor (thermistor) is interfaced with input-output port
address 0x02CO0 to continuously monitor the coolant temperature and to ensure whether
the engine is running at the optimal temperature. The temperature, speed, and pressure
sensors are linked in the device register address map, ranging from 0x02C0 to 0x02DF.

Figure 9 illustrates the operational sequences carried out right after the pressure sensor
crosses the threshold level. In the luxury vehicle segments, according to the regulations
of NHSTA, airbags are designed to be deployed in frontal and near-frontal crashes for a
minimum deceleration of 23 km/h (14 mph). ABCM used in automobiles will ensure and
enhance the safety of the passengers travelling in the vehicle. This system is controlled via
the body control module where a pressure sensor (3Q0959354) is placed on the bonnet of
the automobile; whenever a moderate or severe crash occurs, a signal is transmitted from
the ECU of the airbag system to an inflator in the airbag module.

-----

Pressure sensor (When the Inflated airbag opens
pressure  is more than the from the dashboard
threshold. The sensor triggers the thereby protecting
inflator in the AES) passenger.

Figure 9. Illustration of the sensor operation block.

When the vehicle crashes, the pressure sensor in the hood measures the pressure level.
If the pressure level is more than the threshold, then the inflator inside the steering wheel
is activated and the airbag starts inflating with nitrogen gas. When the bag fills up, it
comes out from front end in the interior of the vehicle; therefore, catastrophic damage to
the passenger can be avoided. In this system, a pressure sensor is connected to the port AD
input of the port address 0x02C2 mapped in the device to monitor the pressure level during
the crash. Vehicle speed sensors (VSSs) are used to gauge the rotational speed of a shaft or
disc. It generates a magnetic pulse that is proportionate to the vehicle’s speed in the shape
of a wave (i.e., when a vehicle moves quickly, the VSS will produce a high-frequency signal
that is exactly proportionate to the vehicle’s speed). The power control module controls the
torque, clutch lock-up, fuel injection, ignition, and operation of the cruise control system
using the magnetic pulses frequency signal. The VSS will produce four pulses for every
revolution of the magnet when a vehicle is moving. The speed sensor, which is connected
to the speedometer cable, is placed on the vehicle’s axle and wheel. The VSS is powered
by a magnet attached to the gearbox case’s back, behind the speedometer. While the other
side of the VSS is wired to a spinning magnet that produces a voltage and transmits it to
an MC9512XDP512 device that calculates the speed proportional to the moving vehicle,
the top section of the VSS senses the transmission output. The port AD input in the device
register memory map address 0x02C4 is connected to the vehicle speed sensor to measure
the vehicle’s speed.

By connecting CAN buses using Vector CANoe, the time required to transmit messages
is evaluated, and the system etiquette is successfully tested. The bus is monitored via the
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Vector CANoe for things like peak load and error frames. The CAN bus is connected to
Vector CANoe using the CANcaseXL hardware by collecting pins from channel 2.

As shown in Figure 10, the value 75 (75 degrees Fahrenheit) indicates the amount of
heat that the engine radiates. The MC9512XDP512 microcontroller has ATDO (ADC 10-bit,
8-channel) and ATD1 (ADC 10-bit, 16-channel) with sizes of 32bytes and 48bytes. The
temperature sensor is interfaced to the port AD input—output with an ATDO 8-channel ADC
in the device register address map 0x02C0. The MC9512XDP512 Freescale device is used to
examine the fault-tolerant and intelligent gateway, and the goal is achieved. Automotive
serial interface testing is performed using the CANoe development environment.

Vector CAN (VN1610) Output
CAN Module Interface Hardware

Power Adapter Temperature

GPIO Pins

=
NS
LIN Module

Power Slot

. Freescale MC9512XDP512
Microcontroller

Development Board

Figure 10. Connected hardware board for bus monitoring with vector CANcaseXL.

Figure 11 shows a CAN-CAN (C2C) gateway, in which the CAN ID (2CC) is sent to
CAN channel 1 via simulation from the IG block of the Vector CANalyzer. The identical
message is picked up by a different channel and returned to the CAN ID 100 in the Vector
CANalyzer tracing panel.

ES Vector CANalyzer /pro - 5101 _IC.cfg * - [Trace] = @
% File  View Start Configuration Tools Window Help -8 X
Q-5 - R . @,[100 -] snres] G| Online- | @ @ o W B | H
SIEVRA xR0 [aBE - &% |05 B A - [Dinital -
] Chn 1D Dir DLC Data
O [H-[=1:0.099717 CAN1 100 Rx 3 56 78 67 B9 67 56 9A 20
H-[=] 0.099717 CAN1 310 Rx 3 EE 26 30 00 56 23 CC 75
- 0.099871 CAM 1 2CC Tx g 56 78 67 89 67 56 9A 20
@16 [= ][ & )
Mg Params Triggering Data Field -
esszage Nam |—|
Channel DLC Send Cycle Time [ms] 0 1 2! 3 4 b [ 7
» | HscaN . |can1 -8 +| now |[¢| 100 _u_ 56 |78 |67 |89 (67 |56 |9A |20
HSCAN . |CAN1 ~|8 | now |[][10 —{}—0 (0 [0 |0 |0 (0 |D |O =
"4 ¢ " Standard - I < . m | »
[ ] ; Clone ” Special Frame V] [ Delete ] [ Cut ” Copy ][ Paste ] [ Layout ]

Figure 11. Transmission and reception of CAN messages (refer to CAN ID).
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Figure 12 depicts the process of decoding the CAN packet ID 0x2CC that is presented
in the LECROY wave surfer. The collected waveform verifies the frame by using the start of
the frame, data bytes, and the CRC aligned for the final byte of the frame with bit stuffing.

Sid0xi00. | }

Hilh

Std 0x318
[N | A TELEDYNE LECROY
Ll I ML S S IS

0x8a Data = 0x20 CRC = 0x2d72

Timebase -820 us] Trigger (S

00

Figure 12. LECROY-bus-analyzer-captured CAN message frame.

The LIN transmission with message ID 0x01 is shown in Figure 13. The resynchronisa-
tion, ID number, and data bytes are displayed during the decoding of a LIN frame.

Message'ldentifiér =0x01

LN Time Break Synch ID Parity Datalength Data Checksum Bit Rate Symbol g

ettt ek ek it ol e e Ay e s

4 O056BSEMS O g5 0l o3 4 Cibi7080c fa 18,932 khiis
B 1 5 1 imebase -2.1mg [Trigger

Figure 13. LECROY scope used to capture LIN frame.

The CAN gateway failure seen in Figure 14 was caused by combining the CAN High
and CAN Low lines, which allowed erroneous frames to be sent over the bus. In addition,
protocol failure of the C2C gateway occurred because zero messages were collected in the
CAN bus while broadcasting.

5 Vector CANalyzer /pre - S100 JC.cfg * - [Trace] =
CL File View Start Configuration Took Window Help e
a = G [ | oym | - | i @ i w-_, d ..; 3
cRELEEM B[FE 0 MEE 88O BB A k- [T hital -
B Time Chn ID Dir DLC Data
B df0.000052  CAN1 Rt B T S e o8
g ECC  : 10000010 boooo
Code : StuffEmor
Position: 8
length :  0.013ms
D : 0000000011111 (IF)
pc : 8
Dats : 00 00 0D 0O 00 00 00 00

Figure 14. Vector CANalyzer captures CAN error frame.

Figure 15 shows a CAN bus error frame. Figure 16 depicts a simulation of the Freescale
Code Warrior IDE’s true time simulator (debugger). In this case, a LIN gateway will be
successful in retrieving and transmitting the CAN messages that are now in an incorrect
status. An arbitration mechanism is used in CAN due to which collisions will not occur. The
controller is responsible for receiving the data frames. The software must be programmed
accordingly to read data frames before the frames are overwritten by the next frame.
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Figure 15. LECROY scope used to capture CAN bus error frames.
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Figure 16. LIN message transmission using real-time debugger while CAN node contains error frames.

The LIN bus has been tested in the network with the CAN bus gateway in an error
condition and transmitting CAN data frames (this will be translated and framed in the
form of LIN messages based on CAN data), as illustrated in Figure 17.

As a result, temporary gateway failure and bus deterrents are limited. In a hybrid
architecture, the networks have reliant communication with low cost and good performance;
the recommended gateway will therefore be advantageous.

We also evaluated the work by interfacing the external LM35 temperature sensor with
Spartan3E FPGA. The CAN bus input—-output signals are interconnected with an LM35
sensor that produces an analog output voltage that is proportional to temperature. An
expansion port on the Spartan-3 FPGA allows multiple boards to be plugged into the
expansion bus. A processor, memory, and other peripherals may be present on the board
that is connected to the expansion bus. The extension bus-connected board and the FPGA
can work together to build a temperature monitoring system.
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Figure 17. LIN message transmission using LECROY scope while CAN node has error frames.

Not everything needs to be created from scratch when designing an FPGA-based
CAN system. A proprietary core can be used to implement the CAN interface. An IP
core is a functional module that has already been created and tested and can be inserted
into an FPGA with the application logic. CAN IP cores have unique characteristics and
capabilities, just like standalone and embedded CAN controllers. Many CAN nodes offer
basic analogue or digital I/O functionalities. To connect the peripheral functions to the
CAN bus, these nodes do not need a complex CPU. To complete the task, a straightforward
FPGA with a CAN controller and customized peripherals is used. An FPGA only has
digital logic and lacks on-chip non-volatile storage; hence, several extra parts could help to
offer some common functions:

*  The node ID and other device configuration are kept in an external EEPROM.
*  The implementation of analogue interfaces uses external A/D and D/A conver-
sion elements.

A local DMA controller can be included to solve the constraint at the system inter-
face. Outgoing CAN messages are now directly obtained from the system memory-based
transmit queue, while incoming CAN messages are filtered and sent to the system memory
without requiring CPU interaction. Since CAN messages are transmitted as 32-bit wide
data bursts, a DMA-based data transfer not only reduces the amount of interrupts but
also enables a considerably more efficient transfer. It is crucial while using FPGAs to
construct a external digital communication mechanism. A typical digital protocol will
support examining everything from individual byte translations to the preferred connector
type. After passing through several abstraction layers, the actual electrical properties
related to each I/O pin are eventually discovered. Digital logic levels, for instance, could
be straightforward TTL (transistor-transistor logic) lines of 5 V or 3.3 V with single-ended
signalling that refers to a common ground. Ground referenced inputs are utilised to lessen
the number of data pins required, but because they are more sensitive to noise, they cannot
be utilised over long distances and may increase the cost of line drivers and cabling. For
communication up to 4000 feet, digital protocols like RS-485 use differential signalling
between —7 and 12 volts. When interacting with an FPGA chip, depending on the protocol
being used, additional circuitry for signal conditioning and to amplify or attenuate electrical
signals may need to be included.
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The five digital I/O lines have been CLOCK, COMMAND, DATA, SELECT, and ACK.
The command line on the game console is used to send commands to the controller, often
inquiring about the device ID as well as the status of all input devices. Each command is
composed of eight bits or one byte and is displayed in hexadecimal format. The required
information is subsequently returned by the data line in a string of eight bytes. Each byte
contains a record of every switch’s current state. By going low and staying low throughout
the transmission, the SELECT line, the third line in use, only captures the controller’s
concern. The controller sends a console acknowledgment after each byte on the DATA line,
and the fourth line is the ACK line. The controller also generates the CLOCK line to keep
all communication in sync.

4. Conclusions

With the use of the Vector CANoe tool and Freescale hardware, this paper provides
an understanding of the CAN and LIN protocol ideas. The impact of this gateway-based
strategy during the early stages of the development process aids in diagnosing the IVN,
saving a substantial amount of design time. Due to increasing wire length and complexity, it
is advantageous that the ECU modules are positioned in accordance with the vehicle gateway
specifications to prevent data loss. The CAN and LIN networks will benefit from the gateway
outlined in this article. For the experimental investigation shown in the preceding sections,
a strict effort was made to enhance the gateway performance and to fix any issues that
arise when the ECUs share data over intra-vehicular networks. The hardware result shown
in Section 3 gives the pictorial view of the MC9512XDP512 board for the establishment
of communication among the ECUs. The data collected from different sensors are shared
between one ECU to another through dedicated wires to reduce processing time. In order
to overcome the fault condition, the software written for the gateway-based approach will
provide efficient data delivery through the appropriate protocols.

The methods described in this article can be expanded for use with other intra-
vehicular networks as part of future development. In consideration of market opportunities,
communications taking places within a vehicle segment have been growing steadily from
the early days where one ECU interacts with another ECU. In the past decade, due to higher
bandwidth, the popularity of the CAN and LIN protocols have grown evermore and they
have become accepted standards for the establishment of communication between ECUs.
The existing vehicular networks such as CAN, LIN, FlexRay, Automotive Ethernet, and
MOST are wired technologies used for communication among several electronic control
units present inside the vehicle, while transformations into wireless communication tech-
nologies (Wi-Fi and ZigBee) within the ECUs may lead to a reduction in cost, weight, and
wiring harness. Moreover, vehicle diagnoses become simple and provide higher levels of
scalability. The major drawbacks are that it requires additional circuitry to set up, thereby
having much complexities in the design and less security. The adoption of CAN and LIN
for vehicular applications is completely inevitable in the present scenario, not only as it
provides a bandwidth benefit but also due to its low cost and higher flexibility. Additionally,
the CAN FD protocol can be used for applications requiring higher bandwidths and a
payload of up to 64 bytes, which are better suited for sophisticated sensor systems and
bid-like advantages.
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