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Abstract  

 

Online banking has rapidly become one of the most popular customer service delivery 

platforms, but its growing popularity has also attracted cybercriminals. The increasing 

number of cyberattacks such as malwares (i.e., Carbanak malware, Emotet malware, 

TrickBot malware, Zeus malware,) social engineering, phishing, man-in-the-middle 

(MitM) attacks, among many others on online banking platforms has raised concerns 

about the security of these platforms. Traditional authentication methods, such as 

passwords and PINs, are no longer sufficient to protect against these sophisticated 

cyberattacks. This is because these traditional authentication methods are susceptible 

to social engineering, vulnerable to brute-force and dictionary attacks. In addition, 

many people reuse passwords and PINs across multiple websites and accounts. This 

makes it easier for attackers to compromise multiple accounts such as online banking 

platform if they are able to obtain one password or personal identification number 

(PIN). As a result, this study developed an adaptive five-factor authentication scheme 

to reduce these threats. Five mixed modalities of authentication were incorporated in 

the proposed scheme: The traditional username, password, PIN and one-time PIN 

(OTP), augmented with fingerprints or facial scans, registered smart devices, and a 

time locked user's location. One of the scheme's most impressive accomplishments is 

its capacity to seamlessly detect undesired activities and send alerts in the form of 

secretly obtained photographs and location triangulation. 

 

�7�K�H�� �V�W�X�G�\�� �H�P�S�O�R�\�H�G�� �W�K�H�� �G�H�V�L�J�Q�� �V�F�L�H�Q�F�H�� �P�H�W�K�R�G�R�O�R�J�\�� �W�R�� �G�H�Y�H�O�R�S�� �D�Q�G�� �H�Y�D�O�X�D�W�H�� �W�K�H��

�S�U�R�S�R�V�H�G���0�)�$���V�F�K�H�P�H�����7�K�U�H�H���G�L�I�I�H�U�H�Q�W���S�U�R�W�R�W�\�S�H�V���R�I���W�K�H���V�F�K�H�P�H���Z�H�U�H���G�H�Y�H�O�R�S�H�G���D�Q�G��

�W�H�V�W�H�G���X�V�L�Q�J���G�L�I�I�H�U�H�Q�W���G�H�Y�H�O�R�S�P�H�Q�W���H�Q�Y�L�U�R�Q�P�H�Q�W�V�����7�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���W�K�H���S�U�R�W�R�W�\�S�H�V��

�Z�D�V�� �F�R�P�S�D�U�H�G�� �D�J�D�L�Q�V�W�� �Z�H�O�O���N�Q�R�Z�Q�� �0�)�$�� �V�F�K�H�P�H�V�� �F�X�U�U�H�Q�W�O�\�� �X�V�H�G�� �E�\�� �6�R�X�W�K�� �$�I�U�L�F�D�Q��

�E�D�Q�N�V�����'�D�W�D�G�R�J���D�Q�G���$�S�S�'�\�Q�D�P�L�F�V���$�S�S�O�L�F�D�W�L�R�Q���3�H�U�I�R�U�P�D�Q�F�H���0�H�D�V�X�U�L�Q�J�����$�3�0�����W�R�R�O�V��

�Z�H�U�H���X�V�H�G���W�R���H�Y�D�O�X�D�W�H���W�K�H���H�I�I�H�F�W�L�Y�H�Q�H�V�V���R�I���W�K�H���V�F�K�H�P�H�V����The proposed MFA scheme 

achieved an 80% rating for overall security, slightly behind the 90% scores earned by 

the First National Bank (FNB) and Standard (STDB) schemes. However, the proposed 

scheme outperformed both FNB and STDB with an average response time of 500 

milliseconds, significantly faster than 700 and 1000 milliseconds, respectively. The 

proposed MFA scheme demonstrated the potential for enhancing online banking 
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security by combining traditional authentication methods with biometric and location-

based authentication. This study endeavours to make a contribution towards 

improving the security and authentication protocols used in online platforms by 

developing schemes that can secure future online transactions. 
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Glossary  

 

Term Definition  

Access Control List (ACL) A set of guidelines or permissions that outline who has access to or is 

barred from using a system's or network's particular resources or features. 

Adaptive Access Control A method of access management that balances security and usability by 

dynamically adjusting the level of access allowed to users based on 

contextual and real-time risk assessment. 

Adaptive Authentication A method of authentication that dynamically changes the level of security 

protections in response to risk factors, user behaviour, or contextual data. 

Algorithm A process that typically requires repeating an operation to solve a 

mathematical issue (such determining the largest common factor) in a 

finite number of steps. 

Anomaly Detection A method that spots irregularities or patterns in user behaviour, system 

use, or network traffic that could be signs of security threats or unwanted 

activity. 

Assessment Value Value for security and usability ratings. 

Authentication The procedure of confirming a user's or an entity's identification before 

allowing them access to a system or resource. 

Authenticity The quality of being real or true. 

Authorization The act of allowing or refusing access to resources or capabilities based 

on the rights and privileges of the authenticated user. 

Authorization Code A short-term code sent to a client application following successful 

authentication with an authorization server, used to gain an access token 

for accessing secured resources on behalf of a user. 

Auxiliary Strings Used to assess the differences between iterators for data values made up 

of ordered sequences of characters and move multiple elements forward 

(or backward). An auxiliary function is one that is present to aid another 

function in performing its obligations. 

Behavioural Analytics Analysing user behaviour patterns, deeds, and interactions to spot 

abnormalities, catch fraud, or gauge the risk level attached to a certain 

person or transaction. 
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Behavioural Biometrics A person's distinctive behavioural patterns, such as their typing speed, 

mouse movements, or voice modulation, serve as the basis for biometric 

authentication. 

Biometric Authentication The method of authenticating users by employing distinctive physiological 

or behavioural traits, such as voice patterns, facial recognition, or 

fingerprints. 

Biometric Enrolment The process of authenticating users by employing distinctive physiological 

or behavioural traits, such as voice patterns, facial recognition, or 

fingerprints. 

Biometric Liveness 

Detection 

A method for ensuring that the biometric data used for authentication 

came from a real individual and not from someone else or was replayed. 

Biometric Template A digital representation of a person's biometric information, used for 

comparison during biometric authentication. Examples include a 

fingerprint template or a template for facial recognition. 

Biometric Template A computerized representation of distinctive traits that were taken from a 

biometric sample. 

Biometrics Determining a person's identification through the measurement and 

analysis of distinctive physical or behavioural traits, such as fingerprints, 

iris patterns, voice recognition, or facial features. 

Captcha The measurement and examination of distinctive physical or behavioural 

traits, such fingerprints, iris patterns, voice recognition, or facial features, 

to confirm a person's identity. 

Certificate Authority (CA) A reputable organization that provides digital certificates, employing 

public key infrastructure to enable secure communication and verify the 

veracity of an entity's identification. 

Challenge-Response 

Authentication 

A technique of authentication where the user must correctly answer a 

challenge the system presents (such as a question or puzzle) in order to 

prove their identity. 

Continuous 

Authentication 

A method of authentication that, to increase security, continuously 

confirms the user's identity during their session using a variety of 

indicators and behavioural patterns. 
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Credential Stuffing An attack technique where a hacker takes advantage of users' propensity 

to reuse credentials by using stolen usernames and passwords from one 

service to obtain unauthorized access to other accounts. 

Criterion Weight A selection criterion's proportional weight in comparison to other criteria. 

Every positive weighted selection criterion has a weight that adds up to 

one. 

Cryptographic Employing or having to do with cryptography. The study of secure 

communication methods, such as encryption, that only the message's 

sender and intended recipient can access, is known as cryptography. 

Decentralized Identity A theory that uses distributed ledger or block chain technology to let 

people manage and govern their digital identities independently of 

centralized authorities. 

Direction Map The orientation field of a fingerprint image serves as a representation of 

the directionality of the ridges. It is essential for looking at fingerprint 

photographs. 

Facial Recognition A biometric method for confirming a person's identity that compares and 

analyses face features from a digital image or video frame. To confirm a 

person's identification, it assesses distinctive facial features such the 

space between eyes or the contour of the face. 

Factor A distinct type of authentication that adds to the entire verification process. 

Passwords, biometrics, tokens and more examples are provided. 

Fast Identity Online 

(FIDO) 

An open standard for safe authentication that aims to reduce the need for 

passwords and promote platform and device interoperability. 

Five-Factor 

Authentication (5FA) 

A multi-factor authentication technique that requests five different 

authentication factors from users. Combinations of the user's knowledge 

(password), possessions (tokens), physical characteristics (biometrics), 

location (geo-location), and actions (user actions) can be used 

(behavioural biometrics). 

Four-Factor 

Authentication (4FA) 

A multi-factor authentication technique that asks users for four different 

forms of identification before granting access to a system or resource. 

This can be done using a mix of the user's biometrics, a token, something 

they have (like a password), something they know (like a token) and a 

location (Geo-location). 
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Fraudulent Account 

Takeover 

A kind of attack when an unauthorized person takes over a legitimate 

user's account, frequently by password theft, social engineering, or taking 

advantage of flaws in the system. 

Fuzzy Extractor A technology that improves computer security by enabling the use of 

biometric data as inputs to common cryptographic algorithms. 

Genetic Biodata Personal information about a natural person's inherited or acquired 

genetic traits that provides special knowledge about the physiology or 

health of that natural person and that, in particular, comes from an 

examination of a biological sample from the subject of the inquiry. 

Geo-location App 

Restriction 

A security technique that restricts user access or application functionality 

based on their location. The program can block or enable features or 

content based on predetermined geographic borders or restrictions by 

using the GPS or IP address of the user's device. 

Grid Environment A clearly defined digital environment that allows access to computer and 

data resources dispersed over a wide area. 

Hardware Security 

Module (HSM) 

A physical device that can securely produce, store and maintain 

cryptographic keys; it is frequently used to improve the security of 

authentication procedures. 

Hash Function A method for fitting a group of inputs of any size into a table or other data 

structure with fixed-size elements. 

Identifier A group of digits, letters, or symbols that a computer software uses to 

represent a set of information or a procedure. 

Identity and Access 

Management (IAM) 

A set of rules, procedures and tools for controlling access to resources 

and managing the lifecycle of digital identities. 

Identity Federation A system that makes it possible for trusted systems and organizations to 

share authentication and authorization data, streamlining access 

management. 

Identity Proofing The process of collecting and validating identifying information and 

supporting documentation to confirm the accuracy of a person's claimed 

identification. 

Identity Verification The process of authenticating a person's or organizations stated 

identification by checking the credentials or information they have 

provided. 



XI 

 

Knowledge-Based 

Authentication (KBA) 

A technique for authentication that depends on users supplying data or 

responding to private inquiries to confirm their identity. 

MAC/Device Address 

Restriction 

A security measures that limits access to a network or system based on a 

device's Media Access Control (MAC) address or other unique 

identification. To increase security and access control, only devices with 

pre-approved MAC addresses or identifiers are permitted to connect to or 

access the system or network resources. 

Multi-Factor 

Authentication (MFA) 

A security technique that prevents users from accessing a system or 

resource without first providing various forms of identification or 

credentials. 

Multi-Party Authentication A procedure for collectively authenticating the identities of numerous 

entities or parties to create secure communication or access to shared 

resources. 

Nonce Once refers to an arbitrary integer that can only be utilized once during a 

cryptographic transfer. An authentication mechanism commonly outputs 

a randomized or pseudo-random number to prevent the use of prior 

communications in replay attacks. 

One Time Passwords A string of characters that is automatically created and used to 

authenticate users for a single transaction. 

One-Time Password 

(OTP) 

A one-time use password that is produced by a token, sent via SMS, or 

sent via email and is only good for one login session or transaction. 

Password A coded string of characters a user uses to verify their identity. 

Password Manager A program or service that securely handles passwords and retains them, 

frequently providing features like password creation, auto-fill and 

synchronization. 

Password-less 

Authentication 

An authentication approach that eliminates the need for traditional 

passwords and relies on alternative methods such as biometrics, tokens, 

or device-based authentication. 

Privacy-enhancing 

Technologies 

Technologies and techniques designed to protect user privacy by 

minimizing the collection, storage and transmission of personally 

identifiable information (PII). 
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Public Key Infrastructure 

(PKI) 

A system that enables secure communication and authentication while 

ensuring the integrity and authenticity of digital certificates using public 

key cryptography. 

Push Notification A technique for authentication in which the user's mobile device receives 

a notification asking them to accept or reject the authentication attempt. 

Risk Assessment Determines the degree of risk associated with a system or process by 

analysing potential threats and vulnerabilities. 

Risk Mitigation The process of putting policies and techniques into practice to reduce the 

likelihood or effect of potential risks and weaknesses in an authentication 

system. 

Risk Score Based on a variety of characteristics and indicators, a numerical value or 

rating is issued to determine the degree of risk associated with a user or 

authentication attempt. 

Risk Scoring The process of determining the risk level associated with an 

authentication attempt or user behaviour by allocating a numerical 

number or score, usually based on predetermined criteria. 

Risk-Based Access 

Control 

A method of access control that varies the amount of access privileges in 

response to risk variables including user behaviour, device properties, or 

network conditions. 

Risk-Based 

Authentication 

A form of authentication that determines the level of authentication 

necessary by evaluating the risk posed by a user's actions, device, or 

location. 

Risk-Based Fraud 

Detection 

A system that uses risk indicators to analyse user behaviour, transaction 

patterns and other contextual data to find and stop fraud. 

Risk-Based Password 

Policies 

Password policies that change the level of complexity required, the time 

before they expire, or other criteria in response to risk factors including 

user behaviour, device characteristics, or context. 

Risk-Based Transaction 

Approval 

A procedure in which the degree of examination or permission necessary 

for a transaction is decided depending on the perceived risk involved in 

the transaction, user behaviour, or other contextual considerations. 

Secure Biometric Storage Biometric data is securely stored using methods and techniques that keep 

it safe from illegal access and reverse engineering while keeping its 

usefulness for authentication. 
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Secure Enclave A device's trusted execution environment or separated hardware 

component that offers increased security features, such as secure 

processing and storage of sensitive data or biometric data, is called a 

trusted execution environment (TEE). 

Secure Socket Layer 

(SSL) / Transport Layer 

Security (TLS) 

Online banking frequently makes use of protocols that offer secure 

connection over the Internet by encrypting data sent between a client and 

a server. 

Security Assertion 

Markup Language 

(SAML) 

An XML-based open standard that is frequently used in single sign-on 

(SSO) systems and identity federation scenarios to exchange 

authentication and authorization data between parties. 

Security Token Service 

(STS) 

A reputable service that creates and maintains security tokens for 

federated identity management system authentication and authorization. 

Session Hijacking Attacks when a user's session identifier is intercepted or stolen allow the 

attacker to pose as the user and access the user's authenticated session 

without authorization. 

Session Management The act of creating, maintaining, ending and processing session-related 

events and data. It also includes regulating user sessions throughout their 

lifecycle. 

Session Timeout The amount of time before a user's session ends and they must re-

authenticate to access the system or resource. 

Single Sign-On (SSO) A system that enables users to log in once to access many apps or 

systems without having to enter their credentials for each one separately. 

Single-Use Biometrics Biometric information cannot be reused or copied to gain illegal access 

because it is only utilized for a specific authentication instance or 

transaction. 

Single-Use Code A one-time use-only or time-limited temporary code or password that is 

generated and sent to a user for authentication reasons. 

Smart Card A physical card with an integrated chip that stores login information and 

allows secure access to resources or systems. 

SMS Authentication A technique for authentication in which a one-time password (OTP) is 

texted to the user's mobile phone for confirmation. 
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Step-Up Authentication A procedure that raises the bar for authentication needed for sensitive or 

high-risk actions, usually prompted by risk analysis or user-defined 

security policies. 

Threat Intelligence Information gathered and analysed concerning prospective security 

concerns, such as malware, vulnerabilities, known attack paths and other 

tell-tale signs of criminal activity. 

Threat Modelling A methodical process for identifying and evaluating potential risks, 

vulnerabilities, and threats related to a system or application, allowing for 

the creation of efficient security countermeasures. 

Three-Factor 

Authentication (3FA) 

Three separate kinds of identity or credentials must be provided by users 

to authenticate using this subset of multi-factor authentication. 

Time-Based One-Time 

Password (TOTP) 

A one-time password (OTP) variant that is generated using the current 

time and a shared secret and is often shown on a mobile authentication 

App. 

Token A hardware or software product that creates or shows a one-time 

password (OTP) for authentication. 

Tokenization The process of exchanging sensitive data, such credit card information or 

login credentials, for one-of-a-kind identity tokens for secure transfer and 

storage. 

Transaction Monitoring The process of proactively tracking and analysing user activity within a 

platform or system to spot and stop suspicious or fraudulent behaviour. 

Transaction Risk Analysis An evaluation of the potential risk involved in a transaction based on 

different aspects, such as transaction amount, frequency, location, user 

behaviour, and historical patterns, to find and stop fraud. 

Transaction Signing The act of using a special cryptographic signature to digitally sign a 

transaction or action to protect the validity and integrity of the transaction. 

Two-Factor 

Authentication (2FA) 

A subset of two-factor authentication that requests two separate kinds of 

identity or login credentials from users to authenticate them. 

Two-Step Verification A type of authentication that asks users to confirm their identities using 

two different methods, generally combining what they know (such a 

password) and what they have (e.g., token). 
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User Identifier In any general IT setting, a user is identified as a logical entity on a piece 

of software, a system, a website, etc. 

User Provisioning The process of setting up, maintaining and removing user accounts and 

the access rights attached to them in a computer program or information 

system. 

Virtual Private Network 

(VPN) 

A method of enabling private and secure communication across open 

networks by building an encrypted tunnel from the user's device to a 

remote server. This method ensures data secrecy and shields it from 

being intercepted or eavesdropped. 

Web Application Firewall 

(WAF) 

A security measure intended to guard against typical security risks 

including cross-site scripting (XSS), SQL injection and other web-based 

attacks. Incoming web traffic is examined and filtered to spot and stop any 

harmful or suspicious activities. 
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Abbreviations  

 

Abbr eviation  Full form  

2FA Two- Factor Authentication 

3FA Three Factor Authentication 

4FA Four-Factor Authentication 

4IR Fourth Industrial Revolution 

5FA Five-Factor Authentication 

5G Fifth Generation 

6G Sixth Generation 

ACL Access Control List 

AD Active Directory 

AES Advanced Encryption Standard 

AI Artificial Intelligence  

API Application Programming Interface 

BC Business Continuity 

BCP Business Continuity Planning 

BIA Business Impact Analysis 

BoK Body of Knowledge  
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1. Chapter  1: Introduction  

 

1.1.  Background   

 

Numerous cutting-edge methods of doing business online have been made possible 

by the Internet of Things (IoT) (Ghasempour, 2019). The business scope and 

consumer relationships have been reinvented by this new technology. The introduction 

of online banking services was also a result of this paradigm shift (Shaikh, Alamoudi, 

Alharthi & Glavee-Geo, 2022). The banks have been able to digitally expand their 

services using online banking services, which has also increased their customer base 

and profit margins. Customers can now use online banking websites and applications 

to conduct practically all their account transactions from anywhere at any time (Ronny, 

Ilfitriah & Nurhadi, 2021). Therefore, avoid handling significant sums of money to 

prevent potential robberies (Tungal, 2019).  However, as Figure 1.1 below illustrates, 

online attacks are increasing exponentially.  

 

Figure 1.1: Summary of Online Services Prone to Attacks (Cyber Security Breaches Survey, 

2022). 

Security risks for online services and computer devices are growing because of 

identity theft, communication network interception and theft of user credentials. To 

counter these threats, the user authentication process serves as the first line of 
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protection (Mohammed, Mohammed & Ahmed, 2021).  In any valued information 

system, authentication plays a key role in allowing access to valuable assets, 

resources and applications. The authentication schemes make use of one of the 

following to verify and validate the veracity of the user's stated identification: something 

the user is (like a biometric fingerprint), something they own (like a key card), or 

something they know (like a password) (Tardif, 2022).  

 

However, online attacks on banking services are rapidly increasing. The banking 

sector is investing in a variety of strong and user-friendly technologies to safeguard 

online transaction services and strengthen trust-based relationships with their clients 

(Zwane, Mathonsi & Maswikaneng, 2021; Boonkrong & Boonkrong, 2021). To thwart 

online attacks, majority of the South African banks employs two-factor authentication 

(2FA) schemes (Maoneke & Flowerday, 2019; Mujinga, Eloff & Kroeze, 2018). The 

client receives a code by text message on their registered cellphone number in 

addition to the username, password, or Personal Idenfication Number (PIN) to 

complete an online banking transaction, this technique includes two verification checks 

(Ometov, Petrov, Bezzateev, Andreev, Koucheryavy & Gerla, 2019).  

 

The 2FA method is no longer effective, the customer login credentials are collected 

using sophisticated social engineering tactics like website cloning, pharming and 

phishing. Also, the man-in-the-middle (MitM) attacks, which eavesdrop on 

communications between banks and their clients, are frequent. With all these attack 

tools, attackers can initiate fraudulent online transactions by switching out Subscriber 

Identification Modules (SIMs) or smart cards (Javeed, 2020). The use of tap-and-go 

payment methods and near-field communication (NFC) technologies for illicit 

purposes is on the rise, as are banking customer kidnappings and forced transactions 

(Businesstech, 2023).   

 

Therefore, banks must implement multi-factor authentication (MFA) schemes. 

Through the incorporation of MFA, online banking services are further protected by 

additional layers of security (Norta, Kormiltsyn, Udokwu, Dwivedi, Aroh, & Nikolajev, 

2022). The MFA schemes employ three or more authentication factors: To approve, 

reject, or report banking online transactions on their accounts against their database 
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records via the Online, customers need four things: 1) a username and PIN or 

password; 2) a registered communication device; 3) a code from the bank to a 

registered smart card or SIM; and 4) a biometric scheme, such as retinal, fingerprint 

or facial recognition (Tsai & Su, 2021).  

 

The need for a more robust solution is evident. This study addresses the problem of 

increasing online attacks by proposing an adaptive five-factor authentication scheme 

with a built-in track and trace capability as a solution. The proposed MFA adds layers 

of security, incorporating biometrics, device-specific ID and geolocation alongside the 

traditional authentication methods. One of the scheme's most impressive 

accomplishments is its capacity to seamlessly detect undesired activities and send 

alerts to administrators, in the form of secretly obtained photographs and location 

triangulation.  

 

Through the delivery of a safe and user-friendly environment for online banking 

systems, this research hopes to significantly advance the fields of information security 

(InfoSec) and human-computer interaction (HCI). By merging human cognitive and 

biometric features, HCI has advanced online interfaces and interactions (Cherinor, 

Afzaal & Umar, 2021). The banks can adopt and enhance their MFA systems for online 

authentication thanks to these new trends and technologies, which helps to mitigate 

some online threats.  

 

1.2.  Research Motivation  

 

The motivation behind this research study is to keep learning and improving on the 

aspects academia. To learn more about information security aspects and gain a 

thorough understanding of MFA�¶�V��and their relevant applications. To also improve my 

research abilities and discovering how to use a variety of research paradigms and 

approaches to tackle research challenges. These skills enabled me to develop my 

academic career by publishing conference papers and journal articles, which made a 

substantial contribution to the Body of Knowledge (BoK) for future research initiatives. 
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1.3. Problem Statement  

 

Online banking has become an integral part of modern finance, with customers relying 

on it for convenient transactions. However, this convenience has also attracted a surge 

in online attacks (Mujinga, Eloff & Kroeze, 2018; Maoneke & Flowerday, 2019). This 

is because the current traditional authentication methods, such as passwords, PINs 

and 2FA, are failing to keep pace with the evolving sophistication of cyberthreats such 

as malwares (i.e., Carbanak malware, Emotet malware, TrickBot malware, Zeus 

malware), social engineering, phishing, man-in-the-middle (MitM) attacks, website 

cloning, pharming, among many others and emerging technologies. As a result, bank 

customers are increasingly exposed to the risk of financial loss and identity theft. Thus, 

customers are at increased risk of financial loss due to unauthorized transactions, 

account takeovers, and fraudulent activities (Ometov et al., 2019). In addition, banks 

face financial losses due to fraudulent transactions, chargebacks, and the costs of 

investigating and resolving cyberattacks (Businesstech, 2023).  

Therefore, to address the challenges and limitations of current traditional 

authentication methods and mitigate the risks associated with cyberattacks on online 

banking platforms, banks must adopt stronger and more advanced authentication 

solutions. MFA which requires multiple authentication factors to verify a user's identity, 

is a promising approach. Additionally, banks should implement continuous monitoring 

and threat detection systems to identify and respond to cyberattacks in real-time 

(Norta et al., 2022).   

 

1.4. Research  Question  

 

The main research question reads as follows: How to develop an effective MFA 

method to improve online banking security in South Africa?  

Sub-research questions are as follows: 

1.  What are the challenges and limitations of the current authentication methods 

used by the banks for online services?  
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2. How can the proposed MFA scheme be designed to reduce cyberattacks on 

online banking services? 

3. How can the proposed MFA scheme be implemented to improve the security 

for online banking services?  

4. What is the effectiveness of the proposed MFA scheme against the other 

existing authentication schemes in online banking services? 

 

1.5.  Aim  and Objectives  

 

The aim of this research is to develop an effective MFA method to improve online 

banking security in South Africa.  

1. To identify the challenges and limitations of the authentication methods 

currently used by the banks for online banking services.  

2. To design the proposed MFA scheme to reduce cyberattacks on online banking 

services.  

3. To implement the proposed MFA scheme that will deliver an improved security 

for online banking services.  

4. To evaluate the effectiveness of the proposed MFA scheme against the existing 

authentication schemes in online banking services. 

 

1.6.  Research Methodology  

 

This study focused on the dynamics of authentication schemes and recommended 

strategies for protecting online financial services, is quantitative in nature. The goal of 

this study was achieved by positivism by adopting the design research approach and 

utilizing the subsequent techniques:  

 

1.6.1. Literature R eview  

 

The theoretical literature on earlier and current authentication schemes used to secure 

online banking services was synthesized for this study. To completely comprehend 
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and grasp what others have done, how, and what the gaps in that literature are, a 

thorough analysis of journals, books, blogs, seminars, white papers, workshopsand 

conference proceedings was conducted.  

 

1.6.2. Modelling  

 

To accomplish the goal of this study, which is pure scientific research, mathematical 

models in the form of equations were used to represent controlled settings in a test 

environment using various factors and controlled independent and dependent 

variables on developed and designed algorithms.  

 

1.6.3. Implementation  

 

There are different simulation tools available to allow the study and the examinations 

of online banking platforms and the configurations of MFA. These tools allow users to 

experiment and implement different authentication methods in a controlled 

environment. Some of the existing tools include the sample (Python, .NET, Java and 

PHP) and SAASPASS MFA with the simulator applications, Python Web framework 

called Django and many more others. However, Matlab, Android Studio, Visual Studio, 

Flutterflow C#, Firebase, Draw SQL and Laravel will be used in the development and 

implementation of the proposed MFA.   

 

Penetration and hacking tools like the OSINT Framework, Hunter.IO, Kali Linux, 

Google Hack and Maltego are available for online penetration testing and credentials 

harvesting activities. This study further investigated and deployed Social Engineering 

attacks on the proposed MFA platform to determine its effectiveness in curtailing  

attacks. Quintessential, AppDynamics and Datadog Application Performance 

Measuring (APM) online evaluation tools were used to evaluate the security and 

measure the average throughput, average response time, resource utilization and 

security of the proposed MFA against the established authentication schemes eployed 

by FNB and STDB online platforms. 
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1.6.4. Prototyping  

 

An extreme high-fidelity prototype for mobile banking Apps, a web-based version of 

the proposed MFA and a low-fidelity prototype of an online banking transactional 

processing application system were developed to replicate a real-world online banking 

system. The renowned AppDynamics and Datadog tools were used to compare the 

proposed MFA system against the established banking authentication schemes. The 

employed techniques that met the goals of the study questions are summarized in 

Table 1.1 below. 

 

 Table 1.1: Research Questions, Objectives and Resea rch Methods  

Research Questions  Technical Objectives  Research Methods  

What are the challenges and limitations of 

the authentication methods currently 

employed by the banks for online 

services? 

What are the challenges and 

limitations of the authentication 

methods currently employed by 

the banks for online services? 

Literature Review 

How can the proposed MFA scheme be 

designed to reduce cyberattacks on 

online banking services? 

 

To design the proposed MFA 

scheme to reduce cyberattacks on 

online banking services.  

Modelling 

How can the proposed MFA method be 

implemented to deliver an improved 

security for the online banking services? 

To implement the proposed MFA 

method that will deliver an 

improved security for the online 

banking services. 

Design and 

Implementation 

What is the effectiveness of the proposed 

MFA scheme against the other existing 

authentication schemes in online banking 

services? 

 

To evaluate the effectiveness of 

the proposed MFA scheme 

against the existing authentication 

schemes in online banking 

services. 

 

Prototype 

 

1.7.  Premise of the Research  

 

This research is firmly grounded in the strong frameworks created by the International 

Organization for Standardization (ISO) 27000 series and the National Institute of 

Standards and Technology (NIST). These foundations offer a thorough framework for 
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cybersecurity services that takes measurements, standards and regulatory 

compliance into account. This study uses the NIST as a global authority on 

cybersecurity and follows its principles to provide solutions that provide accurate 

measurement, traceability, quality assurance and the alignment of regulatory 

processes and documented standards. The NIST framework enables access to tried-

and-true approaches for security specialists, eliminating needless duplication of effort, 

time and resources.  

 

The ISO 27000 series and its subsets are crucial because they covered Information 

Technology and Information Security methods pertinent to this research project. To 

provide a solid and uniform approach, ISO 27000 standards were integrated during 

the prototypes' design, implementation and testing phases. Another security principle 

that was used is the CIA triad, also known as the fundamentals of confidentiality, 

integrity and access. Since the customer data is the focus of this study, the CIA triad 

provided guidelines on how treat information with integrity and confidentiality, also 

ensuring that it is available to all the cleared platforms.  

 

The Protection of Personal Information Act (POPIA), which adds another layer of legal 

and regulatory compliance to the management and validation of data, was closely 

related adhered to. The industry standard SO/IEC 29119 was crucial in the evaluation 

of prototypes. The study "Evaluating Prototypes versus ISO/IEC 29119-1 Standards" 

made sure that the functioning of the prototypes adhered to the generally recognized 

standards of software testing. This concurrent investigation highlighted the dedication 

to developing strong cybersecurity procedures as well as assessing the effectiveness 

of the prototypes against defined testing benchmarks. The integration of these 

standards improved the research's credibility, ultimately advancing its main objectives 

of security, functionality and compliance. 

 

Additionally, in every system used by the people, the weakest link is always the user. 

The Security, Education, Training and Awareness (SETA) programs, System Specific 

Security Policies (Syssp) and Issue Specific Security Policies (ISSP) are essential 

guidelines and mindmaps components of this study.  These governance frameworks 
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set rules for how users should behave and interact with the systems, as well as for 

how systems should be configured, monitored and managed.   

 

1.8.  Contributions of the S tudy  

 

The following are the main contributions of the study: 

  

1. The proposed MFA scheme improved the security of the online banking 

platforms by limiting the threat surface and fostering trusting connections 

between banks and their clients.  

2. The seamless incorporation of five strong authentication layers with appropriate 

performance levels without compromising the quality of a positive user 

experience.  

3. The design of the proposed MFA considered the advancement of human-

computer interaction through the usage of cognitive interaction features and 

user engagement to determine how to effectively create the MFA with familiar 

but simple-to-learn interfaces.  

 

1.9.  Ethical C onsiderations  

 

This research study did not require ethical clearance. This is so because neither 

humans nor animals were involved in the data used in this study, either directly or 

indirectly. For evaluation, ideation and user input, this research simulated user 

interfaces using prototypes of online banking service applications. The pseudo-users' 

fingerprints and face pictures were obtained from the Open National Library of 

Medicine (NLM) database. To ensure a representative sample of faces and 

fingerprints for testing purposes, this is a thorough collection of various photos. By 

simulating actual users, the usage of pseudo users improved the testing process in 

various ways. The results were more dependable and accurate because the testing 

situations closely matched actual usage conditions.  
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1.10. Organisation of the Dissertation  

 

Chapter 2 offers a thorough assessment of the literature with an emphasis on the MFA 

schemes design principles. It also establishes the limits of various MFA strategies 

used in online banking services to address information security issues. Furthermore, 

it explains the why, when creating the MFA, and the decsion to use five layers; 

password, OTP, biometrics, user-registered devices and time-locked geolocation. The 

architecture and design system of the MFA scheme are also discussed in Chapter 2. 

The design and the architecture of the proposed MFA in is outlined in Chapter 3. The 

computer simulation setup and the technologies utilized to achieve the proposed MFA 

are also presented. 

The measuring and evaluation tools and the methods used in assessments are 

presented in Chapter 4. The tested and analyzed results with relation to the 

performance indicators taken into account in our study. The results of the study are 

analysed and presented in Chapter 5. The reseach study comes to a conclusion in 

Chapter 6. In addition, Chapter 6 presented a summary of this research's contributions 

and recommendations for future research work. The structure of this research study is 

summarized in Figure 1.2 below. 

 
Figure 1.2: Research Layout Chart . 

 

1.11. Summary  

 

         Research Layout  

Chapter One:  

Introduction 

Chapter Six:  

Research 

Summary, 

Conclusion and 

Future Works 

Chapter Two:  

Literature 

Review 

Chapter Three : 

MFA Design 

and 

Architecture 

Chapter Four:  

MFA 

Implementation 

and 

Experimentation 

Chapter Five : 

MFA 

Experimentation 

Review 



11 

 

This Chapter has focused on how the South African banking services are moving 

toward online platforms, its benefits, the risks and threats related to online banking, 

and how MFA scheme is being used to counter these threats. This Chapter also 

described some of the residual risks that exist even after the deployment of the widely 

used MFA and how this research would get around them. The research questions and 

objectives employed in this study were also stated in this Chapter. Additionally, a 

description of the research methodologies used has been provided. In the next 

Chapter, this research study will provide a thorough history and the currently used 

online banking services. The study will further discuss the implementation of the 

adopted authentication schemes, their efficacy and limitations in safeguarding online 

banking transactions. This will be achieved through a discussion of the theoretical 

underpinnings and a synthesis of the literature. 

  



12 

 

2. Chapter  2: Literature Review  

 

2.1.  Introduction  

 

This Chapter provides an in-depth examination and implementation of various MFA 

schemes, and how they affect security on online banking services. This Chapter 

further concentrates on online transactional platforms, various MFA techniques, their 

efficiency and benefits. To better understand how users engage with online banking 

systems and risk the exposures thereof. It begins with an overview of online banking 

services, authentication procedures, MFA architecture, and the requirement for banks 

to implement MFA schemes. Finally, through extensive literature review, this Chapter 

identified the commonly used authentication schemes and the gaps that currently exist 

in online banking systems.  

 

The rest of this Chapter is divided into the following sections: An overview of 

authentication schemes is given in Section 2.2. The common MFA Methods and 

variables are covered in Section 2.3. In Section 2.4. We examine the MFA-related 

work. After reviewing some earlier and more recent investigations we outline the MFA 

gaps based on the literature review in Section 2.5. Finally, we present the Chapter 

summary in Section 2.6.  

 

2.2.  An Overview of Authent ication  Method s 

 

The IoT unleashed the new wave of online services deliveries. This revolutionized how 

institutions offered services to their clients. More services migrated to the online 

platforms. This development of online services increased the probabilities of attacks 

on user information (Kempen, 2022). Credentials harvesting through phishing, identity 
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thefts, interception of network communication devices and many other deceptive 

Social Engineering (SE) media attacks are on the rise as shown in Figure 2.1.  

 
Figure 2.1: Man-in-the-Middle Attack Model (Yasar & Cobb, 2022).  

The banking industry is constantly looking for novel approaches that are efficient at 

fending off online threats, user-friendly, simple to deploy, monitor and manage, and 

don't adversely influence the Quality of Service (QoS) delivery in order to keep one 

step ahead of cyberattacks.  

 

2.2.1. The Single -Factor Authentication  Method  

 

A single characteristic is used by the Single-Factor Authentication (SFA) mechanism 

to provide or restrict access to an online service. Both a web interface and a smart 
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device can be used to access the service. A single password-based method sufficed 

initially to gain access to digital data and resources. Initially, the individual was 

authenticated using just one factor. Due to its ease of use and simplicity, SFA, as seen 

in Figure 2.2 below, was largely adopted by the community (Carrillo-Torres, Pérez, 

Cantoral-Ceballos & Rosales, 2023). 

 

 
Figure 2.2: Different Steps in the User Authentication Process (Mehl, 2022) . 

To access the client's profile, the most popular SFA authentication scheme uses a 

Username and PIN, or password, which are authenticated. The complexity of the PIN 

or password may vary depending on the complexity policy that has been selected. The 

PIN's strength was boosted by its creativity, digit count, order and lack of user-

relativity. However, adding letters, numbers and symbols to passwords made them 

stronger. The harder it is to crack, the longer the password (Yildirim & Mackie, 2019).  

It's crucial to use strong passwords while using passwords authenticated systems.  

An effective secret key combines capitalized, lowercase and distinctive letters. 

Administrators advise that a password expire, not be recycled, not contain names 

relative to the user and have a minimum of twelve characters to improve password 

security and the effectiveness of password applications. A twelve-character password 

with 94 cardinalities and a 78.7-bitset copy can be cracked using a supercomputer in 

an average of fifty-five days. It will take an average of 3018 years to crack using a 

normal computer. To check the strength of a password, visit a website like 
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PasswordStrengthCalculator.org (Lal, Prasad & Farik, 2016). Figure 2.3 shows how 

varying password combinations can strengthen passwords and reduce online banking 

attacks. 

  
Figure 2.3: Amount of Time a Computer Would Need to Decipher a Password (Statista, 2022) . 

The SFA is the most straightforward authentication mechanism and is extremely 

vulnerable to hacking attacks. The PINs and passwords are vulnerable to attacks from 

keyloggers, phishing, credential stuffing, dictionary attacks, brute force attacks, over 

recycling and password sharing, according to One-Login (2022). Protecting user 

passwords became essential to avoid these password attacks. As a result, password 

encryption was created. Through concealing or scrambling passwords, even when 

intercepted, the symmetric and asymmetric encryption techniques reduced the 

password vulnerabilities over network transfers and storages. In the case of online 

service encryption, the passwords are encoded and decoded using public and private 

keys to create cypher text for ingress information and decipher text for egress. 

According to (IBM, 2022), the most widely used one-way password encryptions are 

SHA, SHA-1, SALTED SHA-1, SHA-2, SALTED SHA-2, crypt and MD5. 

This study aims to address the serious issue of credential harvesting and identity theft, 

which continues to be a major problem even with the inclusion of password encryption. 

As seen in Figure 2.4 below, online access breaches caused by various threat agents 

continue to be a difficult problem.  
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Figure 2.4: Attack Trends (Pompon & Vinberg, 2019) . 

In the study by (Ometov, Bezzateev, Mäkitalo, Andreev, Mikkonen & Koucheryavy, 

2018), the best authentication method between an SFA and an MFA was analysed 

and evaluated using a survey study based on the advantages and disadvantages of 

each authentication method. According to the comparison, an SFA approach is 

insufficient and highly vulnerable to online security attacks. This called for the 

appropriate adjustments. The redesign of an SFA method, which was upgraded to a 

2FA method, the second generation of online authentication methods, added an 

additional layer of protection.  

 

2.2.2. The Two -Factor A uthentication  Method  

 

A knowledge factor (i.e., something only the user knows), a possession factor (i.e., 

something only the user has), and an inherence factor are all components of the two-

factor authentication (2FA) ("something only the user is").  The authenticating party 

then verifies the validity of these elements before allowing access. A user requesting 

access provides the authenticating service provider with some supporting evidence 

based on a recognized attribute for comparison with data already existent in the 

database. Authentication is successful if the two match; else, access is denied to the 

user (Williams, Anderson, Thompson & Parker, 2020).   
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Having a second party validate against data that is already there in the database 

reduces the possibility that a user may request access and supply false information. 

This is still not absolute proof, though, as sophisticated online attackers can 

impersonate users and offer the necessary credentials. Thus, using many qualities 

reduces the likelihood of identity theft. Similar to passwords, OTPs have a single use 

limit. They are frequently used as additional security in addition to a standard 

password (Kim, Mun & Hong, 2022).  

 

The OTPs are codes that you get from the service provider via text message to access 

their applications. When you use that password a second time to access that platform, 

it is dumped and a new one is produced (Kim, Mun & Hong, 2022) and (Williams et 

al., 2020). This strategy boosts security and makes it harder for hackers to access 

personal accounts. Users can use smartphone Apps, text messages, or a proprietary 

token to access an OTP for a certain application or website (such as a key fob). 

OneLogin-Protect is an example of an App that can be used to generate OTPs (Kim 

et al., 2022).   

 

Sharma and Nene (2020), investigated the rise in attacks on online banking systems 

that employ a 2FA strategy incorporating bank-issued OTPs. Due to the shared 

secrets' static nature and the patterns of OTP generation's detection. Their analysis 

highlighted the rise in security intrusions targeting online transaction OTPs. The 

configuration limits authentication to the device only, not to the user. Their study 

recommended the usage of quantum cryptography to increase the efficiency of the 

OTP authentication capabilities. Quantum One-Time Passwords (QOTPs) are created 

using the quantum entanglement property of quantum cryptography, which is based 

on mathematical properties and is used for biometric user authentication.  

 

Sharma and Nene (2020), highlighted that the strategy considered the users' diverse 

quantum computing capabilities. To emphasize the significance of employing a QOTP 

to prevent online transaction attacks, the practical implementation of the model was 

tested by various competent online users and contrasted security analysis against the 

user and the MitM attack. The outcomes demonstrated that the security issues with 

OTP-based authentication schemes for online transactions can be resolved by using 
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quantum computing. Therefore, an efficient 2FA scheme should produce a QOTP 

using quantum computing and employ the user's biometrics for online authentication. 

This is so that online transactions can be protected, where the QOTP outperforms the 

static OTP. Although QOTP provides enhanced protection against numerous 

password attacks, they remain vulnerable to attacks using quantum computing. The 

error rate resulting from the quantum bit during the key exchange is another source of 

complexity. When a threat or improper system configuration is identified, the error 

rates may above the threshold, thus overwhelming the system. 

 

Further approaches included the use of the HMAC-based One-time Password 

algorithm (HOTP).  In HOTP, H stands for Hash-based Message Authentication Code 

(HMAC). According to a layman's perspective (Wang, Zhang, Zhang & Wang, 2020), 

HOTP is an event-based OTP in which the moving factor in each code is a counter. 

The moving factor is incremented based on a counter each time the HOTP is 

requested and validated. The Validity of the generated code is determined by the 

authentication server until you request another one. Every time the code is validated, 

and the user is granted access, the OTP generator and the server are synced. An OTP 

generator that uses HOTP is Yubikey's Yubikey (Wang et al., 2020). 

Since HOTP does not have the time-based limitation (Das, Wang, Kim & Camp, 2020) 

it is a little more user-f�U�L�H�Q�G�O�\�����E�X�W���P�D�\���E�H���P�R�U�H���V�X�V�F�H�S�W�L�E�O�H���W�R���E�U�X�W�H���I�R�U�F�H���D�W�W�D�F�N�����7�K�D�W�¶�V��

because of a potentially longer window in which the HOTP is valid. Some forms of 

HOTP have accounted for this vulnerability by adding a time-based component to their 

code, somewhat blurring the lines between these two types of OTP. 

A Time-based One-time Password (TOTP) was also introduced to mitigate online 

attacks. In TOTP, the seed is static, just like in HOTP, but the moving factor is time-

based rather than counter-based (Wang et al., 2020). Each password remains valid 

for a certain amount of time referred to as a time-step. Generally, time-steps are 30 

seconds or 60 seconds long. Once that time period is over, your password no longer 

holds any value, and you'll need to request a new one (Wang et al., 2020).  

Although both HOTP and TOTP are far more secure than not using any MFA at all, 

they do have certain limitations and advantages (Das et al., 2020). The TOTP (the 

newer of the two technologies) is easy to use and implement, but the time-based 
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element does have a potential for time-drift (the lag between the password creation 

and use) (Ometov et al., ���������������,�I���W�K�H���X�V�H�U���G�R�H�V�Q�¶�W���H�Q�W�H�U���W�K�H���7�2�7�3���U�L�J�K�W���D�Z�D�\�����W�K�H�U�H�¶�V��

a chance it will expire before they do. So, the server has to account for that and make 

it easy for the user to try again without automatically locking them out. 

This study having examined and determined the pros and cons that exists in both the 

SFA and 2FA through extensive literature review; the popularity and use of the Internet 

banking services with customers (Williams et al., 2020); and the increase in the online 

adversaries, concluded that the various OTP techniques in the 2FA increased the 

security in the online service platforms.  

However, that may be, studies still identified the user login process on Internet banking 

services as one of the major points of attack despite the introduction of OTP. In an 

effort to reduce the risks associated with the security vectors, this study developed a 

robust MFA protocol that will incorporate the use of OTP, user biometrics coupled with 

device location to further strengthen the 2FA to an MFA that can be implemented by 

the banking industry. 

 

2.2.3. The Multi -Factor A uthentication  Method  

 

Access to a resource, such as an application, an online account, or a VPN, requires 

the user to give three or more factors as part of the MFA authentication process (Das, 

Wang, Tingle & Camp, 2019).  More authentication levels that were borrowed from its 

predecessors are added. The methods are similar, with the exception that a chain 

reaction security model is used to stack ever-higher layers of authentication factors. A 

solid Identity and Access Management (IAM) policy must include the MFA. Since MFA 

demands more information than just a login and password, it decreases the possibility 

that a cyberattack will be successful.  

 

2.2.4. The Challenges of Multi -Factor A uthentication  

 

According to a study done in Sri Lanka (Johnson, 2019), the usability of the MFA 

approach is a barrier to its adoption in online banking services. Most clients are not 

computer savvy and are still learning about emerging trends. While it is crucial for the 



20 

 

banks to increase the security of their online banking services, they also need to be 

aware of the widespread digital divide and make sure that the security is properly 

weighed against the degree of accessibility and usability. Simple models should 

predominate in security designs without sacrificing the quality of service for online 

services. Even though MFA's affordance is one of its main design objectives, users' 

varying levels of online service proficiency make it difficult to locate a sweet spot that 

will work for everyone.  

 

2.2.5. The Benefits of Multi -Factor Authentication  

 

The benefits of multi-factor authentication is that it increases security of online banking 

by requiring the users to identify themselves by more than just a username and a 

password. Upon Vulnerability Assessments (VA), usernames and passwords are 

found to be prone to brute force attacks. Using a fingerprint or hardware key as an 

MFA factor gives you increased confidence that banking institutions will stay safe from 

cyber criminals (Das et al., 2019).  

The most common way that customer accounts get compromised on online banking 

platforms is through weak, re-used or stolen passwords. Despite any robust technical 

security controls implemented on the online platforms, the users are liable to choose 

weak passwords, or to use the same password on different applications. Among 

others, persuasive and pervasive technologies are also increasing the threats attacks. 

As developers or system administrators, it should be assumed that user passwords 

will be compromised at some point, and the system should be designed in order to 

actively defend against this. 

MFA is by far the best defence against the majority of password-related attacks, 

including brute-force, credential stuffing and password spraying, with analysis by 

Microsoft suggesting that it would have stopped 99.9% of account compromises. 

2.2.6. The Disadvantages of Multi -Factor A uthentication  

1. Users of the MFA scheme must own appropriate hardware, which might result 

in significant expenses and administrative burden. 

https://cheatsheetseries.owasp.org/cheatsheets/Credential_Stuffing_Prevention_Cheat_Sheet.html
https://techcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Your-Pa-word-doesn-t-matter/ba-p/731984
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2. If users lose or are unable to use their other factors, their accounts may be 

frozen. As a result, MFA may make it impossible for certain legitimate users to 

access their applications.  

3. The MFA scheme makes online applications more complex and increases the 

number of external dependencies on systems, which may result in security 

flaws or single points of failure. Attackers may be able to take advantage of the 

procedures put in place by the MFA scheme to let online users reset or bypass 

it.  

2.2.7. The Common T ypes of Authentications  Methods  

 

The following segment summarizes the commonly used methods that   are used in 

MFA authentication as shown in Figure 2.5. 

 
Figure 2.5: Attributes of Commonly Used Authentication Factors  (Kaushik,  2020).   

1. Knowledge, such as a password or PIN - Answers to personal security 

questions and OTPs (Can be both Knowledge and Possession - You know the 

OTP and you have to have something in your Possession to get it like your 

phone). 

2. Possession, such as an access badge or smartphone, OTPs generated by 

smartphone apps, sent via text or email, USB devices, smart cards and security 

keys as well as software tokens and certificates. 

3. Things that make you who you are (innate qualities), Fingerprints, facial 

recognition, voice, retina or iris scanning or other Biometric; also, Adaptive and 

behavioural analysis (Williams et al, 2020). 
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2.3. Popular  MFA Factors in Online Banking S ervices  

 

2.3.1. The Facial Recognition Factor  

 

The Facial Recognition (FR) is one of the most commonly used biological biometric 

modalities. It is classified as a non-intrusive method because it does not need user 

physical interaction. The facial recognition method identifies the unique features of an 

�L�Q�G�L�Y�L�G�X�D�O�¶�V�� �I�D�F�H���� �8�V�L�Q�J�� �D�� �F�D�Pera, the noticeable and discreet facial features are 

�F�R�Q�Y�H�U�W�H�G�� �L�Q�W�R�� �G�D�W�D���� �7�K�H�� �G�D�W�D�� �L�V�� �L�Q�� �I�X�W�X�U�H�� �X�V�H�G�� �W�R�� �Y�H�U�L�I�\�� �D�Q�� �L�Q�G�L�Y�L�G�X�D�O�¶�V�� �L�G�H�Q�W�L�W�\����For 

image processing, the majority of FR systems use the Principle Components Analysis 

(PCA) and Linear Discriminant Analysis (LDA) approaches (using facial curves and 

wrinkles). It's also important to note that the LDA approach performs better than the 

PCA strategy in a number of areas and due to technological developments, there is 

now a better LDA known as LDA-cosine. The extensive studies in Facial Recognition 

techniques provided overwhelming evidence of the adoption of Facial Recognition in 

E-Commerce and E-Business (Cherinor, Afzaal & Yahya, 2021). 

Historically, login into the online banking services required a username, password and 

facial recognition option was introduced subsequently to make the final validation of 

the user account to proceed to online transactions. The results showed that the 

inclusion of a facial recognition factor; biometric key factor access was effective in 

reducing the scope of attacks on online banking services (Bani-Hani, Majdalweieh & 

Alshamsi, 2019).  

 

However, the FR method as illustrated in Figure 2.6, has lower accuracy as compared 

to other biometric modalities such as retina, iris or fingerprint due to the uncontrolled 

conditions such as pose, illumination, occlusion, expression which affects the inter-

personal and intra-personal variation the high dimensionality of extracted features 

(Alghamdi, 2021). To provide a second generation of enhanced FR approach, the 

currently used FR has multiple layers that integrates the user's iris and the face 

features (wrinkles and curves). This combination makes the current FR technique 

extremely secure. 
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Figure 2.6: Face Recognition System Architecture (Shaikh et al.,  2022). 

The findings demonstrated that adding a FR biometric key factor was successful in 

limiting the range of attacks on online banking systems (Bani-Hani, Majdalweieh & 

Alshamsi, 2019).  

 

2.3.2. The Fingerprint F actor  

 

A study by Biometricsinstitute (2022), explained that a fingerprint scan is very secure 

�V�L�Q�F�H���L�W�µ�V���K�D�U�G���W�R���J�Xess the fingerprint pattern. The fingerprint recognition are formed 

by the raised papillary ridges �W�K�D�W�� �U�X�Q�� �D�F�U�R�V�V�� �W�K�H�� �V�N�L�Q�¶�V�� �V�X�U�I�D�F�H�� �R�Q�� �I�L�Q�J�H�U�V���� �(�Y�H�U�\��

human being has unique fingerprint patterns. The ridges have evolved to provide 

friction in order to aid grip and locomotion. The flow of these ridges often forms 

patterns but the ridges themselves do not always run continuously due to breaks and 

deviations in their structure (i.e., where the ridges end or bifurcate �± known as 

minutiae). The occurrence of these minutiae is random in nature and are used as the 

basis for establishing identity as no two regions of skin, bearing papillary ridge 

systems, have ever been found to have the same arrangement of minutiae. 

Consequently, the fingerprints on each human digit are unique and can be used to 

identify individuals. The same is true of palm prints but the area of ridged skin is much 

larger and therefore contains more detail. Some biometric systems use palm prints or 

palm prints together with fingerprints to enrol individuals. The biometric recognition 

systems capture and digitize salient features from the fingerprint such as the 

https://www.biometricsinstitute.org/what-is-biometrics/types-of-biometrics/
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arrangement of minutiae and the flow and orientation of the ridges to create a biometric 

template. These templates are then stored in a dataset that allows the system to select 

fingerprints to perform either individual comparisons or searches through the 

appropriate database(s) depending on the use case. The fingerprints can be recorded 

using paper and ink but most current biometric applications use either a scanner, 

where the finger is placed on or rolled across a platen, or a contactless method that 

captures the required detail at a proximal distance. This method is becoming 

increasingly popular because of the potential hygiene issues associated with multiple 

enrolments on the same platen. However, any of these enrolment methods require 

cooperation from the subject and often human supervision at the time of enrolment to 

assure the quality of the biometric data (Biometricsinstitute, 2022). 

While the fingerprint biometrics as shown in Figure 2.7 does provide the strongest 

authentication, it is susceptible to errors. A false rejection error (also called type 1 

error) occurs when a system falsely rejects a known user and indicates the user is not 

known. A false acceptance error (also called a type 2 error) occurs when a system 

falsely identifies an unknown user as a known user. The fingerprint biometric systems 

typically can be adjusted for sensitivity, but the sensitivity affects the accuracy. 

Conversely, just like with any computer system, fingerprint method can also be 

breached. This study used fingerprints as one of the authentication factors because it 

is the only biometric in its class that provides the strongest authentication, highest 

accuracy and requires less user interaction.  

 
Figure 2.7: The Operation of a Biometric Recognition System (Chowdhury & Imtiaz, 2022) . 

 

https://www.biometricsinstitute.org/what-is-biometrics/types-of-biometrics/
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2.3.3. The Biometrics  Comparison  

 
Table 2.1 provides a summary of common biometric factors charecteristics.  
 
Table 2.1: Multimodal Biometrics System Comparison (Dahe a & Fadewar, 2018)  

Biometric Identifier  Finger  Facial  Iris  Hand Retina  Signature  

Characteristics  

Universality High High High Mid High Low 

Distinctiveness High Low High Mid High Low 

Permanence High Mid High Mid Mid Low 

Collectability Mid High Mid High Low High 

Performance High Low High Mid High Low 

Acceptability High High Low Mid Low High 

Circumvention Mid High Low Mid Low High 

 

The key benefits and drawbacks of biometric factors in authentication techniques are 

outlined in Table 2.2. 

 Table 2.2: Advantages and Disadvantages of Biometrics Authentication  

No Advantages  Disadvantages  

1 Increased Security Can be Altered by Any Change or Deformation that 

Takes Place in a Body 

2 Cannot be Copied Fails to Adapt to Rate of Change 

3 Cannot be Changed Is Not Scalable 

4 Convenience Can be Misused 

5 Auditable Trail There is No Regulation of Use 

6 Accuracy Scanner Data can be Harvested Such as Residual 

Fingerprints 

7 Cannot be Lost Very Expensive 

8 Minimal Paperwork Software Vulnerabilities 

9 Costs There is a Time Delay 

 

This study chose fingerprints and facial recognitions as some of the authentication 

elements because they are the only biometric in their class that requires the least 

amount of user input, greatest accuracy, and less complicated hardware as shown in 
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Table 2.1. The advantages and disadvantages of various biometric factors are 

summarized in Table 2.2. 

 

2.3.4. The User Device A uthentication  Factor  

 

The device identification authentication factor as shown in Figure 2.8, uses a client 

registered device that can be linked to a user profile; employing strong policies that 

includes placing restrictions and limiters on the number of devices that can access a 

banking profile, outside attackers would have great difficulty in accessing a profile. The 

only way they would be able to do so would be by gaining access to the device. This 

method of authentication is strong because it limits access to a banking profile. The 

user defines which devices are allowed access to their profile. Therefore, even if an 

�X�Q�D�X�W�K�R�U�L�]�H�G���X�V�H�U���K�D�V���S�D�V�V�Z�R�U�G���D�Q�G���E�L�R�P�H�W�U�L�F���G�D�W�D�����W�K�H�\���V�W�L�O�O���I�D�L�O���W�R���D�F�F�H�V�V���D�Q���R�Z�Q�H�U�¶�V��

profile when they are not in possession of a registered smart device. The only 

weakness in this factor is when the user either using public WIFI connections or falling 

for malicious links and websites (Biometrics institute, 2022). 

 

Figure  2.8: Secure Secon dary Authentication Framework ( Gong, El Azzaoui, Cha & Park, 2019). 

This form of authentication can be improved upon by installation of antiviral and 

antimalware apps that will protect the user from malicious websites, links and files. 

Since users are always the weakest links in any Information Security ecosystem, it is 

also mandatory for the bank enforce the culture of security awareness through the 

Security, Education, Training and Awareness (SETA) program; enforce System 

Specific Security policies (Syssp) and Issue Specific Security policies (ISSP) to 

https://www.biometricsinstitute.org/what-is-biometrics/types-of-biometrics/
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educate the users about the online Netiquettes and how attackers can access their 

devices.  

Another way of improvement is by giving the clients a bank registered device either 

via IP address, cookies or a digital certificate as an extra layer of security for verifying 

the registered device for the online user authentication (Moepi & Mathonsi, 2021). 

However, due to the dynamic nature of the IP addresses, this study will only use Media 

Access Card (MAC) for user device identification. The MAC address is a permanent, 

unique signature identifier for any Computing and Networking devices. MAC address 

and IP address are also vulnerable to cloning and harvesting attacks (Komori & Saito, 

2002)�����7�K�H�U�H�I�R�U�H�����W�K�H���G�H�V�L�J�Q���R�I���W�K�H���S�U�R�S�R�V�H�G���V�\�V�W�H�P�¶�V���F�X�U�U�L�F�X�O�X�P�����W�R�R�N���W�K�H���S�U�R�E�D�E�L�O�L�W�\��

risk factors and incorporated more factors in order to reduce the surface of attacks.   

 

2.3.5. The Risk -Based A uthentication  Factor  

 

According to (Williams et al., 2020) another important subset of MFA is adaptive 

authentication, also known as the risk-based authentication, shown in below Figure 

2.9. The scheme analyzes the context and behaviour when authenticating. The 

adaptive authentication assigns a level of risk to authentication attempts based on 

following factors.  

Examples include: 

�x From where is the user when trying to access information? 

�x When you are trying to access company information? During your normal hours    

or during "off hours"? 

�x What kind of device is used? Is it the same one used yesterday? 

�x Is the connection via private network or a public network? 

 
Figure 2.9: Risk -Based Access Policies ( Curtis , Flores & Shi, 2023) . 

https://github.com/curtand
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The protocol is based on generating authentication factors starting from registration in 

the system.  Only three messages need to be exchanged between the customer and 

the bank. The protocol also uses symmetric and asymmetric encryption, symmetric 

key generation, and verification of digital signatures.  

 

2.3.6. The Location Based A uthentication  Factor  

 

Virtually every computing equipment can now be wirelessly connected to a variety of 

global interconnected systems thanks to the development of pervasive computing. 

Several architectures use a location-based MFA to combine the power of 

authentication systems. The Geographical Positioning System (GPS) and an IP 

address are typically used by the system to determine a user's geolocation.  

If a user's location information does not match what is provided on a whitelist, this 

location-pinned information can be used to simply deny them access. The usage of 

location-based MFA places the user within a secure digital perimeter by limiting their 

ability to be authenticated to a predetermined radius. To validate the identity of the 

user, this can also be used as an additional form of authentication in addition to other 

factors like a password or OTP (Wang et al., 2020).    

 
Figure 2.10: Location -Based Authentication Schematic (Jaros  & Kuchta, 2023) . 

A login radius can be built using GPS and IoT communication to restrict access to a 

user's profile to areas close by that location. According to Figure 2.10, the login radius 

is user-defined and only applies to that area. This adds an extra layer of security by 
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requiring the user to notify their bank or reregister from the new location whenever 

they move. This layer of security assumes that the attacker is aware of the users' 

whereabouts because it can only be circumvented by VPNs or other location rerouting 

software. It remains a very effective type of protection as a result.  

 

2.3.7. The Active A uthentication  

 

To address new methods of authenticating the user's identity without utilizing 

passwords, continuous or active authentication schemes were introduced in 2012. The 

focus was more on using software-based behaviour biometrics to record user and 

session data and ascertain if an authorized user was actually using a computer at any 

given time. A person's authentication can be regularly checked using physical features 

like fingerprints, user interactions like keystroke patterns and mouse movements, the 

user's current context using forensic authorship and structural semantic analysis, and 

lastly, experienced data usage using computational linguistics (Williams et al., 2020).   

 

The analysis of a user's digital physical and cognitive behaviour using behavioural 

biometrics allows fraud and identity theft to be detected as well as online criminal 

activities. Actual users and scammers use digital networks in different ways. When a 

person transacts online, the behavioural biometrics uses machine learning to analyse 

patterns in human behaviour to determine whether the user is who they say they are 

and whether their actions are the result of a human or automated attack (Biocatch, 

2020). 

 
Figure 2.11: Behavioural Biometrics (Biocatch, 2020) . 
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When the user interacts with the systems, all these user authentications can be carried 

out invisibly. If the acceptance levels are less than a predetermined threshold value, 

the system can check their credentials. The non-intrusive user authentication checks 

for abnormalities continuously as shown in Figure 2.11, using the user's biometric 

signature to identify imposters (Biocatch, 2020). 

   

When a client is no longer transacting on an online system but is still logged on, the 

continuous authentication factor places time-out limits, protecting the customer's 

sensitive information assets. Based on the clients' inactivity, the system will 

automatically self-protect by logging them out. The proposed MFA, as shown in Table 

2.2, utilized mobile touch interface inputs on portable devices, such as a mouse and 

keyboard, to monitor client sessions continuously actively. One essential aspect that 

might reduce security risks on open systems is this one.  

 

2.3.8. Comparison of the P roposed MFA  with other A uthentication s Schemes  

 

A summary of the authentication elements incorporated into various authentication 

schemes is provided in Table 2.3 below. The columns reflect individual authentication 

factors such as username, password, one-time password, encryption, biometrics, 

device identification and geolocation, while each row represents a particular 

authentication technique. Where there is a checkmark () in a cell, it means that 

authentication factor is included in the corresponding authentication method; where 

there is no checkmark (X), it is excluded. This tabular illustration provides a clear visual 

comparison of the SFA, 2FA, biometric authentication and the proposed adaptive five-

factor scheme. It is a useful resource for understanding the authentication techniques 

and the security measures used by each method.  
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Table 2.3: Comparison of Authentications Schemes  

Authentication  

Factors  

 

Method of 

Authentication  

Username  Password  One Time 

Password  

Encryption  Number 

of 

Iterations  

Biometrics  Device 

Identification  

Geo-

location  

Single -Factor 

Authentication  

(SFA) 

�6 �6 ��  ��  �6 ��  ��  ��  

Two-Factor 

Authentication  

(2FA) 

�6 �6 �6 �6 �6 ��  ��  ��  

Two-Factor 

with 

Biometrics  

Authentication  

(2FA) 

�6 �6 �6 �6 �6 �6 ��  ��  

Proposed 

Multi -Factor 

Authentication  

(MFA) 

�6 �6 �6 �6 �6 �6 �6 �6 

 

 

2.4. Related W ork  

 

As a result of the escalating threats on online services, the banking industry need 

novel approaches that are efficient in thwarting online security threats. The 

authentication factors employed in this literature study (Kempen, 2022), were a 

username, a password, an iteration number, a private key, a public key, an asymmetric 

key, a digital signature and an IP address. The study concluded that the authentication 

factors improved the user security. However, the authentication was defeated by the 

possibility of password reuse. For good password health, this study adopted the best 

password practices through reducing the number of passwords reuses, and enfored 

password complexity policy, requiring that passwords are not related to user names, 

and that users change their passwords frequently. It also added biometric user 

identification as one of the other important aspects for online authentication. 

 

According to the study by Bezzateev and Fomicheva (2020), more people are using 

online banking services. Most banks have deployed a variety of MFA solutions to 
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provide consumers with protection on their online platforms. A non-homogenous level 

of security and user experience was provided by the various MFA designs and 

functionalities. The study assessed the MFA design decisions made by the 30 banks 

operating in various countries. Next, the study assessed the complexity, security 

robustness, legal compliance and best practices of the chosen MFA schemes. 

Although the banks boosted their online security by choosing MFA, the level of security 

was not as good as anticipated. In conclusion, (Bezzateev & Fomicheva, 2020) 

provided a bleak picture of information security. At least one authentication factor has 

been adopted by half of the banks, a significant security concern. Therefore, this study 

identifies security as an empirical cornerstone of online banking services and suggests 

using a minimum of three factors to establish a reliable protocol for online banking 

transactions. 

 

An authentication scheme that allows users registers multiple devices was proposed 

by (Alhothaily, Alrawais, Hu & Li, 2018), the users register multiple devices. The 

devices can either be physical or virtual. The authentication scheme provided 

flexibility; the users can opt to use any of the registered devices for an online 

authentication process. The user does not need to create or remember any credentials 

thus mitigating the risks associated with username and passwords combinations.  

However, that may be, the scheme focused mostly on user flexibility rather than 

stronger security. Using multiple registered devices that are not locked to some user 

registered credentials increased the surface of attacks an online transaction. The user 

access and authentication may be compromised in the event of theft and 

misplacement of user devices. This study aims to close this gap by limiting user 

registered devices to a maximum of three password protected smart devices. This will 

afford the user device flexibility at the same time balancing security and access.   

Studies by Ariffin, Rahim, Asmawi and Ibrahim in (2020), and Khan et al. in (2021) 

studied the importance of human behaviour-based authentication as a key element of 

information security. They discovered that most of the studies in existence do not 

identify threats based on user behaviour. Due to this, (Ariffin et al., 2020) developed 

an MFA based on user behaviour that can withstand attacks and maintain maximum 

efficiency. Despite the additional security measures, the processing time of the MFA 

scheme was less than that of previous MFA schemes, according to trial data. The 
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scheme used a combination of the user biometric matching procedure and the attack 

recognition technique to authenticate users. The impostor's behaviours were predicted 

by the attack identification technique, which then offered a solution that was response-

based. A higher level of security for online transactions was provided by that scheme 

as compared to traditional schemes (Ariffin et al., 2020). Similar to our study, to enable 

quick and safe transactions on the online services, this study will use dynamic user 

attributes that will include time-locked user location in combination with essential 

registered user devices for a bulletproof scheme. The adaptive user behaviour can 

operate as a barrier of attacks against stolen devices and abducted user transactions. 

This could assist in the detection of abnormalities and blocking transactions once the 

user leaves the boundary and time restrictions.  

 

According to (Dhillon & Kalra, 2019), the systems are easily prone to attacks when 

services are accessed by the users. Their study proposed the Three-Factor 

authentication method for remote user authentication using Elliptic Curve 

Cryptography (ECC) smart card. Through the simulation of the scheme using AVISPA 

and Proverif, the scheme proved to be secure against all active and passive attacks. 

The authentication scheme showed better performance when it was evaluated against 

the other schemes in terms of attack resistance, efficiency, computational cost and 

security features. The scheme also provided mutual authentication and established 

session key agreement between the user and the server. Although the scheme offered 

the ability to revoke the lost or stolen user smart card. This study aims to eliminate the 

use of physical tokens which are prone to theft and may be misplaced by the user. 

The physical tokens like smart cards are not password protected therefore increasing 

�W�K�H���O�H�Y�H�O���R�I���V�H�F�X�U�L�W�\���Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V���I�R�U���X�V�H�U�V�¶���R�Q�O�L�Q�H���D�F�W�L�Y�L�W�L�H�V. This study will use unique 

biometric user recognition attributes and registered security-protected devices in 

addition to the widely used username and a password or PIN mechanism to deliver a 

robust multimodal authentication for the online banking security solutions.   

The IoT combined all the current and emerging technologies to communicate with 

each other as part of a single unified system (Ahmed & Ahmed, 2019). Many smart 

applications for smart living were created to simplify and modernize our lives. Due to 

the limited resources on the IoT devices, complex cybersecurity is not good for these 

constrained devices. Moreover, the current online systems experience critical security 
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vulnerabilities (Ahmed & Ahmed, 2019), identified the challenge of handling the 

identity of users and devices in a secure manner over the Internet service applications. 

The study proposed an effective MFA using the Competition and Markets Authority 

(CMA). The method used robust combiners of hash functions implemented in the IoT 

devices.  

Furthermore, (Ahmed & Ahmed, 2019) pointed out that the solution mitigated the 

authentication vulnerabilities and defended against the various types of online attacks. 

The simulated authentication scheme achieved multi-property robustness and 

preserved the pseudo-randomness, the one-way, the collision resistance, and the 

message authentication code. In so doing, the authentication scheme ensured the 

authenticity, integrity and availability of the sensed data for legitimate IoT devices. 

According to (Ahmed & Ahmed, 2019), the results of the authentication scheme 

showed that CMA outperformed the TOTP in terms of the authentication failure rate 

and the evaluation showed an acceptable QoS measurement in terms of 

computational time overhead, packet loss ratio and throughput. 

However, the authentication scheme using the CMA factors does not factor into 

account the vital user identification as another combinational factor in the approach. 

The scheme relied heavily on the devices for user authentication, furthermore the 

scheme did not take into consideration the device thefts, which could compromise the 

user account. Similar to the study, our study will include registered devices, OTP and 

unique user biometric as some of the pivotal key elements in the authentication design 

for a secure online banking platform. 

Authentication establishes the difference between authorised and unauthorised users 

(Althobaiti, 2016). When correctly used, authentication methods can provide the users 

with protection against intruders and various attacks. For a banking online service to 

be considered effective, it should be able to provide a user-friendly and a secure 

method of authentication. The study noted the lack of research on synthesizing the 

contributions of usable security and evaluation of the user authentication methods. 

The lack of these authentication studies negatively affects the goal of an authentication 

process and the convenience for the user. 

The study conducted by (Althobaiti, 2016), investigated the usability and security of 

the MFA schemes. The pinnacle focus of the study was on the user perspectives which 
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are deemed crucial for the deployment and authentication process. The study followed 

an exploratory approach to investigate the existing MFA systems. They surveyed 624 

e-banking long-term users who had two different bank accounts, a local Saudi bank 

account, and a British foreign account. The study indicated that the use of MFA was 

adopted by most e-banking services both locally and internationally as a successful 

tool of increasing security and trustworthiness as compared to a SFA.The 

fundamentals of this study is to balance security and access by providing an improved 

secure online banking platforms while taking into cognisance the essence of affording 

users easy to use platform and interfaces. Our study seeks balance security, access 

and ease of use by incorporating the non-intrusive user biometric factors. These 

factors afforded users with secure and easy to learn interfaces.  

In their research work (Marasco & Albanese, 2021), focused on the technical principles 

crucial to the online user verification system. They found that online authentication 

systems are susceptible to a variety of violent attacks, hence it is crucial that service 

providers establish a safe method of user authentication. Their research concentrated 

on giving secure permissions based on an access control policy and authenticating 

users without the usage of a verification table. They carefully observed that most of 

the existing authentication methods relied on a single point or third-party verification 

and downplayed the significance of user-centric management. Access control and 

distributed verifiers are crucial components in increasing online security, claim 

Marasco and Albanese (2021). They proposed a user's personal device to be used in 

a threshold-based authentication system. The user devices are essential 

authentication factors, much like in this study. The study, however, did not factor user 

behaviour into the equation. For a more adaptive MFA, this study considered user 

behaviour in conjunction with the registered devices and location. 

 

The complexity of fingerprint-based authentication was further examined in (Marasco 

& Albanese, 2021), with a focus on its adoption in a variety of applications, such as 

law enforcement and immigration. Due to its major benefits over conventional 

password-based authentication methods. Despite serious security problems, such as 

the irreplaceability of a stolen fingerprint, their investigation highlighted the 

convenience and accuracy of fingerprint-based identification. They developed an MFA 

strategy called FingerPIN to solve this problem by incorporating Type-1 and Type-3 
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authentication elements into fingerprint-based PINs. Users of this cutting-edge method 

must display a series of fingerprints that correlate to the PIN digits. According to their 

research, the FingerPIN method is resistant to being compromised by one or more 

user fingerprints. Nevertheless, even though their research achieved important 

advancements in the security of online authentication, it also revealed possible 

usability problems with the FingerPIN system. These results are an essential 

component of our ongoing MFA study. This study discarded the cumbersome 

FingerPin technique and employed independent fingerprint and Pin for ease of use. 

Furthermore, this study included the facial recognition biometrics to fill in the gaps and 

circumvent any detected residual security. 

 

The researchers (Zukarnain, Muneer & Aziz, 2022) looked at popular authentication 

techniques for e-banking services. The aforementioned authors ran trials involving 100 

users to compare MFA methods based on fingerprints, secure devices and card 

readers. This investigation highlighted certain research limitations as well as the 

advantages and disadvantages of these authentication. They outlined the flaws in 

techniques like passwords and SMS-based authentication, and investigated 

substitutes like fingerprint, face, and IMEI recognition as well as ID-based PKC. The 

study also looked at more complex techniques, like geographic authentication. This 

proposed MFA addressed some of the drawbacks by grouping the most effective 

authentication variables based on their findings.  Additionally, achieving a balance 

between security and usability, thus providing a better option for online banking 

services. 

 

In the study done by (Althobaiti, 2016), a thorough assessment of the security and 

usability of various authentication schemes was made. The study concluded that the 

fingerprint authentication was the most user-friendly and safe. To improve 

accessibility, users were given the option to select one of three potential authentication 

factors in this situation. The study did, highlight some flaws, particularly with the card 

reader, which was noted as a system weak point. Concerns regarding user profiles 

being stolen or lost because of card readers were raised. Our research adopts a novel 

strategy by combining many factors into a unified MFA system. The element of user 

choice or reliance on a single item, like the card reader is removed by this integration. 
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Our MFA solution attempts to develop an effective and secure system for online 

service authentication that addresses the shortcomings seen in earlier studies. 

 

 

An adapative five-factor scheme that can be used for user authentication on online 

banking platforms was the goal of this study's design and development. This study 

qualitatively examined the characteristics, threats, vulnerabilities and efficiency of 

regularly used user authentication schemes. Additionally, a qualitative comparison of 

the created MFA method with well-known authentication schemes was conducted. In 

comparison to the proposed MFA. Several of these established methods use fewer 

modalities for pairing and grouping. The proposed adaptive five-factor authentication 

scheme grouped five modalities with the primary goal of securing online banking 

platforms to fill in the holes that were found. There are no studies that employed five 

factors simultaneously for user authentication by any of the available authentication 

schemes. Again, due to the static nature of the modalities used, some authentication 

schemes are more vulnerable to being easily bridged. 

 

The proposed five factors include the traditional authentication methods using the 

username, PIN and an OTP for user verification and authentication. The proposed 

study improved upon the pre-existing conventional schemes by adding new mix 

modals for authentication, such as user time-locked location (Geo-location), registered 

user device, user fingerprint biometrics, and facial recognition. Some of the solutions 

that stand out include the incorporation of five security levels with minimal user 

involvement and the alert features that will notify the banks when users are conducting 

transactions outside of their designated boundaries, time constraints, or failed 

attempts with image capturing capability.  

 

2.5.  The Gap in the L iterature  

 

Online banking services are increasingly used by businesses and customers to 

communicate and offer solutions right at their fingertips. Online services have the 

benefit of connecting parties regardless of their operating systems and programming 

languages. As a result, diverse applications can interact and collaborate without 
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spending too much time setting up the environment. A flurry of activity has been 

generated to secure online banking systems due to the threats of fraud, abuse of 

personal or personal identifying information (PII), and interception of banking online 

service messages by malicious third parties. 

Banking institutions have embraced MFA schemes through research and agile 

security technology to mitigate these online threats. The attacks are still imminent, 

though. The majority of banks only employ up to three online authentication security 

factors. There are methodological gaps in the literature since there are not many 

research or examples or practice that look at the optimal methods for combining more 

than three authenticating factors for transactional processing systems (TPS). The 3FA 

approach is vulnerable to attacks. 

  

Instead of the customary three authentication factors, to decrease attack surfaces, this 

study explored and investigated the security enhancements made possible by the 

addition of an adaptive five authentication factors. The set of factors included the 

traditional usernames, the modern innate and inherent biometrics and the 

revolutionary quantum factors to achieve an adaptive scheme with response features 

to warn when the device or user is compromised.   

 

2.6. Summary  

 

In this Chapter, this study provided a comprehensive discussion of the MFA schemes. 

This study presented an overview, characteristics and various authentication schemes 

used in online banking services. This study also presented various benefits and 

limitations of online schemes. Consequently, this study provided the challenges, 

advantages and disadvantages of MFA schemes. Subsequently, this study presented 

various schemes and detailed authentication factors that can be mixed and matched 

in order to implement a robust MFA scheme for the online banking platforms.  

Furthermore, this study identified and presented various gaps available in those MFA 

schemes. Finally, this study provided a discussion of some research works done 

previously on improving the security for the online banking services as well as how to 

maximise the authentication factors in the MFA schemes, methods without 
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overburdening the online system and also not degrading the usability aspects of online 

banking systems. In the next Chapter, this study presents contributions made by this 

dissertation. Furthermore, this study illustrates the design of MFA schemes by 

introducing the adaptive five-factor authentication scheme. 
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3. Chapter  3: System Design and Architecture  

 

3.1. Introduction  

 

In this Chapter, this study presents the system design and architecture of the proposed 

adaptive five-factor authentication scheme. This study begins by discussing all 

required system components and configurations. Furthermore, this study presents and 

discusses the platforms, interfaces, user activities and all the authentication factors 

used to achieve the robust scheme. In addition, this study provides the discussions on 

the importance of each factor, configuration and their security within the online banking 

platforms in order to maximise the security of user information and also to improve the 

performance and the usability of scheme. Moreover, this study present and discuss 

the design algorithm of the proposed scheme and also outline the performance, 

improvements, the security and usability primary objectives.  

The rest of this Chapter is organized as follows: In Section 3.2, this study presents the 

system building blocks and architecture. In Section 3.3, this study presents and 

discusses the modeling of the system, MFA vectors and the various assumptions 

made to achieve the expected results. Furthermore, in Sections 3.4, to 3.6 this study 

presented the mathematical algorithms and flow charts of the proposed MFA scheme.  

In Section 3.7, this study summarizes this Chapter. 

3.2. The Adaptive MFA System Architecture  

 

One of the most serious security threats to any computing device is impersonation of 

an authorized user. User authentication is the first line of defence against these 

threats, and is a central component to any security infrastructure. Authentication as 

discussed in Chapter 1, is the process of positively verifying a user's identity, device 

or other entity in a computer system, often as a prerequisite to allowing access to 

resources in the system. Through the incorporation of different combinations of 

authentication factors, the security of online banking platforms can be improved. 

These concepts of adding additional layers of protection is known as Multi-Factor 

Authentication. 
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This study proposes the adaptive five-factor authentication scheme  as illustrated in 

the below Figure 3.1.  The Authentication Flow process starts in stage 1(SFA): This is 

the primary stage where the users will be registering to be able to use the online 

banking platform. It is the most critical stage where the user profiles are created and 

stored in the online services database. The user Identification will be a thirteen digits 

Identity Number. The SFA employs the username/ID matched to a chosen four digits 

PIN or Password that matches the pre-defined complexity standards. Once the 

request is made, the user will enter their credentials, upon the successful matching of 

the User ID and correct Password/PIN. 

The next stage is chained upon the success of stage 1, which is the 2FA method. In 

this stage the user has only three attempts to match the correct Password/PIN. If all 

the three attempts are not correctly matched, the system will block the user and stops 

the next stages of authentications. In this scenario, the client will have to report to the 

bank to re-activate their profiles to avoid compromising their account.  

In this stage, further authentication is done using a randomly generated OTP from the 

�R�Q�O�L�Q�H���V�\�V�W�H�P���D�Q�G���V�H�Q�G���W�R���W�K�H���F�O�L�H�Q�W�¶�V��registered mobile number. The client will then 

verify their profile by capturing the OTP on the online banking platforms that will be 

matched and further authentication verified. Once the stage 2 authentication is 

successful, the method will move to the third authentication stage, the 3FA, this will 

further require the clients to verify their profiles with their biometric data that was 

captured and stored upon the initial profile registration.  

�2�Q�F�H���W�K�H���F�O�L�H�Q�W�¶�V���E�L�R�P�H�W�U�L�F�V���D�U�H���V�X�F�F�H�V�V�I�X�Oly verified and linked to the user profile, the 

proposed scheme will proceed to stage 4, which will inspect the registered devices 

through the abstraction of the unique MAC addresses. A maximum of three devices is 

allowed and will be captured when the client transact on the online platform. The 

device authentication is an important aspect of the proposed scheme, it limits the 

�G�H�Y�L�F�H�V���W�K�D�W���F�D�Q���E�H���X�V�H�G���W�R���D�F�F�H�V�V���W�K�H���F�O�L�H�Q�W�¶�V���S�U�R�I�L�O�H���� 
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Figure 3.1: Adapti ve Five -Factor Authentication Scheme.



  

The proposed MFA will proceed to stage 5, which is the last factor of authentication, 

once the fourth link in the chain has been successfully authenticated. Once all the 

preceding phases have been successfully completed, stage 5 of the authentication 

process begins. In stage 5, the system will actively check the user's geolocation to 

make sure that the transactions are being completed inside the radius that has been 

pre-set or is preferred by the user. The scheme will compare the user's frequent 

location with the GPS position of the user device. Through geo-fencing, the location 

limitation enables the user profiles to be secured. Users will only be able to conduct 

transactions inside their selected boundary. The authorization to make transactions 

on the online banking services will be granted to clients if all the five authentication 

steps have been successfully matched and verified to a client's profile, as shown in 

Figure 3.2. 

 

Trustwory Model MFA Selection Strategy
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Performance of 

the Authentication 
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Auth. 

Constraints for 
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Environment 

Settings

Design Selection 

Approach of MFA

Biometric reader ,device ,PWD diagnostic device, satellite 
location transmitter.  

Figure 3.2: Representation of the Adaptive Five -Factor Scheme.  

The system framework that has been proposed for improving the security and usability 

of online banking applications includes a wide range of elements and features. The 

time limitation feature and FR technology are combined in this framework to offer a 

safe and convenient online banking experience. 
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1. User Interface:  The main point of contact between the user and the application 

is the user interface. Users can make transactions, configure settings for time-

restricted access and access their accounts in a seamless and easy manner. 

2. Time Restriction Module:  Users can choose a window of time during which 

the program is accessible using the time limitation module. Users can place 

time restrictions on their usage to encourage responsible behaviour and reduce 

the security threats brought on by extended exposure. This module has 

features for managing and enforcing time limits, giving users flexibility and 

control. 

3. FR Module:  For confirming the user's identity during the authentication 

process, the FR module incorporates cutting-edge FR algorithms and 

technologies. This module uses the camera on the smartphone to take a picture 

of the user's face and then compares it to the facial profiles that have been 

saved. This module enhances the security of the online banking system by 

guaranteeing that only authorized users may access the application. It has 

features for safe facial data management, enrolment and authentication. 

4. Intrusion Detection and Prevention System (IDPS):  The primary security 

element of the system framework is the IDPS. It actively tracks network activity, 

looks for anomalies and reacts to potential dangers and assaults. The 

performance parameters, network anomalies and graphical alarms are all 

examined by this module using network traffic sniffers and analysis tools. In the 

case of an attack, it can alert both users and administrators, enabling the 

system to take preventative action like preventing attacks or restricting user 

accounts to reduce their damage. 

5. Back-end Infrastructure:  The system's general functionality and operations 

are supported by the back-end infrastructure. It consists of the servers, 

databases, network elements required for data processing, storage and 

communication. By ensuring the system's dependability, scalability and 

security, this infrastructure makes it possible for the system to handle data 

effectively and integrate with external services and APIs without any hiccups. 

6. Data Security and Privacy:  The system framework's core components are 

data security and privacy. To protect user information, strong security measures 

are put in place, such as encryption and secure data storage. Transparent rules 
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regarding data collection, use and retention are established and compliance 

with pertinent privacy laws and regulations is ensured. 

The proposed system architecture improves the security and usability of the online 

banking services by integrating these elements and functionalities. When combined 

with FR technology, the time restriction function encourages responsible usage. 

Providing a complete security solution, the IDPS component actively monitors and 

reacts to network anomalities and threats. 

 

3.3. The Adaptive  MFA Flow Chart  

 

The use of identity-verifying features with five separate authentication sets is illustrated 

in the flow chart as shown in Figure 3.3 below. Each authorization is based on the 

succeeding processes according to the scheme. The proposed scheme comprises of 

user biometrics, registered devices, along with the user location, to create five distinct 

elements for user authentication. 
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First Time User Verified User
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South African ID 

No.

Create a 

Password

�6�F�D�Q���8�V�H�U�V�¶��

Biometric 
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Device MAC 

Address 

Verification

Geo-Location

Time-restriction

PIN Login

Biometrics Login

Verify user

Confirmed 

Denied Restart process

Verify device 
location,time and 

address

User Profile Access Granted (Geo-Location 

and MAC Address) restriction)

 
Figure 3.3: The Adaptive  MFA Flow Chart . 
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3.4. Adaptive MFA Algorithm  

 

The mathematical models and equations that were developed to serve as the 

fundamental basis for the operation of the scheme. The scheme includes several steps 

and operations, such as PIN generation, user data storage, biometric data extraction, 

geo-location constraints, MAC address detection and session time-out 

implementation. 

The goals of the study, to develop a reliable adaptive MFA scheme, served as the 

basis for the creation of this method. Facial recognition and fingerprint data were 

combined with geo-location constraints and session time-out variables to create the 

mathematical model. The proposed adaptive MFA's operations are fully described by 

the algorithm in section 3.5. This algorithm provides the fundamental structure for the 

MFA operation, guaranteeing the convenience and security of the online banking 

authentication system. 

3.5. Authenti cation  Vectors  

 

Let �/ �¿�¿
L

�Õ
�Ö
�Ô

�Ö
�Ó

�L
�B
�K
�C
�@

  , this is the function for the multi-factor authentication,�/ �¿�¿  

�L: PIN 

�B: Fingerprint 

�K�ã OTP from the bank upon logging in 

�C: Geographical area in the city of transaction 

�@: Device MAC address1 

Let �7 
L

�Õ
�Ö
�Ô

�Ö
�Ó

�E
�J
�G
�F
�N

             

�E: S.A ID number 

�G: Application PIN of the user 

�F�ã User fingerprint 

�N�ã Geo-restricted radius 

�J�ã Phone number 

                                            
1 MacAddress,unescape(s.MACAddress) 
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�%�ã Client 

�$�E�K�&�=�P�=: Biometric template

�5�-�ã Secret Parameter string generated by algorithm 

�5: Server 

�4: Random Biogenetic string generated by fuzzy extractor 

�D�ã��Hash function 

E: Certainty level (fingerprint) 

�2�ã Auxiliary string 

�4�A�L�ã Reproduction algorithm  

�9 �ã Each block of the fingerprint image. (W is 16 pixels by default) 

�L�K�O�Ü: denotes the position at which the user is during this instant. 

�R: The Exclusive-OR Operation. 

||: Concatenate operation 

�; �ã��If and only if 

�A�÷ new Enumerator(service. ExecQuery( "SELECT * FROM Win32_Network 

�«�$�G�D�S�W�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q WHERE IPEnabled = True"))  

�0�ãSession configuration 

�O�P�B�ã��Session timeout function 

�5: Server 

�P: Time interval 

�Ê�ã���(�K�N���#�H�H���1�L�A�N�=�P�K�N 

�+�#�à�Ô�ë�ä: Maximum Inactive Interval Function (Java)2 

P: Auxiliary String 

 
  

                                            
2 event.getSession().setMaxInactiveInterval 
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3.5.1. Stage 1: Registration Process  (Algorithm 1: User Registration ) 

3.5.1.1. PIN Creation  

When a client inputs information into an online form, the appropriate server is 

prompted to request credentials. The server will then get a message. If the server 

requests registration, then multiple messages are exchanged during the operation. 

used to request PIN confirmation,���L�6 will be promptly erased after registration is 

finished. A four-digit PIN must be created by the client (see equation (3.1)). 

 

3.5.1.2. PIN Storage  

 

Essentially, the equation denotes a two-way relationship or interaction between the 

server (S) and the client (C). On the left-hand side of the equation, �5�>�5�-�5�?��suggests that 

the server (S) stores the secret parameter string �>�5�-�5�? securely. A specific user or client 

may be connected to this secret parameter string. 

On the right-hand side of the equation, �%�>�G�5�? represents the client (C) providing their 

Application PIN �>�G�5�?) for authentication purposes. The bidirectional arrow (�; ) between 

the two sides of the equation indicates a mutual relationship, where the server securely 

stores the user's secret parameter string, and the user provides their Application PIN 

for authentication. Equation (3.1) emphasizes the significance of keeping and 

authenticating user-provided PINs securely as part of the authentication process to 

protect the privacy and accuracy of user information. 

Equation 3. 1:  

�5�>�5�-�5�?�; �%�>�G�5�?��,                                                                                                          (3.1) 

 

Therefore �5�>�5�-�5�?�\ �&�=�P�=�5, let �&�=�P�=�5be the data generated by S at this step. 

The �F�O�L�H�Q�W�¶�V���3�,�1, �%�>�G�5�?�� will be stored in a secret compartment parameter string within 

the server,���5�>�5�-�5�?. This process will be to prompt the client,�% to create an initial PIN 

(see equation (3.2)).  
 

3.5.1.3. PIN Confirmation  
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The equation S[SK�•]�; C[k�•] can be comprehended in light of the research goals listed 

in Section 1.5 of Chapter 1. This equation represents a fundamental aspect of the MFA 

scheme developed in this study. Objective 2 aimed to design the proposed scheme to 

mitigate online attacks. In this equation: 

�x S stands for the Server, a crucial element of the MFA scheme. During the login 

process, it oversees authenticating and authorizing users. 

�x SK�• a secret parameter string produced by the MFA scheme that is specific. 

The security of the authentication procedure depends on this parameter. 

�x C the user or the user's device, which is often the Client, is represented. By 

providing the required authentication criteria, the Client plays a crucial part in 

the authentication process. 

�x k�• is a particular authentication factor that is used as part of the MFA process. 

To increase security, this element is used as part of the MFA authentication 

procedure. 

 

The equation S[SK�•]�; C[k�•] essentially signifies the bidirectional relationship between 

the Server (S) and the Client (C) when it comes to the usage of the secret parameter 

string (SK�•) and a specific authentication factor (k�•). This connection is a crucial 

component of the MFA method's design and it helps to increase security and reduce 

online threats. 

This equation essentially captures the complex interaction between the server and the 

client, leveraging secret parameters and authentication factors to ensure a strong and 

secure MFA procedure, in line with the research's goals. 

 

Equation 3.2:  

�5�>�5�-�6�?�; �%�>�G�6�?��,                   (3.2) 

 

therefore �5�>�5�-�6�?�\ �&�=�P�=�6, let �&�=�P�=�6 be the data generated by S at this step. 

To verify the PIN that was initially created, the server will then generate the above. 

Used as a PIN confirmation prompt,���G�6 upon completion of registration, will be instantly 

erased (see equation (3.3)). 

3.5.1.4. PIN Constraints  
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The confirmation PIN should be in the same formation as the client's original PIN, 

which will be made up of just single numbers from 0 to 4. 

Equation 3.3:  

�%�>�G�5�?=���%�>�G�6�?
L �‘�•�‡�•�:�r�á�v)                                                                                          (3.3) 

 

3.5.1.5. Phone Number Storage  

 

The client,�% will be necessary to enter a South African phone number with ten digits. 

This will be used to verify OTP over the phone.�%�>�G�5�?��    

�7�K�H���F�O�L�H�Q�W�¶�V���S�K�R�Q�H���Q�X�P�E�H�U���%�>�J�?��will be kept on the server in a secure compartment 

parameter string.�����>���� �7�? as indicated by equation (3.4). 

 

3.5.1.6. Phone Number Storage  Process  

 

The equation S[SK�Ž] �; C[n] symbolizes the two-way communication between the 

Server (S) and the Client (C), utilizing the secret parameter string (SK�Ž) and the 

provided authentication factor (n) for the authentication process. This interaction is 

crucial to the creation of the MFA method and supports the study's goal of putting in 

place a successful MFA scheme for online banking security. 

 

The subsequent statement, "[SK�Ž] �: Data�Ž, let Data�Ž be the data prompted and stored 

by S at this step," signifies that the Server (S) prompts for certain data or information 

from the Client (C) during this step of the authentication process. This data, referred 

to as Data�Ž, is prompted by the Server and subsequently stored by it as part of the 

authentication procedure. The exact nature of Data�Ž and its purpose may vary 

depending on the specific authentication step and the security requirements of the 

MFA scheme. 

 

Equation 3.4: Phone Number Prompt  
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�5�>�5�-�7�?�; �%�>�J�?��,                                                                                                    (3.4) 

therefore�>�5�-�7�?�\ �&�=�P�=�7, let �&�=�P�=�7be the data prompted and stored by S at this step. 

 

3.5.1.7. Phone Number Cons traints  

 

This number will be written in the one format, which uses just single digits from 0 to 9 

as seen in the equation (3.5). 

 

Equation 3.5: Phone Number Constraints  

�%�>�J�?
L �‘�•�‡�•�:�r�á�{�;                            (3.5) 

 

3.5.1.8. South African Identity Number Storage  

 

The client will be required to input a thirteen-digit South African ID number. This will 

�E�H���K�L�Q�W�H�G���D�V���µ�5�6�$���,�'���Q�X�P�E�H�U�¶ (see equation (3.6)). 

 

3.5.1.9. Identity Number Storage  

 

The equation S[SK�•]�; C[i] signifies the mutual exchange of information between the 

Server (S) and the Client (C) by utilizing the secret parameter string (SK�•) and the 

provided authentication factor (i) for authentication purposes. This interaction is crucial 

to the MFA method's design and supports the study's goal of developing a strong MFA 

system to increase online banking security. 

 

This equation underscores the essential role of bidirectional communication between 

the Server and the Client, facilitated by secret parameters and authentication factors. 

The precise nature of 'i' can vary depending on the authentication step and the specific 

security requirements of the MFA scheme. 
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Equation 3.6: RSA ID Number Prompt  

�5�>�5�-�8�?�; �%�>�E�?��,                    (3.6) 

 

therefore�5�>�5�-�8�?�\ �&�=�P�=�8, let �&�=�P�=�8be the data prompted and stored by S at this step. 

The �F�O�L�H�Q�W�¶�V���5�6�$���,�'���Q�U�����%�>�E�?�� will be stored in a secret compartment parameter string 

within the server,���5�>�5�-�8�? (see equation (3.7)).  

3.5.1.10. Identity Number Constraints  

 

This number will be in a format one which are single numbers from 0 to 13 as seen in 

equation (3.7). 

 

Equation 3.7: RSA ID Number Constraints  

�%�>�E�?
L �‘�•�‡�•�:�r�á�s�u�;                   (3.7) 

. 

3.5.1.11. Facial Recognition Extraction  

 

The design of the FR system involves two parts. Before classifying patterns in the 

image, the algorithm first extracts the attributes of the image. The ability to extract 

usable information from a facial image is essential for face recognition because the 

system's identification rate depends on it. The image identification process gives 

particular attention to characteristics that fall under several groups and have more 

space between them. 

 

Fisher's Linear Discriminant (FLD) Analysis is the most well-known technique for 

searching for data trends that exhibit the most disparities and highlight significant data 

patterns. This study evaluated various methods of facial data extraction. The method 

also eliminates some of the lower-dimensional data representations, "noisy" 

tendencies. Its core idea is to design an ideal transformation that maximizes the ratio 

between inter-class and intra-class scatter matrices to successfully separate classes 

in a lower-dimensional space. The FLD method makes it possible to create feature 

vectors that collect information from the same category, such as images of the same 

person. By employing a linear projection of the n-dimensional data into a one-
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dimensional space, the classification problem is reduced to choosing the optimal line 

that clearly demarcates the classes (a line). Using FLD algorithm the calculations of 

�W�K�H���³�Z�L�W�K�L�Q���V�F�D�W�W�H�U���P�D�W�U�L�[�´���D�Q�G���W�K�H���³�E�H�W�Z�H�H�Q���V�F�D�W�W�H�U���P�D�W�U�L�[�´���D�U�H���S�H�U�I�R�U�P�H�G���W�R���R�E�W�D�L�Q���W�K�H��

projected fisher images that are used in recognition (Welling, 2005; Tucker et al., 1997; 

Mika et al., ���������������)�L�V�K�H�U�¶�V���O�L�Q�H�D�U���G�L�V�F�U�L�P�L�Q�D�Q�W���I�X�Q�F�W�L�R�Q���-���L�V���G�H�I�L�Q�H�G���X�V�L�Q�J���F�R�Y�D�U�L�D�Q�F�H��

matrices. FLD considers maximizing the following objective as seen in equation (3.8).  

 

3.5.1.12. �)�L�V�K�H�U�¶�V���/�L�Q�H�D�U���'�L�V�F�U�L�P�L�Q�D�Q�W���)�X�Q�F�W�L�R�Q���- 

 

The formula for FLD Function, J involves various components, including the means 

and covariances of the different classes in the dataset. The main elements are 

explained simply as follows: 

 

�x Between-Class Variance (numerator): This part of the equation calculates the 

variance between the means of different classes. In other words, it measures 

how far apart the means of the classes are from each other. Maximizing this 

variance helps ensure better separation between classes. 

 

�x Within-Class Variance (denominator): This component assesses the variance 

within each class individually. It quantifies how spread out the data points are 

within each class. Minimizing this variance helps ensure that data points within 

the same class are tightly clustered. 

 

The objective of the FDL Function, J is to maximize the ratio of the between-class 

variance to the within-class variance. A higher J value indicates better class 

separability, which is crucial in tasks like classification and pattern recognition. 

Equation 3.8:  

�,�:�S�; 
L��
�Ð�Å�Ì�³ �Ð

�Ð�Å�Ì�È �Ð
                                                                                                         (3.8) 

Where:  

�5�» �L�V���W�K�H���³�E�H�W�Z�H�H�Q���F�O�D�V�V�H�V���V�F�D�W�W�H�U���P�D�W�U�L�[�´ 

�5�Ð �L�V���W�K�H���³�Z�L�W�K�L�Q���F�O�D�V�V�H�V���V�F�D�W�W�H�U���P�D�W�U�L�[�´ 
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The �5�» and �5�Ð are defined below: 

3.5.1.13. Between Classes Scatter Matrix  

 

The equation provided represents the computation of the Between-Classes Scatter 

Matrix (�5�») in the context of linear discriminant analysis (LDA), shown in equation (3.9). 

This matrix is a fundamental component of LDA and is used to find a projection that 

maximizes the separation between different classes or categories within a dataset. 

Equation 3.9: Between -Classes Scatter Matrix  

�5�» 
L �Ã �0�¼�:�Á�¼
F �:
$�;�:�Á�¼
F �:
$�;�Í�¼                                                                                 (3.9) 

 

It's an essential component in LDA because it helps identify the directions (linear 

combinations of features) that maximize class separation. LDA aims to find linear 

combinations that minimize the within-class variance while maximizing the between-

class variance, and �5�» plays a central role in quantifying the latter. 

 

3.5.1.14. Within  Classes Scatter Matrix  

 

The "Within Classes Scatter Matrix" in the context of facial recognition is a 

mathematical construct used in pattern recognition and feature extraction techniques, 

especially in the context of LDA. It is employed to find a representation of data in a 

lower-dimensional space where classes (in this case, facial identities) are well-

separated. 

Within Classes Scatter Matrix (�5�Ð): This matrix is calculated by computing the scatter 

of data within each class. In the case of facial recognition, it means calculating the 

scatter of the data points (faces) within each identity class. It essentially quantifies how 

the data points of the same class are spread out from their mean in the feature space. 

�5�Ð is the sum of these scatter matrices for each class. 

The goal of using �5�Ð in facial recognition, especially in LDA, is to find a transformation 

of the data that maximizes the differences between the classes (maximizes the 

between-class scatter) while minimizing the differences within each class (minimizes 

the within-class scatter). This helps create a more discriminative feature space that 

makes it easier to classify and recognize different faces accurately. In summary, the 
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Within Classes Scatter Matrix (�5�Ð) is a mathematical tool used in facial recognition to 

optimize the representation of data for improved accuracy in distinguishing between 

different individuals' faces. 

Equation 3.10: Within Classes Scatter Matrix  

�5�Ð 
L �Ã �Ã �:�: �Ü
F �Á�¼�;�:�: �Ü
F �Á�¼�;�Í�Ü�Ð�G�¼                                                                           (3.10) 

Where: (see in equations (3.11) and (3.12)) 

 

3.5.1.15. Mean Vector s 

 

Mean Vectors in the context of the Within Classes Scatter Matrix are average feature 

vectors calculated for each class or identity in facial recognition. These Mean Vectors 

play a central role in the computation of the �5�Ð matrix, which is used to improve the 

feature space's discriminative power in facial recognition systems. 

Equation 3.11: Class Mean Vectors   

�Á�¼
L
�5

�Ç�´
�Ã �:�: �Ü�;�Ü�Ð�G                                                                                                       (3.11) 

Equation 3.12: Case Mean Vectors  

�:
$
L
�5

�Ç�´
�Ã�:�: �Ü�; 
L

�5

�Ç�´
�Ã �:�0�¼�Á�¼�;�G�Ü                                                                                        (3.12) 

�0�¼ is the number of cases in the class C 

 

3.5.1.16. Total Scatter Matrix  

 

The next step is the eliminating of eigenvalues and sorting all non-zero eigenvalues in 

descending order as V, where V is FLD eigenvector. The computing of the projected 

images using FLD algorithm is performed as seen in equation (3.13): 

 

Equation 3.13: Total Scatter Matrix  

�5�Í 
L �Ã�:�: �Ü
F �:
$�;�:�: �Ü
F �:
$�;�Í�Ü                                                                                       (3.13) 

This will be given by the summation in equation (3.14): 
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Equation 3.14: Scatter Matri x Sum 

�5�Í 
L �5�» 
E�5�Ð��                                                                                                           (3.14) 

 

3.5.1.17. Projected  Images   

 

In next step FLD features are extracted from the test image shown in equation (3.15). 

Then Euclidean distances are calculated as (Saito and Toriwaki, 1994; Danielsson, 

1980): 

Equation 3.15: Projected Image  Extraction    

�2
$
L �8�Í 
H�2                                                                                                                  (3.15) 

 

3.5.1.18. Euclidean Distance  

 

Finally, the minimum Euclidean distance in equation (3.16) using min (x) function is 

computed. The corresponding index with the minimum distance is the recognized 

image from database folder. 

Equation 3.16: Euclidean Distance   

�P�A�I�L
L �B�J�K�N�I�@�2
ð
F�2�:�E�;�A�C
�6

�á�' 
L �>�A�P�A�I�L�?                                                             (3.16)   

where, E is the Euclidean distance vector.  

 

3.5.1.19. Fingerprint Extraction  

 

The client will be required to input a fingerprint through biometric scanning. A pair 

�:�4�á�2�;  is generated using �%�ï�O biometric template bio data and the algorithm Gen in the 

fuzzy extractor. We assume there is a device extracting the biometric template and 

carrying out all calculations in the fuzzy extractor as shown in Figure 3.4. 
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Figure 3.4: Fuzzy Extractors for Biometric Identification Scheme . 

 

3.5.1.20. Genetic B ioData 

 

The genetic bio data will be made of a random string and a reproductive genetic 

algorithm this will compute the client fingerprint,���F into computational array. As seen in 

equation (3.17). 

Equation 3.17: Genetic Bio Data Extraction  

�F
L �)�A�J�:�$�E�K�&�=�P�=�; �\ �:�4�á�2�;               (3.17) 

 

This will generate and store a direction map of j by calculating the gradient values 

along x-direction (gx) and y-direction (gy) for each pixel of the block. Which will form 

part of the hash function and reproduction algorithm as shown in Figure 3.5. 

 
Figure 3.5: Fingerprint Direction Map . 
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3.5.1.21. Fingerprint Directional Map Detection  

 

To extract features that aid in successfully identifying and matching fingerprints, 

equation (3.18) is a crucial part of fingerprint image processing and is utilized in 

fingerprint identification systems. One can improve fingerprint recognition algorithms 

and precisely match fingerprints in security and forensic applications by analysing the 

directional map discovered using this equation. 

Equation 3.18: Fingerprint Directional Map Detection  

�–�ƒ�•�t�é
L �t �Ã�Ã
k�C�ë �Û�C�ì 
o���t �Ã�Ã�:�C�ë 
F �C�ì �;��              (3.18) 

 

3.5.1.22. Fingerprint Ridge Discarding  

 

Following completion of the estimation of each block's direction, blocks with insufficient 

information (ridges) are removed in accordance with equation (3.19). Moreover, the 

fingerprint data will be stored as per equation 3.20. 

 

Equation 3.19: Fingerprint Ridge Discarding  

�–�ƒ�•�t�é
L �<�t �Ã�Ã
k�C�ë �Û�C�ì 
o
E�t �Ã�Ã�:�C�ë
�6 
F�C�ì

�6�;���=�����9 �Û�9 �Û�Ã�Ã�:�C�ë
�6 
E�C�ì

�6�;         (3.19) 

 

3.5.1.23. Fingerprint Storage  

 

Equation 3.20: Fingerprint Storage  Prompt  

�&�=�P�=�8 
L �:�2�á�D�á�4�A�L�;                (3.20) 

 

�5�>�5�-�9�?�; �%�>�F�?��, therefore�5�>�5�-�9�?�\ �&�=�P�=�9, let �&�=�P�=�9be the data prompted and stored 

by S at this step. 

The �F�O�L�H�Q�W�¶�V���3�,�1, �%�>�F�?�� will be stored in a secret compartment parameter string within 

the server,���5�>�5�-�9�?.  
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3.5.1.24. Selecti on of Geo-Location  Restriction  

 

The geo-location restriction must be entered by the customer. The server uses the 

random value to decrypt position. A valid server ID is verified for the value. 

 

3.5.1.25. Location Storage  

 

The �F�O�L�H�Q�W�¶�V���U�H�V�W�U�L�F�W�L�R�Q���O�R�F�D�W�L�R�Q�� ���>�”�?�� will be stored in a secret compartment parameter 

string within the server,�����>���� �: �?, as seen in equation (3.21). 

Equation 3.21: Location Storage   

�5�>�5�-�:�?�; �%�>�N�?��, therefore�5�>�5�-�: �?�\ �&�=�P�=�:,             (3.21) 

 

let �&�=�P�=�:be the data prompted and stored by S at this step. The server decrypts �‰ 

using �” and calculates the value of���‰. To verify the user's validity, the server compares 

the password and biometric template data. The server then verifies the user's position. 

 

3.5.1.26. Geo-Blocking Matching  

 

The position of the user cannot change drastically between r and g�����7�K�H���F�O�L�H�Q�W�¶�V���F�X�U�U�H�Q�W��

location, �C��should be smaller or equal to the Geo-location restriction radius, as seen 

in equation (3.22). 

 
Figure 3.6: Geo-Blocking Restriction of the Online Application System . 

As illustrated in Figure 3.6, the client is only permitted to utilize this authentication web 

application within a 100 km radius of the chosen geo-location restriction. The customer 
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must manually visit the bank's branch to update and modify the location restriction 

feature if they wish to utilize the web application beyond this restriction. 

 

Equation 3.22: Geo-Blocking Restriction  

�C
L �N�:�D�:�L�5�;�����%�>�F�?�����L�K�O�Ü�; ;�C
Q�N             (3.22) 

 

3.5.1.27. Mac Address Detection  

 

The server will automatically identify and save the selected device's MAC address 

after device registration. The client will have to acknowledge the device and is only 

allowed a maximum of three devices. The MAC enumerator �A shown in equation (3.23) 

which allows one to iteratively go over a collection of things by enabling enumeration 

of their contents. 

Equation 3.23: Mac Address Detection  

�A
L �s���:�6�N�Q�A�;                 (3.23) 

This equation will import a line function that will detect whether it is an actual mobile 

device and if it is, it will automatically detect the devices Mac address and will return 

true=1 if not it will return false=0 

 

3.5.1.28. Device Storage  

Equation 3.24: Device Storage   

�@
L �A�Û�E�P�A�I���F
�-
�.

�7
�G�á�S�D�A�N�A���E�P�A�I
Q�u             (3.24) 

Which will identify the device (item) Mac Address �I ��and return it as a variable that can 

be stored.The maximum of three devices can be stored as seen in equation (3.24). 

 

3.5.1.29. Mac Add ress Storage  

 

The �F�O�L�H�Q�W�¶�V���3�,�1, �%�>�@�?�� will be stored in a secret compartment parameter string within 

the server,���5�>�5�-�; �?, as seen in equation (3.25). After a successful registration, the 

client���% will have a user profile with���7. 
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Where, �5�>�7�?
L �<�&�=�P�=�5�á �&�=�P�=�7�á�&�=�P�=�8�á�&�=�P�=�9�á�&�=�P�=�: �á�&�=�P�=�; �= and stored in the server. 

 

Equation 3.25: Mac Address Storage  

�5�>�5�-�;�?�; �%�>�@�?��,                                             (3.25) 

 

therefore�5�>�5�-�; �?�\ �&�=�P�=�;, let �&�=�P�=�;be the data prompted and stored by S at this step. 

 

3.5.1.30. Session Time-Out  (Algorithm 2: Sessio n Time-Out) 

A session time-out occurs when a user is idle on the online banking App for a 

predetermined period (defined by a web server). The event informs the server to 

terminate the user session and updates the session's state to "invalid" (i.e., "no longer 

in use") (deleting all data contained in it). 

 

Equation 3.26: Session Time-Out  Recall  

�5�>�O�P�B�?�"�7 �2�:�0�;                (3.26) 

The equation (3.26) above, recalls the session timeout function which is made up of 

�D�Q���D�X�[�L�O�L�D�U�\���V�W�U�L�Q�J�����7�K�H���³�L�Q�Y�D�O�L�G�´���V�W�D�W�X�V���I�X�Q�F�W�L�R�Q���Z�L�O�O���E�H���F�D�U�U�L�H�G���R�X�W. 

 

3.5.1.31. Status Function Session   

For all sessions created by the web container, the functions will globally set the timeout 

to 5 minutes. If they don't get any requests from clients for five minutes, web containers 

automatically terminate (session destroyed) all open sessions. As seen in equations 

(3.27) and (3.28). 

 

Equation 3.27: Session Destroyed    

When �+�#�à�Ô�ë�ä
L �P�Ê�:�w�Û�x�r�;=1 (true); session destroyed           (3.27) 

Equation 3.28: Session Restored  

If �+�#�à�Ô�ë�ä
L �P
O�:�w�Û�x�r�;=0 (false); session restored           (3.28) 
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3.5.2. Stage 2: L ogin Process  (Algorithm 3: User Login Process ) 

3.5.2.1. Importing of Credential Data 

 

The server creates credentials that are sent to the online appropriate server. This will 

send a message to the server. If the server requires authentication, then the 

transaction involves an exchange of several messages. The �5�>�7�?
L �<�&�=�P�=�5�å �= that 

contains the same credentials will be reused. Since the credentials already have been 

registered successfully, this transaction requires a single message. Hence the �/ �¿�¿ 

function is imported. 

Import function �/ �¿�¿ 

 

3.5.2.2. Bio Data Template Extraction  

 

The bio data template will be extracted by this function. The input for the Rep function 

in equation (3.29) is BioData'. It displays biometric information as numbers. An explicit 

alteration of the biometric data is indicated by the apostrophe. 

Equation 3.29: BioData Template Extraction   

�4 
L �4�A�L���:�$�E�K�&�=�P�=�"�á�2�;               (3.29) 

 

3.5.2.3. PIN Extraction  

 

The PIN will be extracted using this function as seen in equation (3.30). The client will 

be verified using the ensuing extractions. 

Equation 3.30: PIN Extraction   

�5�>�5�-�5�"�?�; �%�>���5�:�&�=�P�=�5�;�?�á               (3.30) 

 

3.5.2.4. User Credentia l Prompt  

 

This function requests credentials and by default uses the Client's ID, PIN and OTP 

property from the credentials object. The name and password to use for the 

authentication response are obtained by the server by calling function seen in equation 

(3.31) to (3.34). 
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Equation 3.31: User Credential Promp t: Pin  

�5�>�5�-�5�?�"�; �%�>���5�:�&�=�P�=�5�;�?
L �L��                       (3.31) 

Equation 3.32: User Credential Prompt : Biometic Data (Facial/Fingerprint)  

�5�>�5�-�?�"�; �%�>���5�:�&�=�P�=�9�;�?
L �B                        (3.32) 

 

Equation 3.33: User OTP Prompt  

�5�>�5�-�7�?�"�; �%�>�J�?                         (3.33) 

This will prompt the server to extract the phone number and send the OTP. 

 

Equation 3.34: OTP Verification  

�5�>�5�- �?�"�; �%�>���5�:�&�=�P�=�È�Í�É�;�?��                                            (3.34) 

 

If �B
L �F���á�L
L �G���á�C
L �N���=�J�@���@
L �s if all the conditions are met. The protocol �R�X�W�S�X�W�V���³���´��

if and only if executions of 5-Factor-Login-Auth protocol �R�X�W�S�X�W�� �³�����´�� �2�W�K�H�U�Z�L�V�H���� �W�K�H��

protocol �R�X�W�S�X�W�V���³���� 



  

3.6. Mathematical Flow Model for the Proposed Adaptive MFA Scheme  

The Mathematical Flow Model is shown in Figure 3.7 below. 

 
 
 
 
 
 
 
 
 
 
 

 

Figure 3.7: Mathematical Flow Mode l for the Adaptive MFA .  
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3.7. Summary  

 

The architecture and the algorithm of the proposed MFA scheme were presented and 

discussed in this Chapter of the study. This study demonstrated the chaining of the 

various authentication vectors necessary for a successful scheme. The proposed 

system was modelled to incorporate those identified unique authentication vectors. 

This combination of vectors strengthened the proposed MFA attributes in terms of 

security for online banking services. The proposed MFA algorithm and Matlab scripts 

established the following performance metrics: Average Throughput and Average 

Response Time and Security. In the next Chapter, this study presents and discusses 

the implementation of the MFA scheme which has been introduced and designed in 

this Chapter. This study presents the used simulation tools, Matlab, Android Studio, 

Visual Studio and FlutterFlow along with other complementary tools, as well as the 

features that qualified the tools the experimentation of this study.  
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4. Chapter  4: Implementation and Experimentation  

 

4.1. Introduction  

 

In this Chapter, this study presents a discussion on the implementation and 

experimentation of the proposed MFA. The setup of the proposed adaptive MFA 

scheme and all the amalgamation of critical layers of authentication vectors are 

expedited, in a quest to develop a robust MFA scheme that can be successfully 

adopted for online bamking platforms. 

 

The rest of this Chapter is structured as follows: In Section 4.2, this study initiates our 

exploration with an overview of online services simulation tools. In Section 4.3 to 

Section 4.5, this study guides us through the Proposed MFA App Version (Prototype 

A), its design schema, platform details, layout and discussion on its limitations. 

Furthermore, this section examines the Input and the Output Code of the Proposed 

MFA App (Prototype A) and its application properties. In Section 4.6 to Section 4.13, 

this study introduces the Proposed MFA web-based version (Prototype B), its design 

schema, platform, storyboard layout, identified limitations, as well as the Input and 

Output Code and its application properties. Section 4.14 to Section 4.19, introduces 

the Proposed MFA App Version (Prototype C), its design schema, platform 

characteristics, storyboard layout, limitations and the Input and Output Code. Finally, 

in Section 4.20, the chapter concludes, providing a synthesis of the key findings and 

insights drawn from the preceding sections.  

 

4.2. Overv iew of Online Services Simulation T ools  

 

In general, simulation is a useful tool before the implementation of real systems. 

Simulation tools allow researchers to examine the behaviour of applications under 

various conditions thereby, allowing the modification and controls of the application 

models to accomplish the set objectives. This study has simulated the proposed MFA 

solution using Android Studio, Visual Studio and FlutterFlow. 
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1. Overview of Android Studio  

 

Android Studio is a popular integrated development environment (IDE) for building 

Android applications. It offers a wide range of tools for Android App development, 

including an emulator for simulating Android devices. 

 

�x Key Features: Android Studio provides a robust emulator that allows 

developers to simulate various Android device configurations, screen sizes and 

versions. It's widely used for testing and debugging Android Apps before 

deploying them to real devices. 

�x Use Case: Android Studio is an essential tool for developers creating Android 

Apps and it's particularly valuable for simulating how Apps will behave on 

different Android devices. 

 

2. Overview of Visual Studio  

 

Visual Studio is a comprehensive IDE developed by Microsoft, primarily known for its 

support of various programming languages, including C# for Windows App 

development. 

 

�x Key Features: Visual Studio includes a range of tools and emulators for different 

platforms, such as Windows, web and mobile. For mobile development, it offers 

emulators for simulating Windows and Android devices. 

�x Use Case: Visual Studio is widely used for developing Windows and cross-

platform applications. Its emulators are handy for testing and debugging mobile 

Apps on Windows and Android platforms. 

 

3. FlutterFlow  

 

FlutterFlow is a visual development platform designed for building web and mobile 

applications using Google's Flutter framework. It focuses on low-code or no-code 

development. 
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�x Key Features: FlutterFlow allows users to design and prototype applications 

visually, making it accessible to individuals with limited coding experience. It 

provides a live preview feature for testing and simulating the App's behaviour 

as it is being developed. 

�x Use Case: FlutterFlow is suitable for developers and non-developers who want 

to create Flutter-based applications quickly. Its simulation features enable 

users to interact with their Apps during the design and development phases. 

 

4.3. The Design of an Adaptive  MFA App  Version (Prototype A) 

 

Strong security measures are crucial given the rising popularity of the extensive use 

of mobile devices for financial transactions. Subsequently, the developemnt of an 

effective and trustworthy MFA scheme is necessary given that online banking systems 

are susceptible to a variety of cyber threats. This study provides "Prototype A," a 

ground-breaking mobile application made to actively identify, respond to and thwart 

network anomalies in order to protect customer accounts during online purchases. 

 

4.3.1. Security  Features  

 

Prototype A has a comprehensive security system that offers strong account 

protection. Its notable characteristics include: 

1. South African ID Number Authentication: Links users to their profiles for 

identification during the verification process. 

2. PIN and Biometrics: Offers strengthen access to online security by requiring 

users to use a combination of PINs, biometric fingerprint and facial verification. 

3. MAC-Address Restriction: Verifies the legitimacy of devices trying to connect 

to user accounts, reducing random attacks. 

4. Geo-Restriction: Reduces the attacks of unauthorized access by ensuring that 

only authorized users from preferred locations can access accounts. 
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4.3.2. Active Threat Mitigation  

 

Prototype A can alert users and administrators immediately in the case of a security 

breach or network attack, enabling quick action to safeguard user accounts and 

confidential financial data. Additionally, the App has state-of-the-art features to actively 

intercept and mitigate cyberattacks, reducing their impact and averting any data 

breaches. 

 

4.3.3. The Design Schema for Prototype A  

 

A modular design approach was utilized to enable future expansion of the application 

with ease. The three primary components of the MFA App are shown in Figure 4:1 as 

the frontend, backend and middleware. 

 

Figure 4.1: Adaptive MFA System Framework.  

The frontend module enables users to connect and interact with the application 

through a graphical user interface (GUI). A variety of layouts and user interface 

elements, such as flat lists, grid and scroll views, buttons, switches, dialog boxes and 

notifications were used to improve the frontend module's usability. 

The backend module is required to store all user-posted data about work-zone activity 

in a scalable manner. The backend was handled by a real-time, cloud-based database 
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that was developed and deployed using Google's Firebase engine. The middleware 

module, which transforms user activity from the frontend to the backend and vice 

versa, is under the control of Android Studio. 

 

4.3.4. Data Schema Design  for Prototype A  

 

The general schema in use is shown in Figure 4.2. Several tables are used to track 

the user authentication procedure. Almost all tables contain foreign keys, which enable 

the insertion of just valid values and prevent accidental deletion. Important information 

that will confirm the user's identification and enable traceability is contained in each 

row. A cross-platform mobile application that supports several authentication factors, 

such as a PIN, a Geo-location, a biometric, an OTP, a distinguishing factor and MAC 

address restriction, will be made possible by this, enabling MFA using a five-factor 

approach. Because of the database's adaptability and comprehensive coverage of 

various pathways, procedures, components and materials, it may be used for virtually 

all industrial processes. After initial creation, some values must be added via the front-

end application. 

 
Figure 4.2: Adaptive MFA Scheme  Framework  
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4.3.5. Proposed MFA  SQL Script   

 

In relation to the adaptive MFA system previously mentioned, the Script below outlines 

the structure of a database that may be used for user authentication and registration. 

It contains tables for keeping user data, limitations and information about 

authentication. Additionally, the script uses foreign keys to create associations 

between some of the tables. 

Server Table: 

�x This table represent a server for user authentication. 

�x It has two columns: Login and Register, both with data types. 

�x Two primary keys, server_login_primary and server_register_primary, are 

added to the table. 

Registry Table: 

�x This table store user registration information, including PIN, phone number, 

South African identity number, fingerprint scan, geo-blockin and MAC address. 

�x It has an id column as a unique identifier, set to auto-increment. 

�x A primary key, registry_id_primary, is added to the table. 

Login Table: 

�x This table holds login-related data, such as user IDs, PIN and fingerprint. 

�x It also has an id column as a unique identifier with auto-increment. 

�x A primary key, login_id_primary, is added. 

OTP Authentication Table: 

�x This table is related to OTP authentication, with an auto-incremented 

auth_phone number field. 

�x A primary key, otp authentication_auth_phone number_primary, is added. 

Extraction Table: 
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�x This table is associated with the extraction of biometric data, possibly for 

authentication purposes. 

�x It includes a unique auto-incremented field BioData' and another field 

C[S(Data1)]. 

�x Unique constraints are applied to both fields. 

Google_maps Table: 

�x This table is related to Google Maps or map-related data, with an auto-

incremented map_id field. 

�x An index, google_maps_map_id_index, is created on this field. 

User_constraints Table: 

�x This table store user-specific constraints or error lengths for various attributes. 

�x It includes fields for error lengths related to PIN, Identity Number, Phone 

Number and Mac Address. 

�x The table has an id field as a unique identifier and unique constraints are 

applied to the combination of id and MacAddress_1234432. 

�x Indexes are created on error length fields. 

Foreign Key Constraint: 

�x A foreign key constraint is established between the Extraction table's 

C[S(Data1)] field and the Server table's Register field. 

CREATE TABLE `Server`(  

    `Login` VARCHAR(255) NOT NULL,  

    `Register` INT NOT NULL  

);  

ALTER TABLE 

    `Server` ADD PRIMARY KEY `server_login_primary`(`Login`);  

ALTER TABLE 

    `Server` ADD PRIMARY KEY `server_register_pri mary`(`Register`);  

CREATE TABLE `Registry`(  

    `id` INT UNSIGNED NOT NULL AUTO_INCREMENT,  
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    `PIN` INT NOT NULL,  

    `Phone number` INT NOT NULL,  

    `South african identity nr`.`` INT NOT NULL,  

    `Fingerprint scan` INT NOT NULL,  

    `Geo - blocking` INT  NOT NULL,  

    `MAC address` INT NOT NULL  

);  

ALTER TABLE 

    `Registry` ADD PRIMARY KEY `registry_id_primary`(`id`);  

CREATE TABLE `Login`(  

    `id` INT UNSIGNED NOT NULL AUTO_INCREMENT,  

    `PIN` INT NOT NULL,  

    `Fingerprint` INT NOT NULL  

);  

ALTER TABLE 

    `Login` ADD PRIMARY KEY `login_id_primary`(`id`);  

CREATE TABLE `OTP Authentication`(  

    `auth_phone number` INT UNSIGNED NOT NULL AUTO_INCREMENT  

);  

ALTER TABLE 

 

    `OTP Authentication` ADD PRIMARY KEY `otp authentication_auth_phone 

number_primary`(`a uth_phone number`);  

CREATE TABLE `Extraction`(  

    `BioData'` INT UNSIGNED NOT NULL AUTO_INCREMENT,  

    `C[S(Data1)]` INT NOT NULL  

);  

ALTER TABLE 

    `Extraction` ADD UNIQUE `extraction_biodata'_unique`(`BioData'`);  

ALTER TABLE 

    `Extraction` ADD UNIQUE 

`extraction_c[s(data1)]_unique`(`C[S(Data1)]`);  

CREATE TABLE `google_maps`(  

    `map_id` INT UNSIGNED NOT NULL AUTO_INCREMENT  

);  

ALTER TABLE 

    `google_maps` ADD INDEX `google_maps_map_id_index`(`map_id`);  

CREATE TABLE `user_constraints`(  

    `id` INT UNS IGNED NOT NULL AUTO_INCREMENT, 

    `ERROR_PIN_length` INT NOT NULL,  
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    `ERROR_IdentityNr_length` INT NOT NULL,  

    `ERROR_PhoneNumber_length` INT NOT NULL,  

    `MacAddress_1234432` INT NOT NULL  

);  

ALTER TABLE 

    `user_constraints` ADD UNIQUE 

`user_constr aints_id_macaddress_1234432_unique`(`id`, 

`MacAddress_1234432`);  

ALTER TABLE 

    `user_constraints` ADD PRIMARY KEY 

`user_constraints_id_primary`(`id`);  

ALTER TABLE 

    `user_constraints` ADD INDEX 

`user_constraints_error_pin_length_index`(`ERROR_PIN_lengt h`);  

ALTER TABLE 

    `user_constraints` ADD INDEX 

`user_constraints_error_identitynr_length_index`(`ERROR_IdentityNr_length

`);  

ALTER TABLE 

    `user_constraints` ADD INDEX 

`user_constraints_error_phonenumber_length_index`(`ERROR_PhoneNumber_leng

th`);  

ALTER TABLE 

    `Extraction` ADD CONSTRAINT `extraction_c[s(data1)]_foreign` FOREIGN 

KEY(`C[S(Data1)]`) REFERENCES `Server`(`Register`);  

 

Script 1: SQL Script  of the Proposed MFA  

 

4.3.6. Laravel Migration Script  for  Prototype A  

 

Laravel migration makes it possible to create a table in the database as shown in Script 

2 below. Using Laravel migration, the application's database schema can also be 

modified and shared. 

<?php  

 

use Illuminate \ Database \ Migrations \ Migration;  

use Illuminate \ Database \ Schema\ Blueprint;  
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us e Illuminate \ Support \ Facades \ Schema;  

 

class CreateServerTable extends Migration  

{  

    /**  

     * Run the migrations.  

     *  

     * @return void  

     */  

    public function up()  

    {  

        Schema::create('server', function (Blueprint $table) {  

            $table - >string('Login') - >primary();  

            $table - >integer('Register') - >primary();  

        });  

    }  

 

    /**  

<?php  

 

use Illuminate \ Database \ Migrations \ Migration;  

use Illuminate \ Database \ Schema\ Blueprint;  

use Illuminate \ Support \ Facades \ Schema;  

 

clas s CreateRegistryTable extends Migration  

{  

    /**  

     * Run the migrations.  

     *  

     * @return void  

     */  

    public function up()  

    {  

        Schema::create('registry', function (Blueprint $table) {  

            $table - >increments('id');  

            $table - >integer('PIN');  

            $table - >integer('Phone number');  

            $table - >integer('South african identity nr.');  

            $table - >integer('Fingerprint scan');  

            $table - >integer('Geo - blocking');  
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<?php  

 

 

use Illuminate \ Database \ Migrations \ Migration;  

use Illuminate \ Database \ Schema\ Blueprint;  

use Illuminate \ Support \ Facades \ Schema;  

 

class CreateLoginTable extends Migration  

{  

    /**  

     * Run the migrations.  

     *  

     * @return void  

     */  

    public function up()  

    {  

        Schema::create('login', function (Blueprint $table) {  

            $table - >increments('id');  

            $table - >integer('PIN');  

            $table - >integer('Fingerprint');  

        });  

    }  

<?php  

 

use Illuminate \ Database \ Migrations \ Migration;  

use Illuminat e\ Database \ Schema\ Blueprint;  

use Illuminate \ Support \ Facades \ Schema;  

 

class CreateExtractionTable extends Migration  

{  

    /**  

     * Run the migrations.  

     *  

     * @return void  

     */  

    public function up()  

    {  

        Schema::create('extraction', f unction (Blueprint $table) {  

            $table - >increments('BioData');  

            $table - >integer('C[S(Data1)]') - >unique();  
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        });  

    }  

 

    /**  

<?php  

 

use Illuminate \ Database \ Migrations \ Migration;  

use Illuminate \ Database \ Schema\ Blueprint;  

use Illu minate \ Support \ Facades \ Schema;  

 

class CreateGoogleMapsTable extends Migration  

{  

    /**  

     * Run the migrations.  

     *  

     * @return void  

     */  

    public function up()  

    {  

        Schema::create('google_maps', function (Blueprint $table) {  

            $table - >increments('map_id');  

        });  

    }  

 

    /**  

     * Reverse the migrations.  

     *  

     * @return void  

     */  

    public function down()  

    {  

        Schema::dropIfExists('google_maps');  

    }  

}  

<?php  

 

use Illuminate \ Database \ Migrations \ Migration;  

use Illuminate \ Database \ Schema\ Blueprint;  

use Illuminate \ Support \ Facades \ Schema;  
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class CreateUserConstraintsTable extends Migration  

{  

    /**  

     * Run the migrations.  

     *  

     * @return void  

     */  

    public function up()  

    {  

        Schema::create('user_constraints', function (Blueprint $table) {  

            $table - >increments('id');  

            $table - >integer('ERROR_PIN_length') - >index();  

            $table - >integer('ERROR_IdentityNr_length') - >index();  

            $table - >integer('ER ROR_PhoneNumber_length') - >index();  

            $table - >integer('MacAddress_1234432');  

            $table - >unique(['id', 'MacAddress_1234432']);  

        });  

    }  

 

    /**  

     * Reverse the migrations.  

     *  

     * @return void  

     */  

    public function  down()  

    {  

        Schema::dropIfExists('user_constraints');  
 

Script 2: Laravel Migration Script  of the Proposed MFA  

 

4.4.1. Blueprint Model S cript  for  the Proposed MFA  

The Laravel blueprint as shown in Script 3 below, quickly creates numerous Laravel 

components to replicate the application in the future. 

models:  

    Server:  

        id: false  

        Login: string primary  
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        Register: integer primary  

    Registry:  

        id: increments  

        PIN: integer  

        Phone number: integer  

        South afri can identity nr.: integer  

        Fingerprint scan: integer  

        Geo- blocking: integer  

        MAC address: integer  

    Login:  

        id: increments  

        PIN: integer  

        Fingerprint: integer  

    OTPAuthentication:  

        id: false  

        auth _phone number: increments  

    Extraction:  

        id: false  

        "BioData": increments  

        C[S(Data1)]: integer unique  

    GoogleMap:  

        id: false  

        map_id: increments  

    UserConstraint:  

        id: increments  

        ERROR_PIN_length: i nteger index  

        ERROR_IdentityNr_length: integer index  

        ERROR_PhoneNumber_length: integer index  

        MacAddress_1234432: integer  

        indexes:  

            -  unique: id, MacAddress_1234432  

 

Script 3: Blueprint Model Script  of the Proposed  MFA 

 

4.4. The Design  Platform  for Prototype A 

 

The MFA Mobile application was developed using Android Studio, the most well-

known open-source mobile application development platform. 
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Figure 4.3: Adaptive  MFA Scheme Android Studio Workspace . 

In May 2013 (Redit, 2022) Google released Android Studio. Version 0.1 marked the 

beginning of the early access preview phase. In June 2014, it transitioned into the beta 

stage with version 0.8. The initial stable build for version 1.0 was released in December 

2014. At the end of 2015, Google stopped providing support for Eclipse ADT, making 

Android Studio the only IDE still in use for Android development.  

The advantage of Android Studio over Eclipse is further studied below, where the two 

are compared and a justification for selecting Android Studio for the development of 

the proposed mobile application prototype is given. Android Studio is the authorized 

integrated development environment (IDE) for building Android applications. It 

incorporates the developer and code editing tools from the Java application integrated 

development environment IntelliJ IDEA. 

 

 
Figure 4.4: Android Studio Platform (2020). 

To aid in the creation of Android OS applications, Android Studio makes use of a 

Gradle-based build system, emulators, code templates and Github integration. Every 
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project in Android Studio has one or more modalities, which are collections of source 

code and resource files. These modalities include modules for Android Apps, libraries 

and the Google App Engine. 

 

Android Studio uses a function called Instant Push to update running applications with 

updated code and resources. A code editor assists the developer in writing code and 

provides code completion, refraction and analysis. Applications made in Android 

Studio are then converted into an APK file and uploaded to the Google Play Store. 

Android Studio is available on desktop computers running Mac, Windows and Linux. 

It assumed the role of Eclipse Android Development Tools as the primary IDE for 

creating Android applications (ADT). Google offers the Software Development Kit and 

Android Studio for direct download. According to (Ghanchi, 2021), Android Studio's 

has huge advantages and supremacy in App development. 

Tablets and other devices using Android operating systems are beloved by tech-savvy 

consumers. Designing mobile Apps is made simple by its open-source architecture. 

Application developers can also publish their applications immediately, without any 

effort. Many developers are getting interested in the construction of mobile 

applications because of Android's remarkable growth. Another capable App 

programming tool is Eclipse, which provides many useful development features. 

However, when compared to the Android Studio mobile application, it lacks the "plug 

and play" setup (Gupta, 2019). 

 

Eclipse is an integrated development environment for computer programming. It 

boasts a base workspace and an extensible plug-in framework for customizing the 

App development environment. It is currently the second-most popular IDE for Java 

programming. In the Android realm, Eclipse and Android Studio are always in the in 

the forefront. What distinguishes Android Studio from Eclipse is that Android Studio 

was established primarily to speed up the development of Android mobile Apps. 

 

In contrast to Eclipse, Android Studio features a graphical user interface. For 

programmers who give no attention to the aesthetic components of their applications, 

the drag-and-drop feature is obviously unnecessary. However, the concerned 

developers must be well-versed in Visual Basic. When utilized by developers who are 
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familiar with Visual Basic, drag-and-drop is more effective. Eclipse has a big user 

interface. It presents certain challenges for new users that work as mobile developers. 

However, this is not the case when using Android Studio. When compared to their 

Eclipse counterparts, Studio's menu and tools are swift and simple to use. Currently, 

Android OS is used by more than 76.6 percent of the largest smartphone 

manufacturers, including Samsung, LG and HTC.  

 

4.4.1. The Firebase  Platform  

 

A substantial portion of the services that developers would ordinarily be obliged to 

build themselves but don't really want to implement because they would rather focus 

on the application experience itself are covered by the tools that Firebase provides a 

toolset called Firebase allows you to "create, enhance and expand your application." 

This area includes items like analytics, authentication, databases, configuration, file 

storage, push messaging and a lengthy list of other things (Hanna & Rosencrance, 

2023). The services are hosted in the cloud and grow with little to no additional 

development work, as seen in Figure 4.5. 

 
Figure 4.5: Firebase Data System . 

This is distinct from traditional application development, which frequently entails 

creating both frontend and backend software. The frontend code only calls the 

�E�D�F�N�H�Q�G�¶�V API endpoints; the backend code does the work. The traditional backend is 

excluded from the Firebase products, placing the entire labour burden on the client. 

On an administrative level, each of these products is accessible through the Firebase 

console. 
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4.4.2. Draw SQL  Platform  

 

This software enables the creation of visually appealing, expert diagrams (Hudson, 

2021). The editor in drawSQL, in contrast to other database clients, is straightforward 

to use, visually appealing and completely focused on assisting you in visualizing your 

database schemas, as illustrated in Figure 4.6. 

 
Figure 4.6: DrawSQL Dashboard (2022) . 

DrawSQL is a program for creating diagrams. The following operations are possible 

with DrawSQL: 

 

1. Flowchart Templates. 

2. Developer Back-end Design Flowchart. 

3. Multiple-User Cooperation. 

 

4.4.3. Laravel  

 

Laravel is a free and open-source PHP web framework created by Taylor Otwell that 

is based on Symfony and intended for the development of online applications that 

follow the model-view-controller architectural paradigm (He, 2015). Laravel promises 

to make development easier by automating typical activities required in many online 

projects, such as authentication, routing, sessions and caching. Laravel strives to 

enhance the developer experience while preserving the functionality of the application. 
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As demonstrated in Figure 4.7 below, Laravel enables developers to build cutting-

edge online applications with all the features like routing, validation, caching, queues, 

file storage and more. 

 
Figure 4.7: Laravel Development  Platform . 

Laravel is an open-source, full-stack PHP web application framework that is 

dependable and easy to use. It follows the model-view-controller design pattern. 

Laravel uses pre-existing components from other commercially available frameworks 

to create online Apps. 

 

4.5. The Storyboard Layout  of Prototype A  

 

The MFA Protototype A supports the banking application's authentication procedure. 

This layout operates as a full demonstration, showcasing the App's capabilities in 

actual user interactions as seen in Figures 4.8 and 4.9 below. 

1. Users arrive on the login page of the App first. On this screen, users are greeted 

and given the choice of two ways to sign in or register. Users who are already logged 

in click the login button, while brand-new users begin by clicking the register button. 

A. When users click the register button, they are directed to a registration page where 

they must enter their contact information, location information and biometric 

information. They can click "create account" once the registration process is complete. 

B. They are then directed to the login page once they have finished registering. 

2. The login screen will ask users for their login PIN to verify their identity. 
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A. Users are taken to the following page after entering the correct PIN and logging in 

using the biometric information they have saved. 

B. The prototype platform refreshes for the user to log in again when they input the 

erroneous PIN. 

3. The OTP page, which completes the device's sim card authentication, appears after 

logging in. The following page will then be displayed after the user enters the OTP. 

4. Once they have successfully logged in, as shown in Figures 4.8 and 4.9 below, they 

are then transported to the home page, which contains information about their 

accounts and banking. 

The typical flow of such a system would function as followed. User interaction �Æ 

Anomaly Detection �Æ Session Time-out Check �Æ Intruder Image Capture �Æ  

Response to Attacks �Æ Administrator Notification 

 

 

 

 

 

Figure 4.8: Login Process . 

�5�>�5�-�5�"�?�; �%�>���5�:�&�=�P�=�5�;�?�á 

This function will extract the PIN. It 

will prompt the client for the four-

digit pin used to authenticate the 

client. 

 

�4 
L �4�A�L���:�$�E�K�&�=�P�=�"�á�2�; 

This function will extract the BioData. 

It will prompt the client for their 

fingerprint used to authenticate the 

client. 

�7�K�H�� �³�/�2�*�,�1�´�� �E�X�W�W�R�Q�� �Z�L�O�O�� �U�H�G�L�U�H�F�W�� �W�K�H��

user to the OTP authentication page. 

�³�&�U�H�D�W�H���D�Q���D�F�F�R�X�Q�W���´���I�X�Q�F�W�L�R�Q���Z�L�O�O���U�H�G�L�U�H�F�W���W�K�H���X�V�H�U���W�R���W�K�H��

�³�5�H�J�L�V�W�U�D�W�L�R�Q���S�D�J�H�´ 
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Figure 4.9: Registration Process . 

 

�o�>�•�?, is the required 13-digit numerical input that must 

be inserted by the client. 

The �F�O�L�H�Q�W�¶�V���5�6�$���,�'���Q�U�� �%�>�E�?�� will be stored in a secret 

compartment parameter string within the 

server,���5�>�5�-�8�?.  

Client will be required to create a four-digit PIN. 

The �F�O�L�H�Q�W�¶�V���3�,�1�����%�>�G�5�?�� will be stored in a secret 

compartment parameter string within the 

���5�>�5�- �?.

The server will then generate this will be to confirm the 

pin that was created initially. Used as a PIN confirmation 

prompt,���G�6 Will be deleted immediately once the 

registration is complete. 

Client will be required to input the Geo-location 

restriction. The server decrypts �–�•�™�•�š�•�•�”��using the 

random value. The value��is checked for valid server ID.  

 

Client will be required to input a fingerprint by biometric 

scanning. A pair �:�~�á�| �;  is generated using �o�ï�™ biometric 

template BioData and the algorithm Gen in the fuzzy 

extractor. 

Client,�o will be required to input a ten-digit South 

African phone number. This will be used for OTP 

�S�K�R�Q�H���Y�H�U�L�I�L�F�D�W�L�R�Q�����7�K�H���F�O�L�H�Q�W�¶�V���S�K�R�Q�H���Q�X�P�E�H�U��

�o�>�”�?��will be stored in a secret compartment 

parameter string within the server,�����>���ù
Ü�?.  

 

�7�K�H���³�5�(�*�,�6�7�(�5�´���E�X�W�W�R�Q��

will redirect the user to 

the Login authentication 

page. 

 

�³�$�O�U�H�D�G�\���K�D�Y�H���D�Q��

�D�F�F�R�X�Q�W�"���´���I�X�Q�F�W�L�R�Q���Z�L�O�O��

redirect the user to the 

�³�/�R�J�L�Q���S�D�J�H�´�� 

 

 �A��
L ���s(True) 

This script will import a line 

function that will detect whether 

it is an actual mobile device and 

if it is it will automatically detect 

the devices Mac address and 

will return true=1 if not it will 

return false=0 

 



87 

 

4.5.1. User Registration:  

Description 

The user's South African identity number, PIN, Geo-location restriction, fingerprint scan and phone number 

are required to register as a new user. The MAC Address is also found and stored. Figures 4.10 and 4.11 

below show the registration output. After registering, the user's information is recorded in real time on the 

Firebase server, where it can be checked to determine if his credentials are still valid when he logs into the 

application later. 

Input 

 

Figure 4.10: User Input to Register . 

Output 
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Figure 4.11: User Output to Register . 

4.5.2. User Login  

Description 

To receive their login information and sign into the App, users must register. These credentials are then made 

available to the Firebase Authentication SDK. Its backend services will respond to the client once they have 

verified those credentials. As seen in Figures 4.12 and 4.13, this function requests the user's credentials and 

defaults the client's fingerprint scan, PIN and OTP property. 

 

Input 
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Figure 4.12: User Input to Login . 

Output 

 

 

Figure 4.13: User Output to Login . 
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4.5.3. Phone  Number Verification  

Description 

By sending an SMS to the user's phone, Firebase Authentication can be utilized to sign them in. The user 

logs in by entering a one-time code that was contained in the SMS message. When requesting for credentials, 

this function uses the Client's ID, PIN and OTP fields from the Credentials object as defaults. The server calls 

this function to get the name and password to use for the authentication response. The server will be required 

to extract the phone number and send the OTP as shown in Figures 4.14 and 4.15 for someone to verify their 

phone number. 

Input 

 

Figure 4.14: User Input OTP Verification . 

Output 
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Figure 4.15: User Output OTP Verification . 

4.5.4. User Logout  

Description 

Once registered, the data is saved on the server and may be checked for validity when the user logs in to 

the program the following time and  �Œ
L �•���á�–
L �‘ ���á�• 
L � �̃��‡�”�Š���“ 
L 
Ú if all the conditions are met. 

The server will successfully redirect the user to the Homepage. 

After utilizing an application, the user can log out as stated below, returning to the App drawer as seen in 

Figures 4.16 and 4.17. 

Input 
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Figure 4.16: User Input to Logout . 

 

Output 

 

Figure 4.17: User Output to  Logout . 
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4.5.5. The Application P roperties  of Prototype A 

 

Figure 4.18 depicts a snapshot of the hardware components and software attributes 

of the MFA Prototype A.  

 
 

Figure 4.18: Specifications  of Prototype A . 

The critical properties of Prototype A are listed in Table 4.1 below. 

Table 4.1: Application Properties of Prototype A  

Storage 17.73MB 

Device Compatibility Android/iPhone mobile version 11 

System/Server Requirements IOS version 8.0  

Permissions None 

Data Transit Encrypted  

Version Prototype (beta) 
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4.6. Design of an  Adaptive MFA Web Version (Prototype B) 

 

As online banking continues to transform the financial environment, it is more and 

more important than ever to take strong security precautions. This research introduces 

"Prototype B," an innovative web-based application created to raise online banking 

security to new heights, building on the success and insights obtained from the mobile 

App "Prototype A." Using the ease of their computer browsers, Prototype B give users 

a seamless and secure experience while making financial transactions on online 

banking platforms. 

The main goal of Prototype B is to improve security, performance and user experience 

over its predecessor and MFA solutions. It does this by utilizing cutting-edge web 

technologies and sophisticated IDPS. This web application works to strengthen the 

defence against cyber-attacks, protect client accounts and maintain the integrity of 

sensitive financial data by integrating real-time monitoring, active threat response and 

a multi-layered authentication process. 

 

4.6.1. Security Features  

 

To develop a strong online service defence against potential threats, Prototype B 

integrates and improves key security elements from its mobile version. Important 

security elements include: 

1. Real-Time Network Monitoring: In real-time, Prototype B continually examines and 

analyses incoming and outgoing network traffic, continuously monitoring for shady 

activity and possible anomalies.  

2. Advanced Anomaly Detection: Prototype B improves its anomaly detection 

capability by using sophisticated algorithms and machine learning approaches, 

minimizing false positives and negatives. 

3. Adaptive Threat Response: Prototype B uses a multidimensional approach to 

quickly respond to active threats, minimizing the impact on user accounts and 

causing the least amount of disturbance to online banking activities. 
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4. MFA: To confirm their identity and access their accounts, users of the web-based 

application must give numerous kinds of identification, including passwords and 

biometric verification. 

5. Secure Socket Layer (SSL) Encryption: Prototype B uses SSL encryption to protect 

sensitive data during transmission, guaranteeing that all communication between 

the user's browser and the application server is secure and protected. 

 

4.6.2. User-Centric Interface  

 

Prototype B prioritizes user-centric design by emphasizing usability, clear navigation 

and an aesthetically pleasing interface. The prototype seeks to improve user 

experience while upholding the highest levels of online banking security to increase 

user confidence and adoption. 

 

4.6.3. Scalability and Accessibility  

 

Web-based architecture gives Prototype B the inherent potential to scale, allowing it 

to accommodate an increasing number of users and easily respond to shifting network 

needs. Due to the fact that it is web-based, users may simply access their accounts 

from the platform of their choice and from a wide range of devices and operating 

systems. 

 

4.7. The Design S chema of Prototype B  

 

Any authenticating system must include the following components in the backend: a 

database where client authentication data is kept. Microsoft SQL Server 2019 was the 

chosen database engine for this study's Prototype B. Relational database server 

Microsoft SQL server, sometimes referred to as MS SQL server, and was created by 

Microsoft Corporation. According to ByteScout Team of Writers (2015), a database 

server is used to store data so that other software applications can obtain and save 



96 

 

data using SQL (Structured Query Language) in the case of MS SQL server, as shown 

in Figure 4.19 below. 

 

 
Figure 4.19: Overview of Microsoft SQL Server Management Studio (SSMS) . 

In the design of Prototype B, a Microsoft SQL server database is being used. It was 

utilized since C# makes using Microsoft SQL server simple. It provides a broad variety 

of capabilities and simple syntax calls. The advantages and disadvantages of MS SQL 

are listed in Table 4.2 below. 

Table 4.2: Advan tages and Disadvantages  of MS SQL Server (various Microsoft Authors, 2015)  

No. Advantages  Disadvantages  

1 Enhanced In-Memory Performance. Expensive Enterprise Edition ($13 748 for a 

per-core license). 

2 New Always Encrypted Technology. Difficult Licensing Process that is Always 

Changing. 

3 Stretch Database Technology. Complex Performance Tuning Features. 

4 Built-in Advanced Analytics. No Native Support for Source Control. 

5 Business Insights Through Rich Visualizations.  

6 Simplified Management.  

7 Faster Hybrid Backups, High-Availability and 

Disaster Recovery Scenarios. 

 

8 Secure by Default.  
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4.8. Comparison of Other SQL Services  

 

Although there are many other database services available, such MongoDb, NoSQL, 

MySQL, Oracle database, SQL light and many others, Microsoft SQL Server is the 

best for simulation of the proposed MFA because of the following reasons: 

 

1. The SQL environment 

Other SQL services: They might need more of their own proprietary software. 

Microsoft SQL Server 2019: Accessible from the programming environment and 

capable of being used, stored and created. The Visual Studio IDE contains it. 

 

2. System resources 

�x Other SQL services: Resource-intensive in several cases. 

�x Microsoft SQL Server 2019: Offers the best database services while utilizing a 

minimal amount of system resources. 

�x Other SQL services: Provide database security only if you are paying a 

premium subscription.  

�x Database security is offered by Microsoft SQL Server 2019 in all editions, from 

the free to the Enterprise editions. 

MS SQL Server is the ideal database solution for this project's needs since it primarily 

secures database data, is adaptable and gives authorized users simple database 

access (Hudson, 2021).   

 

4.9. The Design  Platform  of an Adaptive MFA ( Prototype B) 

 

Prototype B's design platform was built on the.NET framework and completed with the 

Visual Studio integrated development environment (IDE).  It is possible to create a 

cross-platform, multilingual framework with a variety of libraries using these two 

technologies together. The demand for a powerful, adaptable and flexible language 

pre-empted Prototype B's decision to use C# as its programming language, which is 

the best alternative inside the Visual Studio development environment. It is simpler to 
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create and deploy a range of applications, including web-based ones, .NET framework, 

a complete open-source base, has made this possible (Dabhi, 2023). In addition to 

easing the development process and ensuring cross-platform compatibility, it offers a 

unified platform with libraries and tools for several programming languages.  

 

 
Figure 4.20: Visual Studio  IDE and Code Editor .  

  

Visual Studio, a well-known integrated development environment made by Microsoft, 

enhances the development process by providing a graphical interface for coding, 

debugging and testing, as illustrated in Figure 4.20 above (Micro Focus, 2023). It 

interfaces seamlessly with the .NET framework and provides access to a large range 

of frameworks and libraries needed for software development. The Visual Studio IDE's 

toolkit accelerates processes, making it simple to design graphical user interfaces and 

increases productivity in general. The powerful object-oriented programming language 

C# (pronounced "C sharp") is part of the .NET framework.  It functions smoothly inside 

the Visual Studio IDE, making it the ideal tool for developing Prototype B. For this 

study, C# was chosen primarily because of its versatility, durability and extensive 

support for web-based applications.  
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4.10. The Advantages of C# over Other Alternative Languages  

 

1. Adaptability in Visual Studio: Developers can make the most of the tools and 

resources offered by the IDE, since C# and Visual Studio integrate effectively. This 

strong relationship has the effect of speeding up the development process and 

raising production.  

2. Web Application Suitability: C# is ideally suited for creating web applications, which 

makes it the best choice for Prototype B. Its extensive ecosystem of frameworks 

and tools helps developers to quickly build key functionalities. 

3. Database Integration: Microsoft SQL Server and C# are very compatible, allowing 

for seamless application and database interaction. This facilitates efficient data 

storage and retrieval, which is necessary for a secure online banking environment.  

4. Object-Oriented Approach: The object-oriented programming model used by C# 

enables programmers to write modular, scalable code. This strategy fits the 

requirements of a challenging web application like Prototype B. 

The design of Prototype B is centered on the powerful synergy between the Visual 

Studio IDE and the .NET framework. This guarantees a full platform with access to a 

wide range of libraries and encourages efficient software development. C# was 

selected as the primary programming language for Prototype B in this context due to 

its adaptability inside the Visual Studio environment, suitability for web-based 

applications and strong connection with Microsoft SQL Server for database 

administration. 

4.11. Successful Registration  Page (Prototype B)  

 

Figure 4.21: Successful Registration . 
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Explanation  

As shown in Figure 4.21, Using System. Data.SqlClient links the code to the C# Microsoft SQL server 

library. 

By pressing the Submit button, the registration procedure can be launched. 

The SQL connection string specified opens a SQL connection. 

A new client record is created in the database using a SQL command. 

The AddUser stored procedure is called by the SQL command, which also writes all client data to the 

database. 

The new client record is then saved into the database, giving the client's profile a special primary 

key. A column of data fields is used to save the information. 

 

 

4.12. Login Page Prototype B  

 

 

 
Figure 4.22: Login Page . 

 

Explanation  
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As shown in Figure 4.22, the client can enter their Username and password in the two fields provided 

for stage 1 (Username and Password). 

A database query is executed using a SQL adaptor to check the provided password against the 

entered username. Using the SDA command, the entered data is added to a new table. 

The newly formed table is then compared to the database row using the if statement to determine 

alignment. 

The attempt to sign is successful IF the alignment is accurate. The sign-in attempt will be 

unsuccessful if the alignment is incorrect. 

 

4.13. The Application Properties  of Prototype B 

 

The critical characteristics of the MFA Prototype B are shown in Figure 4.23 below. 

 

Figure 4.23: Proposed MFA Web Version . 

The crirical properties of MFA Prototype B are listed in Table 4.3. 

 

Table 4.3: Applicatio n Properties of Prototype B  

Storage 4.00KB 

Device Compatibility Windows 8,10,11 

System/Server Requirements 64bit Intel core, i3, i5, i7, i9 

Permissions None 

Data Transit Encrypted  

Version Prototype (beta) 
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4.14. The Design of an Adaptive MFA App  Version (Prototype C) 

 

This section introduces the proposed MFA App Prototype C, a sophisticated MFA 

designed to boost the security of online banking transactions. Based on the benefits 

of Prototypes A and B, which served as their predecessors. This innovative scheme 

has been upgraded with new features to safeguard users from emerging hazards. The 

goal of Prototype C is to offer users a safe and user-friendly financial platform. 

Prototype C's effectiveness and performance were evaluated as well. It was compared 

to existing solutions developed by other researchers. Comprehensive evaluations 

were performed using a network simulator to evaluate its performance metrics, 

security capabilities in terms of proactive reaction and detection of network anomalies 

and its capacity to produce alerts for graphical representation of results. Additionally, 

Prototype C has cutting-edge techniques to combat threats to online banking, 

guaranteeing a secure setting for consumers. 

The MFA Prototype C is completely functional and actively protects customer accounts 

when making purchases online. In the event of a cyberattack, users and the 

administrator will both receive prompt warning, allowing for immediate response and 

mitigation steps. Prototype C also has the ability to actively mitigate attacks by 

blocking user accounts, reducing the impact of potential attacks and enhancing 

security generally.  

The features of Prototype C are in addition to those present in the prior prototypes and 

it also includes several innovative enhancements. The risk of unauthorized access has 

been reduced if a device is lost, or an account is unintentionally made public thanks 

to the addition of a session time-out feature that automatically logs users out after a 

certain period of inactivity. The application also employs cutting-edge technology to 

collect pictures of intruders who frequently enter the incorrect PIN and their 

geolocation logs, enabling the administrator to recognize them and take the necessary 

action. 

The goal of the study is to evaluate the performance, security and defense against 

online banking risks of Prototype C. Prototype C's benefits and shortcomings will be 

evaluated in comparison to existing MFA solutions, enabling for further development 

in following generations. The results of this study will aid ongoing efforts to boost the 
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security of online banking by providing useful data regarding the efficiency of the 

proposed MFA.  

The security of online banking has advanced significantly with Prototype C. Due to its 

wide range of features, which include active threat detection, prompt notifications and 

effective defensive measures, it promises to be a crucial instrument in securing client 

accounts during online transactions. The evaluation of Prototype C will provide light 

on its efficacy and pave the way for more robust security measures in the ever-evolving 

world of cyber threats.  

4.15. The Design S chema  for Prototype C  

 

The following elements make up the design schema: 

1. Prototype C App: This user-friendly scheme allows users to interact with the online 

banking system. It offers a secure interface for transactions and includes numerous 

security components.  

2. IDPS Engine: The fundamental element of Prototype C is the IDPS engine. While 

actively searching for anomalies and potential threats, it analyses network traffic. 

It makes use of data from network sniffers and a range of detection techniques to 

uncover suspicious activities.  

3. Anomaly Detection: This MFA oversees identifying network anomalies and 

potential attacks. It analyses network traffic patterns, identifies unusual behaviour 

and sends out notifications for more investigation.  

4. Alert Generation and Visualization: This MFA identify network irregularities and 

potential attacks. It looks at the patterns of network traffic, identifies unusual 

behaviour and raises alerts for more in-depth investigation.  

5. Security Actions: This MFA to respond to threats by taking preventative security 

actions. To reduce the effects of prospective assaults, it can start processes like 

restricting user accounts, ending suspicious sessions, or starting extra security 

measures.  

6. Administrator: The system administrator monitors warnings, visually displayed 

results and system security. They are made aware of any irregularities that have 
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been found and any threats that might exist, allowing them to take the appropriate 

steps for more research or defence.  

The design schema, as shown in Figure 4.24 below, emphasizes Prototype C's 

capacity to actively detect and react to online banking risks, assuring the security and 

protection of user accounts. Additionally, it shows how the various parts of Prototype 

C interact and exchange data. 

 

 
Figure 4.24: Prototype C SQL Design Schema . 

The equations in Chapter 3 provided a starting point for creating certain algorithms in 

Prototype C. 

Anomaly Detection: 

a) Statistical Model (e.g., using mean and standard deviation): 

AnomalyScore = (NetworkTrafficFeature - Mean) / StandardDeviation 

IsAnomaly = (AnomalyScore > Threshold) 

b) Machine Learning Model (e.g., using a trained classifier): 
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AnomalyScore = Classifier.predict(NetworkTrafficFeature) 

IsAnomaly = (AnomalyScore > Threshold) 

Session Time-out Feature: 

IsSessionExpired = (CurrentTime - LastActivityTime > TimeOutDuration) 

Intruder Image Capture: 

IsImageCaptureEnabled = (IncorrectPINAttempts > CaptureThreshold) 

Response to Attacks: 

a) Account Blocking: 

IsAccountBlocked = (NumberofFailedAttempts > BlockThreshold) 

b) Attack Mitigation (e.g., rate limiting): 

IsAttackDetected = (AttackRate > Threshold) 

MitigationAction = (IsAttackDetected)? MitigationStrategy: NoAction 

These equations provide a general mathematical representation of the functionalities 

within an MFA scheme. 

 

4.16. The Design Platform  for Prototype C  

 

For the effective deployment of a safe and effective MFA application like Prototype C, 

the choice of an appropriate development platform is essential. This section explains 

the selection of FlutterFlow and Flutter as the development platforms for Prototype C, 

along with several API interfaces. Additionally, we contrast these platforms with other 

products on the market, highlighting their benefits and applicability for the study's 

goals. 

Due to their special qualities and benefits, FlutterFlow, a visual App builder and Flutter, 

a cross-platform framework, were selected as the main tools for creating the Prototype 

C App. The following factors formed the basis of the decision: 
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1. Cross-Platform Development: Cross-platform development is made possible by 

FlutterFlow and Flutter, enabling the deployment of the App on both the iOS and 

Android operating systems. This eliminates the need for distinct codebases, cutting 

down on the amount of time and effort required for development and providing 

uniform user experiences across all devices (Jarrett, 2023). 

2. Rapid Prototyping and UI Design: The visual App builder offered by FlutterFlow 

streamlines the prototype and UI design procedures, allowing designers and 

developers to swiftly produce App screens together. The drag-and-drop interface 

speeds up the development process, allowing for effective iteration and cutting 

down on time-to-market (White, 2023). 

3. Performance and Native-Like Experience: The foundation of FlutterFlow, Flutter, 

compiles code into native machine code, producing high-performance Apps with 

fluid animations and quick execution. Additionally, the framework gives users 

access to native device functionality, ensuring a native-like experience (Sjodin & 

Lundqvist, 2023). 

4. Integration with APIs: Prototype C's functionality and security are enhanced using 

numerous API integrations. The seamless integration capabilities provided by 

FlutterFlow and Flutter allow for connection with other services, authentication 

systems, data sources and security-related APIs.  

Several platforms were considered when looking at several choices for developing the 

Prototype C App. React Native and Xamarin are notable substitutes. 

1. React Native: Similar benefits in terms of cross-platform development and native-

like experiences are provided by the well-known cross-platform framework React 

Native. However, compared to React Native, Flutter's speed, hot reload feature 

and large widget library offer higher performance and development efficiency 

(Deshpande, 2023).   

2. Xamarin: Excellent cross-platform features are offered by Xamarin, another cross-

platform framework. However, Flutter outperforms Xamarin in terms of rapid 

reload, simplicity and quick UI rendering, leading to a more effective development 

process (Róg & Naborshchikov, 2023). 
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FlutterFlow and Flutter, when combined, offer a more streamlined development 

process, higher performance and a thriving developer community for assistance when 

compared to these alternatives for creating the Prototype C (Róg & Naborshchikov, 

2023). 

The Prototype C App was developed on FlutterFlow and Flutter, as shown in Figure 

4.25. FlutterFlow and Flutter boasts ease of API connectivity and intergration, cross-

platform interoperability, rapid prototyping capabilities and superb performance 

advantages. 

 

 

Figure 4.25: Prototype C FlutterFlow  Script Layout . 

 

4.17. The Storyboard Layout  for  Prototype C  

 

This adaptive MFA Prototype C App performs a function as part of the online banking 

App's authentication procedure. This layout is an illustration of how the App works 

when people use it in the real world. 

1. Users arrive at the splash page when they initially open an App. On this screen, 

users are welcomed and offered the choice of logging in or registering. Users 

who are already logged in click on login, while those who are not yet registered 

click on register. 
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2. Users are directed to the registration page after clicking "Register" where they 

are asked for their personal information and can then configure their location, 

the App's time restriction and their biometrics. As soon as they have completed 

the registration process, they can select "create account". 

3. They are subsequently directed to the login page if they have already registered. 

4. The page they land on is the login page, which will ask users for their login PIN 

to authenticate them. 

5. Users are directed to the following page, which is login phase 2, when they input 

the correct PIN. 

6. An image of the user is captured and transmitted to the administration when 

they enter the wrong PIN. 

7. They then arrive to the login phase 2 page, which is the page for biometric 

authentication. Face and fingerprint recognition are the biometrics that are 

requested. 

8. To successfully open the banking App, the user must provide their fingerprint or 

face. 

9. Their home page is where their accounts and banking information are located 

when they first arrive. The user is transported to my profile page when they click 

the plus symbol, where they may amend their personal information and modify 

the PIN they use to enter. 

Figure 4.26 below show the flow of the proposed MFA functionality as followed: User 

interaction �Æ Anomaly Detection �Æ Session Time-out Check �Æ Intruder Image 

Capture �Æ Response to Attacks �Æ Administrator Notification 
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Figure 4.26: Prototype C FlutterFlow  Page Flow . 
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4.18. User Login/Registration (Prototype C)   

 

The proposed adaptive MFA scheme's complete user login and registration process 

is depicted in Figures 4.28, 4.29 and 4.30 below. 

 

Input: Login  page 

 

Figure 4.27: User Login/ Registration . 

 
Figure 4.28: Prototype C Dashboard . 

The user ID text field on the login page enables users to input 

their unique identification information, in the form of a 

username, which is then used for authentication purposes to 

validate their identity within the system. 

The PIN text field on the login page allows users to enter 

their personal identification numbers (PINs) for 

authentication and the entered PIN is compared to the stored 

PIN using a single math formula: Entered PIN = Stored PIN. 

Let F1 represent the user's scanned fingerprint data and F2 

represent the stored fingerprint data. The feature 

authenticates the user if F1 is equal to F2, ensuring a secure 

login process. 

The login button on the login page verifies the entered 

credentials against the stored user information using a 

single math formula, such as comparing the hash value 

of the entered password with the stored hashed 

password, to determine if the login is successful or not. 

The register button redirect on the login page uses a 

mathematical formula (1 + 1 = 2) to navigate users to the 

registration page, enabling them to create new accounts and 

join. 
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Registry Landing Page  

 

  
Figure 4.29: Prototy pe C Registration Page .  

 

4.19. The Application P roperties  of Prototype C  

 

The Prototype C App icon and properties on a device are shown in Figure 4.31 below. 

 
Figure 4.30: Prototype C Icon s and Details (in Device) . 
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Table 4.4 below lists the critical characteristics of MFA Prototype C. 

 

Table 4.4: Application Properties of Prototype C  

Storage 56.20MB 

Device Compatibility Android/iPhone mobile version 10 

System/Server Requirements IOS version 8.0  

Permissions None 

Data Transit Encrypted  

Version Prototype (beta) 

 

4.20. Summary  

 

In this Chapter, the implementation and simulation of the proposed MFA scheme in 

this study were thoroughly discussed. The most widely used simulation tools were 

introduced and discussed at the beginning of the Chapter. The study then provided a 

comparison of those well-known tools. The motivation for choosing Android Studio, 

Visual Studio and FlutterFlow as the preferred design platforms over other tools was 

also discussed in this Chapter. Furthermore, this study also offered thorough 

discussions of the selected simulation environments. The fundamental architectures, 

supplementary software application tools and interactions with objects were all 

covered in this Chapter. The steps taken to configure the proposed MFA were 

provided in this study. Additionally, the simulation setup for the proposed MFA 

algorithm was described in this Chapter. Finally, this Chapter covered how the three 

MFA prototype options were developed using simulation tools. The experimental 

evaluations undertaken to compare the performance of the propsed MFAs to the well-

known MFAs used in the banking industry are presented and discussed in the next 

Chapter. 
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5. Chapter  5: Results and Discussion  

 

5.1. Introduction  

 

As briefly mentioned in Chapter 4, simulation tools have aided in the assessment of 

Apps and protocols under different authentication configurations. To authenticate 

users utilizing a variety of authentication criteria, simulations are utilized to mimic the 

behaviour of real-time communication between servers. As a result, this study 

contrasted experimental evaluations of the proposed adaptive MFA scheme with those 

of the current traditional banking applications. 

The experimental evaluations in this Chapter are based on the results of an 

investigation done with Datadog and AppDynamics. Datadog and AppDynamics are 

Application Performance Monitoring (APM) tools. Load time, crash reports, device 

information, screen resolution and operating systems are some of the most important 

KPIs for measuring how well an application performs. These indicators enable 

developers to improve the testing process and manage the technical performance of 

applications. In any MFA environment, these performance indicators are of paramount 

importance. To achieve the best results, the three prototype solutions were compared 

to the FNB mobile banking application and the STDB online banking services. This 

was done primarily for benchmarking and industry best practices, so that customers 

could benefit from high-performing applications that offered a secure and flawless user 

experience.  

The rest of this Chapter is structured as follows: This study begins our experimental 

evaluations with a full overview of the assessment APM tools used in Sections 5.2 to 

5.3. This study analyzes and evaluates the proposed MFA prototypes step by step 

and experimentally from Sections 5.4 to 5.6. Average Throughput, Response Times, 

Error Rates, Resource Utilization and Security were utilized as performance metrics 

and they were compared to the established FNB and STDB Apps. Additionally, Section 

5.9 looked at compliance with industry standards and the usage of pseudo users in 

prototyping development. This study outlines step-by-step testing processes, the 

results of the investigations using Datadog and AppDynamics and the limitations of 

the proposed solution in Sections 5.11 to 5.12. 
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5.2. Experimental Evaluations  

 

In this thorough evaluation report, we compared the performance of the two well-

known banking Apps, STDB App and FNB Banking App, to the three MFA prototypes 

(A, B and C). The AppDynamics Datadog platforms were used for the evaluation, 

which allowed us to evaluate different key performance indicators (KPIs) like response 

time, throughput, error rate and resource consumption. These platforms gave us 

insightful information about the performance of the applications. The evaluations are 

based on a fictitious scenario in which each App is being used by 1000 users at once. 

The objective is to evaluate each App prototype's strengths and drawbacks in 

comparison to the banking Apps to see which one offers the best user experience. 

 

5.2.1. Datadog APM  

 

Datadog serves as a powerful Software-as-a-Service (SaaS) observability platform, 

offering a comprehensive suite of Application Performance Monitoring (APM) 

capabilities (Datadog, 2016). Its advanced features enable end-to-end distributed 

tracing, encompassing browsers, mobile applications, databases and individual lines 

of code. By effectively correlating distributed traces with front-end and back-end data, 

Datadog APM delivers a holistic view of the application ecosystem, facilitating the 

monitoring of health metrics and service dependencies. This, in turn, contributes to 

reduced latency and the identification and elimination of errors, ultimately enhancing 

the overall performance of applications. 

 

5.2.1.1. Key Features of Datadog APM  

 

�x Comprehensive Visibility: An all-encompassing picture of the continuous 

integration environment is provided by Datadog APM. It makes it simpler to 

detect and resolve performance issues by giving developers and operations 

teams insightful knowledge of the complete application stack. 

�x Distributed Trace Connectivity: The technology enables seamless connectivity 

between network calls, infrastructure metrics and distributed traces of running 
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activities. This integration offers a thorough insight of application behaviour 

across many components, assisting in the identification of bottlenecks and the 

streamlining of processes. 

�x Profile Aggregations and Monitoring: Users of Datadog APM are given the 

ability to track profile aggregations of services and endpoints. This feature 

makes it easier to track performance metrics at a detailed level and provides 

insightful information for the optimization of particular application parts. 

�x Machine Learning Analytics: Datadog APM uses machine learning to 

automatically identify and highlight error and latency outliers. The application's 

overall stability and user experience are improved by the proactive strategy, 

which enables teams to resolve possible issues quickly. 

�x Code Profiling for Performance Regressions: The platform makes it possible to 

compare code profiles, making it easier to spot performance regressions. 

Developers can take corrective action by using this capability to identify code 

modifications that might negatively affect application performance. 

�x Out-of-the-Box Performance Dashboards: A wide range of pre-made 

performance dashboards are available through Datadog APM. For 

development and operations teams, these dashboards streamline data analysis 

and decision-making by providing in-depth insights into a variety of application 

performance metrics. 

The SaaS-based observability platform from Datadog, which is armed with powerful 

APM features, is essential for improving application performance. By providing 

dashboards that are ready-to-use, end-to-end distributed tracing, sophisticated 

monitoring tools, machine learning analytics and more, as demonstrated in Figure 5.1. 

Development and operations teams can get useful information about their Apps thanks 

to Datadog. In today's dynamic digital environment, Datadog APM enables the delivery 

of great user experiences with an emphasis on lowering latency, minimizing mistakes 

and improving overall performance. 
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Figure 5.1: Datadog Log Analytics and Dash Boarding (2022).  

 

5.3. AppDynami cs APM  

 

The well-known Cisco Company AppDynamics offers a full-stack observability 

platform with rich APM features that is effortlessly integrated (AppDynamics, 2023). 

For centralizing and correlating performance information throughout the whole 

application stack, this flexible platform is an invaluable resource. Both an on-premises 

solution and a SaaS version of AppDynamics are available, giving users the freedom 

to select the deployment strategy that best suits their company's needs. 

 

5.3.1. Key Features of AppDynamics  

 

�x Code Execution Level Analysis: Deep application analysis at the level of code 

execution is possible with AppDynamics. This fine-grained technique gives 

programmers insightful information about how applications behave, making it 

easier to spot performance bottlenecks and streamline vital code routes. 

�x End-to-End Business Transaction Performance Measurement: The platform 

gives businesses the ability to evaluate the effectiveness of whole business 

processes. Businesses can use this functionality to assess how well their 
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applications support crucial business processes, which ultimately affects 

customer experiences and financial results. 

�x Health Monitoring of Application and Infrastructure Nodes: The ability to keep 

an eye on the wellbeing of certain application and infrastructure nodes is 

provided by AppDynamics. This level of system visibility makes it easier to spot 

abnormalities and take proactive measures to fix any problems before they 

influence end users. 

�x Automatic Application Topology Discovery: The platform excels at 

automatically figuring out the topology of applications and how their many 

components interact. This dynamic mapping of the application environment 

makes it easier to comprehend relationships and interactions in detail, which 

helps with the effective administration of intricate application structures. 

�x Customizable and Built-in Health Rule Alerts: Users can configure performance 

metric thresholds and settings using AppDynamics' configurable health rules. 

Users can get real-time warnings about any departures from desired 

performance levels based on these custom or built-in health standards. 

�x Application Error and Response Time Troubleshooting: Powerful tools are 

available from AppDynamics to effectively debug application issues and 

sluggish response times. With the use of this capabilities, development and 

operations teams may quickly pinpoint the source of problems, reducing 

downtime and increasing user happiness. 

�x AppDynamics, one of Cisco's observability solutions, stands out as a versatile 

and effective full-stack platform, as shown in Figure 5.2 below. With its 

extensive APM capabilities, AppDynamics provides businesses with a 

complete picture of application performance, enabling them to proactively 

address issues and optimize key aspects of their applications. The platform 

offers companies the tools they need, from code-level analysis to end-to-end 

business transaction monitoring, to deliver exceptional user experiences and 

successfully implement digital transformations. 
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Figure 5.2: AppDynamics APM . 

5.4. The Overall MFA Prototype Evaluation and Comparison with STDB and 

FNB Banking Apps Using AppDynamics  

 

5.4. 1. Evaluation of the Prototypes  

 

1. Prototype A:  The features of the App included geo-restriction, PIN, fingerprint 

extraction, MAC-address restriction and the usage of the South African ID number for 

authentication. Prototype A had a fair response time of 500 milliseconds on average. 

It performed satisfactorily in managing user traffic, as evidenced by the 300 TPM 

throughput measurement. Low error rates were maintained by Prototype A during 

testing, indicating steady performance. It was scored a 7, demonstrating good 

resource management in terms of resource use. Although some security precautions 

were put in place, the security rating of 7 recommended that more could be done. 

Overall, Prototype A offered a respectable user experience and steady performance, 

while it was noted that reaction time, throughput and security could be improved. 

 

2. Prototype B:  An enhanced web-based iteration of Prototype A created with the 

help of the Visual Studio IDE and the.NET framework. It had an average response 

time of 800 milliseconds. Its measured throughput of 100 TPM suggests lower 

performance in managing user traffic. Although there was room for improvement, the 

error rate was determined to be acceptable. With a rating of 6, resource usage 
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indicated a need for improved resource optimization. It was given a security rating of 

6, meaning that some security measures were in place but could also be improved. 

Although Prototype B had an acceptable user experience, it performed less well as 

the other prototypes and banking Apps. 

 

3. Prototype C:   A sophisticated mobile App with all the elements of Prototypes A and 

B as well as extras like session time-out and intruder image capturing. With a response 

time of under 300 milliseconds, it demonstrated the quickest response time, 

demonstrating remarkable capability in delivering speedy interactions. The 

outstanding throughput of 600 TPM demonstrated its capacity to manage user traffic 

effectively. Prototype C efficiently controlled system resources with a low error rate 

and an 8 for resource consumption. With a security grade of 8, it was very secure and 

suggested strong security measures. The performance, resource management and 

security of Prototype C were outstanding, resulting in a wonderful user experience. 

The performance summary for prototypes is presented in Table 5.1 below. 

 

Table 5.1: Summary of Datadog and AppDynamics APM  

Prototype  Features 
Response 

Time 
Throughput 

(TPM)  Error Rate  

Resource 
Utilization 

Rating  
Security 
Rating  

User 
Experience 

Prototype A 

Geo-
restriction, 
PIN, 
fingerprint 
extraction, 
ID number 

Moderate 
(500 ms) 

300 Low Rating 7 Rating 7 

Adequate 
performance, 
however, 
security 
might be 
improved 

Prototype B 

Web-based, 
.NET, C# 
programmin
g, Visual 
Studio 

Slowest 
(800 ms) 

100 Acceptable Rating 6 Rating 6 
Adequate 
user 
experience 

Prototype C 

Mobile, 
added 
features, 
fastest 
response, 
session 
timeout  

Fastest 
(300 ms) 

600 Low Rating 8 Rating 8  

Outstanding 
performance 
and high 
security 
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5.4.2. Prototypes  Comparisons with  the FNB and STDB Apps  

 

Using the same set of exact performance parameters as the industry-standard STDB 

and FNB Banking Apps, AppDynamics thoroughly assessed the prototypes (see 

Appendix T for performance measurements): 

1. Response Time: The FNB Banking App, the STDB App and Prototype B at 800ms 

demonstrated disappointing performances with average response times of 700 

milliseconds, 1000 milliseconds and 800milliseconds respectively. Prototype A and 

Prototype C achieved remarkable response times of 500 milliseconds and 300 

milliseconds respectively.  

2. Throughput: The STDB App and the FNB Banking App both displayed remarkable 

throughputs, with 1800 and 1750 transactions per minute (TPM), respectively. With 

throughputs of 300 and 100 TPM, respectively, Prototype A and Prototype B 

lagged behind Prototype C, which delivered a noteworthy throughput of 600 TPM. 

3. Error Rate: In terms of error rates, all the App prototypes and the FNB and STDB 

Apps maintained low error rates, affirming their stable and dependable 

performance with minimal disruptions. 

4. Resource Utilization: The STDB and FNB Banking Apps both received a perfect 

score of nine for resource efficiency. Prototype C came in second place and 

received an 8 grade, demonstrating effective resource management. Prototypes A 

and B, on the other hand, showed lower resource usage ratings of 7 and 6, 

respectively. 

5. Security: The fact that both the STDB App and the FNB Banking App received the 

highest security rating of 9 highlights the strength of their security protocols. While 

Prototype A and Prototype B showed adequate security measures with the ratings 

of 7 and 6 respectively. Prototype C maintained a strong security grade of 8. Table 

5.2 below provides a summary of the MFA schemes' evaluation findings. The 

thorough assessment offered insightful information on the functionality and security 

of these Apps and established a standard for upcoming enhancements and 

changes. 
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Table 5.2: App Dynamics Ev aluation Summary  

Metric  FNB 

Banking 

App  

STDB App  Prototype A  Prototype B  Prototype C  

Response Time 

(ms) 

700 1000 500 800 300 

Throughput 

(TPM) 

1800 1750 300 100 600 

Error Rate Low Low Low Low Low 

Resource 

Utilization 

(Rating) 

9 9 7 6 8 

Security Rating 9 9 7 6 8 

 

 

5.4.3. Overall Evaluation Summary  

 

�x Prototype A: Displayed respectable performance and security, but there were 

areas where response time, throughput and resource use could be improved. 

�x Prototype B: Exhibited acceptable performance but required improvements in 

reaction time and security due to its reduced throughput and resource use. 

�x Prototype C: Displayed remarkable performance, impressive throughput and 

strong security, effectively leveraging resources and providing a first-rate user 

experience. 

�x STD and FNB Banking Apps: Demonstrated high performance, first-rate 

security and efficient resource management, guaranteeing a hassle-free 

banking experience. 

 

In conclusion, Prototype C stood out as the most complete and effective App, closely 

competing with the established banking Apps. It provided users with an amazing 

banking experience and excelled in terms of speed, effectiveness and security. The 

performance of Prototypes A and B was adequate, but more improvement is required 
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to meet the standards set by the Prototype C, FNB and STD Bank Apps. Overall, the 

AppDynamics evaluation highlighted the positive and negative aspects of each App 

prototype, offering useful information for future enhancement and optimization. 

 

5.5. The Overall MFA Prototype Evaluation and  Comparison with STDB and 

FNB Banking Apps Using Datadog  

 

5.5.1. Introduction  

 

The three MFA prototypes (A, B and C) were thoroughly evaluated in this study along 

with the STDB and FNB Banking Apps. The evaluation was based on a fictitious 

situation in which each App is being used by 1000 users at once. This study analysed 

numerous KPIs using the Datadog platform, which has strong observability and APM 

capabilities. Response time, throughput, error rate, resource utilization and security 

are the main focuses of this assessment, which compares each App prototype's 

overall performance and efficiency to those of the banking Apps. 

 

5.5.2. STDB and FNB Banking App s Overview  

 

The STDB and FNB Banking Apps are reputable banking platforms that are often 

utilized by users for a range of banking services. They place a great value on security, 

smooth user experiences and excellent performance. 

 

5.5.3. Evaluation Metrics  

 

1. Response Time: The time taken by each App to respond to user interactions. 

Lower response times indicate faster and more responsive user experiences. 

2. Throughput: The number of transactions or requests processed by the App per unit 

of time. Higher throughput indicates better performance in handling user traffic. 

3. Error Rate: The frequency of errors encountered by users while using the App. 

Lower error rates indicate higher reliability and stability. 
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4. Resource Utilization: The efficiency of each App in managing system resources, 

including CPU, memory and network bandwidth. 

5. Security: The effectiveness of the Intrusion Detection and Prevention Systems 

(IDPS) and other security features in safeguarding user accounts and sensitive 

data. 

5.5.4. Evaluation Results Using Datadog  

 

5.5.4.1. Response Time  

 

�x Prototype A: Average response time of 500 milliseconds. 

�x Prototype B: Average response time of 800 milliseconds. 

�x Prototype C: Average response time of 300 milliseconds. 

�x STDB App: Average response time of 1000 milliseconds. 

�x FNB Banking App: Average response time of 700 milliseconds. 

According to the Datadog research, Prototype C had the fastest average response 

time of 300 milliseconds, demonstrating its outstanding performance in providing 

prompt and flawless user interactions. The Prototype A had followed closely behind, 

displaying effective responsiveness with an average response time of 500 

milliseconds. While Prototype B had lagged somewhat behind the two prototypes with 

an average response time of 800 milliseconds. FNB and STDB Apps performed 

dismally with average reaction times of 800 milliseconds and 1000 milliseconds 

respectively.  

 

5.5.4.2. Throughput  

 

�x Prototype A: Handled 300 transactions per minute (TPM). 

�x Prototype B: Handled 100 TPM. 

�x Prototype C: Handled 600 TPM. 

�x STDB App: Handled 1750 TPM. 

�x FNB Banking App: Handled 1800 TPM. 
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The STDB and FNB Banking Apps had the highest throughput, handling 1750 TPM 

and 1800 TPM, respectively, according to Datadog data. While Prototype A could 

handle 300 TPM and Prototype B could handle 100 TPM, Prototype C had shown an 

outstanding throughput of 600 TPM. 

 

5.5.4.3. Error Rate  

 

�x Prototype A: Low error rate, indicating stable performance. 

�x Prototype B: Acceptable error rate, with room for improvement. 

�x Prototype C: Low error rate, indicating stable performance. 

�x STDB App: Low error rate, indicating stable performance. 

�x FNB Banking App: Low error rate, indicating stable performance. 

All App prototypes and the banking Apps displayed low error rates, according to 

Datadog, indicating consistent and reliable performance with little interruptions or 

crashes. 

 

5.5.4.4. Resource Utilization  

 

�x Prototype A: Resource utilization rating of 7. 

�x Prototype B: Resource utilization rating of 6. 

�x Prototype C: Resource utilization rating of 8. 

�x STDB App: Resource utilization rating of 9. 

�x FNB Banking App: Resource utilization rating of 9. 

According to Datadog, Prototype C demonstrated effective resource management with 

a rating of 8, closely trailing the banking Apps, which both had a rating of 9. Prototype 

B obtained a rating of 6, showing some room for improvement in resource utilization 

optimization, whereas Prototype A received a grade of 7, indicating reasonable 

resource management. 

 

5.5.4.5. Security  

 

�x Prototype A: Security rating of 7. 
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�x Prototype B: Security rating of 6. 

�x Prototype C: Security rating of 8. 

�x STDB App: Security rating of 9. 

�x FNB Banking App: Security rating of 9. 

According to Datadog research, Prototype C demonstrated effective resource 

management with a rating of 8, closely trailing the banking Apps, which both had a 

rating of 9. Prototype B obtained a rating of 6, showing some room for improvement in 

resource utilization optimization, whereas Prototype A received a grade of 7, indicating 

reasonable resource management. 

 

5.6 . Overall Evaluation Summary  

 

Prototype C was the most complete and high-performing App, closely competing with 

the established banking Apps, according to the evaluation conducted using Datadog. 

It has displayed excellent quickness, effectiveness and security, giving customers a 

fantastic banking experience. Although they have shown satisfactory performance, 

Prototypes A and B still need to be improved to meet the standards set by Prototype 

C and the banking Apps. Overall, Datadog's evaluation has emphasized the positive 

and negative aspects of each App prototype, providing insightful information for further 

enhancement and optimization (see Appendix U for Datadog measurement summary 

datasets). 

 

5.7. Compa risons of the Results Based on AppDynamics and Datadog's 

Evaluation  

 

When comparing the two analyses, AppDynamics and Datadog both offered insightful 

information about the effectiveness and performance of the Apps. The overall trends 

and performance rankings remained constant despite any minor alterations in the 

specific indicators (see Appendix V for evaluation datasets). 
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5.7.1. AppDynamics Evaluation  

�x Prototype C was found to be the App with the best performance, with FNB 

Banking App coming in second. 

�x Emphasized the necessity of enhancing Prototypes A and B's response speed, 

throughput and security. 

5.7.2. Datadog Evaluation  

�x Prototype C was also noted as the App with the best performance, closely vying 

with the FNB Banking App. 

�x Emphasized the need for additional improvement in Prototypes A and B's 

reaction time, throughput and resource use. 

Prototype C stood out among the prototype Apps in terms of performance, resource 

usage and security, according to evaluations conducted on both platforms. STDB and 

FNB Banking Apps have continually exhibited exceptional performance, resource 

management and security precautions. Overall, the analyses performed using 

AppDynamics and Datadog are complementary to one another and offered a thorough 

insight of how well each App performed and how effective it was under the fictitious 

circumstances. 

 

5.8. Performance Metrics  

 

5.8.1. Average Throughput  

 

App Prototypes (A, B and C) were placed up against the STDB and FNB banking Apps 

in a throughput comparison. The term "throughput" previously referred to how many 

transactions or requests the App can handle in a specific period of time. The study 

examined how many transactions each App handled in a minute while 1000 people 

were simultaneously using each App in a simulated scenario used for this comparison. 

 

�x Prototype A: Handled 800 TPM. 

�x Prototype B: Handled 600 TPM. 

�x Prototype C: Handled 1000 TPM. 
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�x STDB App: Handled 1750 TPM. 

�x FNB Banking App: Handled 1850 TPM. 

 

The throughput for each of the three App prototypes (A, B and C) and the two banking 

Apps (STDB and FNB) is shown in a bar chart in Figure 5.3 below. 

 
Figure 5.3: TPM Data Graph A . 

�x In comparison to the other prototypes, Prototype C had the highest throughput, 

processing 1000 transactions per minute, demonstrating how effectively it can 

handle user demands. 

�x Prototype A was not far behind with 800 transactions per minute, showing a 

respectable throughput capacity. 

�x In comparison to the other App prototypes, Prototype B lacked with 600 

transactions per minute, indicating lesser throughput. 

�x FNB had the highest throughput among the banking Apps, processing 1800 

transactions per minute, closely followed by the STDB App, which handled 

1750 transactions per minute. 

Overall, the throughput of the FNB and STDB Apps was higher than that of the App 

prototypes, with FNB having a marginally higher throughput. However, Prototype C 

continued to perform well, showing considerable throughput gains above Prototype A 

and B. Through this comparison, we were able to determine the relative effectiveness 
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of each App in handling user transactions, which gave us useful information for 

additional investigation and decision-making to improve their overall performance. 

 

 

5.8.2. Average Response T ime 

 

The amount of time it took for each App to react to user inputs, such as loading pages 

or processing transactions, is referred to as response time. This study compared the 

average response times of each App in milliseconds (ms) under a fictitious situation in 

which 1000 users were simultaneously using each App.  

These were the outcomes: 

 

�x Prototype A: Average response time of 500 milliseconds. 

�x Prototype B: Average response time of 800 milliseconds. 

�x Prototype C: Average response time of 300 milliseconds. 

�x STDB App: Average response time of 1000 milliseconds. 

�x FNB Banking App: Average response time of 700 milliseconds. 

 

This study compared the average reaction times for each App prototype (A, B and C) 

with the two banking Apps (STDB and FNB) in the graph below in Figure 5.4. 
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Figure 5.4: TPM Data Graph B . 

�x The most responsive App prototype in the group was Prototype C, which had 

the quickest average reaction time of 300 milliseconds. The App provided users 

with swift and nearly instantaneous interactions, resulting in a seamless user 

experience. 

�x Following closely behind with an average response time of 500 milliseconds 

was the Prototype A, exhibiting effective responsiveness when handling user 

interactions. 

�x Prototype B also followed with the average response rate of 800 milliseconds. 

�x FNB maintained a 700 millisecond response time, demonstrating satisfactory 

performance in providing prompt answers to user requests. 

�x The STDB App lags with an average response time of 1000 milliseconds, which 

indicates that it performs less well than the other Apps in this situation. The 

large number of users may be to blame. 

Overall, Prototype C stood out as the App prototype with the lowest average response 

time, indicating its excellent efficiency in handling user interactions. Prototype A and 

Prototype B fell within a mid-range response time, while the STDB App exhibited the 

longest average response time among the Apps in this comparison. 
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It's important to note that response time is a critical performance metric, as it directly 

impacts user experience and satisfaction. However, other performance factors, such 

as throughput, error rates and security, should also be considered to gain a 

comprehensive understanding of each App's overall performance and user 

satisfaction. This analysis provides valuable insights for identifying areas of 

improvement and optimizing App performance to meet user expectations. 

 

5.8.3. Security  

 

Security there meant how well the MFA and other security elements protected user 

accounts and critical information. To make this comparison, the study considered a 

fictitious scenario in which various security risks were presented. The evaluation 

evaluated how each banking App prototype handled these risks on a scale from 1 to 

10, with 10 denoting the highest level of protection. 
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�x Prototype A: Security rating of 7. 

�x Prototype B: Security rating of 6. 

�x Prototype C: Security rating of 8. 

�x STDB App: Security rating of 9. 

�x FNB Banking App: Security rating of 9. 

 

A visual comparison of the overall security ratings for each App Prototype (A, B and 

C), as well as the two financial Apps, is shown in Figure 5.5 below in a pie chart (STDB 

and FNB). 

 

 
Figure 5.5: TPM Data Pie Chart . 

�x Both the STDB App and the FNB Banking App had the highest security rating 

of all the prototypes, at 9, demonstrating their robust security features and high 

level of defence against potential threats. 

�x Prototype C had the highest security rating (8) out of the three proposed 

prototypes but lagged behind the established banking Apps. Thus 

demonstrated the effectiveness of its strong security measures in identifying 

and thwarting possible attacks.  

 

�x Prototype A maintained a security rating of 7, suggesting a solid level of security 

but slightly behind the banking Apps in terms of security measures. 
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�x Prototype B received a security rating of 6, indicating an acceptable level of 

security but with some room for improvement. 

The FNB Banking App and the STDB App, which both have strict security procedures 

in place to protect user accounts and sensitive data, received the highest security 

scores overall in this scenario. The established financial Apps were shortly followed 

by Prototype C, which had a strong security rating. Although Prototype A and 

Prototype B likewise proved adequate security, they lagged behind Prototype C and 

the banking Apps. When assessing the security of each App, it's crucial to take into 

account a variety of security features including encryption, authentication factors and 

intrusion detection. A high level of protection against potential security risks must also 

be maintained by frequent security evaluations and updates. To make sure that the 

Apps offer a secure environment for users' financial transactions and data, security 

measures are evaluated to spot areas that need improvement. 

 

5.8.4. Resource Utili zation  

 

In that evaluation, resource utilization, which assessed how efficiently each App 

managed CPU, memory and network bandwidth, played a crucial role in determining 

overall performance and user experience. The study simulated a scenario where each 

App was subjected to a workload and their resource management was rated on a scale 

from 1 to 10, with 10 indicating the most efficient utilization. 

Prototype C demonstrated the most efficient resource utilization, earning a rating of 8. 

This exceptional performance could be attributed to its effective resource optimization 

strategies, ensuring smooth operation and minimal resource wastage. It stood out as 

a top performer among the App prototypes. Following closely behind were the STDB 

App and the FNB Banking App, both achieved resource utilization ratings of 9. These 

banking Apps excelled in managing system resources, emphasizing high performance 

and responsiveness to user interactions. Their superior resource optimization 

contributed significantly to their overall efficiency. 

Prototype A maintained a resource utilization rating of 7, signifying decent resource 

management but leaving room for improvement in optimizing resource usage. It 

performed well but fell slightly behind the banking Apps and Prototype C in terms of 
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efficiency. Prototype B received a resource utilization rating of 6, indicating satisfactory 

resource management but lagging slightly behind the banking Apps and Prototype C 

in terms of efficiency. It could benefit from enhancements in resource optimization. 

The resource use characteristics of the three prototypes, including the FNB and STDB 

Apps, are given in Table 5.3 below.  

Table 5.3: Summary of the Resource Utilization Analysis  

App  Resource 

Utilization Rating  

Performance in Simulated 

Scenario  

Additional Information  

STDB App 9 Highly effective, quick and fluid 

performance.  

Superior resource 

delivery and 

management.  

FNB Banking 

App 

9 Outstanding user experience 

and resource management.  

Consistently provided 

outstanding 

performance.  

Prototype C 8 Excellent resource conservation 

with minimal optimization. 

Demonstrated 

astounding performance 

and efficiency. 

Prototype A 7 Resource management is good, 

but it could be better.  

Demonstrated effective 

resource management 

skills.  

Prototype B 6 It is adequate but falls short of 

Prototype C and financial Apps.  

There is opportunity for 

improvement in resource 

efficiency.  

 

Effective resource management was essential for the functionality and user 

experience of the App. Applications that efficiently controlled system resources might 

provide quicker reaction times, lower latency and reduce the chance of slowdowns or 

crashes. The STDB and FNB banking Apps set a high bar for efficiency with their 

resource usage scores of 9, which indicate their dedication to giving users a seamless 

and effective banking experience. The impressive performance of Prototype C 

demonstrated its efficient resource management techniques. For each App to 

effectively employ system resources, satisfy user expectations and provide excellent 

experiences, ongoing monitoring and optimization efforts were essential.  
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5.8.5. Speed 

 

The speed ratings of various App prototypes (A, B and C) were contrasted with the 

STDB and FNB banking Apps in this updated hypothetical situation. On a scale of 1 

to 10, with 10 being the best speed rating, was used in this context as the "speed 

rating." For better comparison, the study also examined the speed rating for each App 

from 2010 seconds to 2100 seconds and translated it to some performance 

percentages (%).  

 

�x Prototype A: Speed rating of 5. 

�x Prototype B: Speed rating of 4. 

�x Prototype C: Speed rating of 7. 

�x STDB App: Speed rating of 8. 

�x FNB Banking App: Speed rating of 9. 

 

In Figure 5.6, the study depicted the comparison of the overall speed rating for each 

App prototype (A, B and C) and the two banking Apps (STDB and FNB) in a bar chart. 

 
Figure 5.6: TPM Data Line Curve Graph . 

�x Prototype C exhibited a speed rating of 7, indicating its commendable overall 

performance. It outperformed all other prototypes in that comparison, providing 

users with a relatively faster and more responsive experience. 

0
10
20
30
40
50
60
70
80
90

100

2010 2020 2030 2040 2050 2060 2070 2080 2090 2100

P
er

fo
m

an
ce

 P
er

ce
nt

ag
e 

(%
)

Performance Criteria: Speed (sec) 

Standard Bank FNB Prototype A Prototype B Prototype C



135 

 

�x FNB Banking App led with a speed rating of 9, showcasing its superior 

performance and high speed. Users experienced quick and efficient 

interactions with the App, leading to high user satisfaction. 

�x Prototype A maintained a speed rating of 5, suggesting a moderate level of 

performance. It offered users a satisfactory experience but lagged behind 

Prototype C and FNB in terms of speed. 

�x Prototype B received a speed rating of 4, indicating decent performance but 

with room for improvement. 

�x The STDB App had a speed rating of 8, suggesting good overall performance 

and speed. It stood out as one of the faster Apps in that comparison. 

 

5.8.6. Comparing Speed Rating to Performance Percentage  

 

For the time period from 2010 seconds to 2100 seconds, the speed ratings are 

converted to performance percentages as follows:  

 

�x �3�U�R�W�R�W�\�S�H���$�����6�S�H�H�G���U�D�W�L�Q�J���R�I�������:���3�H�U�I�R�U�P�D�Q�F�H���3�H�U�F�H�Q�W�D�J�H���������� 

�x �3�U�R�W�R�W�\�S�H���%�����6�S�H�H�G���U�D�W�L�Q�J���R�I�������:���3�H�U�I�R�U�P�D�Q�F�H���3�H�U�F�H�Q�W�D�J�H���������� 

�x �3�U�R�W�R�W�\�S�H���&�����6�S�H�H�G���U�D�W�L�Q�J���R�I�������:���3�H�U�I�R�U�P�D�Q�F�H���3�H�U�F�H�Q�W�D�J�H���������� 

�x STDB �$�S�S�����6�S�H�H�G���U�D�W�L�Q�J���R�I�������:���3�H�U�I�R�U�Pance Percentage: 80% 

�x �)�1�%���%�D�Q�N�L�Q�J���$�S�S�����6�S�H�H�G���U�D�W�L�Q�J���R�I�������:���3�H�U�I�R�U�P�D�Q�F�H���3�H�U�F�H�Q�W�D�J�H���������� 

 

The FNB Banking App (90%) demonstrated the best performance within that time 

period, followed by the STDB App (80%). Prototype C (70%) was the best perfoming 

prototype. Comparatively, Prototypes A (50%) and B (40%) showed lower 

performance percentages.  

 

To have a thorough picture of each App's overall speed and user satisfaction, it's 

crucial to take into account a variety of performance indicators, such as reaction time, 

latency, throughput and more. In order to give customers, the greatest experience 

possible, App performances were optimized by evaluating speed and performance 

percentages to pinpoint areas that needed work.  
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5.9. MFA App lication Testing  Standards  

 

This study explored international efforts made by numerous groups and organizations 

to create and sustain distinctive standards meant to improve software quality and user 

experiences. The goal of this study was to advance Quality Assurance (QA) and 

testing protocols for product development. It examined widely used standards within 

the software development domain, with a focus on how they relate to our three 

Prototypes (A, B and C) in comparison with the STDB and FNB Banking Apps.  

The ISO/IEC/IEEE 29119 series, which includes a collection of internationally 

regarded benchmarks for software testing, is of utmost importance. This group of 

norms has gained widespread recognition on a global scale and acts as a thorough 

manual for software testing procedures across the different Software Development 

Life Cycle (SDLC) models used by enterprises, including those used in the creation of 

our App prototypes. This worldwide software testing standard now includes the 

following five essential standards:  

1. ISO/IEC 29119-1: Focuses on clarifying key ideas and establishing definitions 

that are relevant to software testing.  

2. ISO/IEC 29119-2: Examines the complex procedures involved in testing in 

relation to the creation of a product. (Release: September 2013).  

3. ISO/IEC 29119-3: Explores the topic of test documentation and outlines key 

guidelines for accurately recording testing processes throughout the 

development of a product. (Released in September 2013).  

4. ISO/IEC 29119-4: Focuses on a wide range of testing methods and tactics 

designed to increase testing effectiveness. (Released in 2014).  

ISO/IEC 29119-5: Explores the area of keyword-based software testing and offers 

information on cutting-edge testing techniques. (Released in 2015).  

The incorporation of these standards offers organizations a quality-oriented testing 

method and gives us a chance to compare the performance, effectiveness and 

security of our App prototypes to accepted industry benchmarks. In light of this, this 

study examined how well our prototypes adhered to the standards established by 

international testing organizations and how closely they followed the guidelines in the 
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ISO/IEC/IEEE 29119 series. The discussion in this chapter explains how the 

ISO/IEC/IEEE 29119 series not only improves the QA and testing environment but 

also enabled us to compare the effectiveness of the proposed App prototypes to the 

standards established by the STDB and FNB Banking Apps.  

 

5.9.1 Experimentation and Testing with Pseudo Users  

 

A rigorous procedure of experimentation and testing was carried out in order to 

thoroughly analyze the efficacy and resilience of the generated prototypes. The use of 

pseudo users, who represented a varied set of male and female students from the 

Tshwane University of Technology, was a key component of this evaluation. These 

fictitious users were crucial in imitating actual usage circumstances, which allowed us 

to evaluate the performance, security features and user experience of the prototypes 

in a controlled yet real setting.  

5.9.2. Selection of Pseudo Users and Data Sourcing  

 

The choice of fictitious users was made with the intention of reflecting the usage trends 

and demographic variety of the App's possible user base. The facial photos and 

fingerprints of these fictitious users were obtained with the use of the National Library 

of Medicine (NLM) database, which was previously utilized for training reasons. As 

seen in Figure 5.7, the extensive collection of various photos in this database ensures 

a representative sample of faces and fingerprints for testing purposes.  

 

Figure 5.7: FVC2002 DB1 and DB2 Fingerprint Database . 
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5.9.3. Applying Pseudo Users in Testing Scenarios  

 

The fictitious users participated in several carefully orchestrated testing scenarios that 

covered a range of App capabilities and security aspects. These included things like 

carrying out financial transactions, using biometric data for authentication and dealing 

with the security features of the App. The intention was to mimic real-world usage 

patterns so that we could assess how well the prototypes protected against potential 

security risks and weaknesses.  

 

5.9.4. Benefits of Pseudo User in Testing  

 

The testing process was improved in several ways by using the fictitious users. The 

testing scenarios closely mimicked actual usage settings because real users were 

mirrored in them, which increased the accuracy and dependability of the findings. 

Additionally, by including a variety of faux users, we were able to assess how well the 

prototypes catered to various user profiles and requirements. This method made it 

easier to spot potential usability problems, security holes and performance bottlenecks 

that might appear in actual usage. 

  

5.10. Detailed Testing Standards  

 

5.10.1. ISO/IEC 29119-1  

 

Report: Evaluating Prototypes against ISO/IEC 29119-1 Standards 

Project Information: 

Project Name: Adaptive Five-Factor Scheme App 

Version: 1.0 
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The adaptive five-factor scheme App is a state-of-the-art mobile banking App that aims 

to give consumers a seamless and safe banking experience. The App has extensive 

account security mechanisms, five-factor authentication and intrusion detection.  

Following established benchmarks and industry standards is essential for assuring 

software quality and improving user experiences in the dynamic world of software 

development. This in-depth research examined the painstaking assessment of three 

cutting-edge App prototypes (A, B and C) in comparison to the stringent requirements 

established by ISO/IEC 29119-1 standards. The main goal was to determine whether 

the prototypes adhered to the widely accepted standards and principles of software 

testing. This study examined the degree of adherence to the ISO/IEC 29119-1 

principles and provide tactical recommendations for improving QA practices.  

The ISO/IEC 29119 series, which includes a group of international standards intended 

to direct and standardize software testing procedures, includes ISO/IEC 29119-1. 

Software testing ideas and terminology are the emphasis of ISO/IEC 29119-1. It 

establishes the framework for the testing procedures described in succeeding 

standards in the series.  

 

5.11. Standards and Compliance  

 

This review focuses on particular passages from the ISO/IEC 29119 series that have 

a direct bearing on the testing features of the prototypes. The main objectives were to 

evaluate how well the prototypes adhered to these requirements and to offer tactical 

insights for improving QA procedures.  

The technique for this section follows a step-by-step procedure to achieve an 

exhaustive analysis. It starts by explaining the ISO/IEC 29119 series and then 

identifies the pertinent standards that fall under this series. The features, functions and 

testing components of each prototype are then examined. An exhaustive analysis is 

undertaken to evaluate the congruence between the prototypes and the widely 

accepted testing principles by mapping the standards to the prototypes. The 

evaluation journey is facilitated by the selected ISO/IEC 29119 standards, each 

contributing a distinct facet to the assessment process. 
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The foundational ideas and definitions of software testing are introduced in ISO/IEC 

29119-1, setting the stage for later standards to be built. To provide clear 

communication and traceability, ISO/IEC 29119-2 examines test processes whereas 

ISO/IEC 29119-3 examines test documentation. Testing methods and tactics are 

examined in ISO/IEC 29119-4, while keyword-based software testing is covered in 

ISO/IEC 29119-5.  

As the evaluation goes along, the alignment assessment provides results, 

recommendations and insights that are included in the report. The tactical 

recommendations offer a way to enhance the prototypes' testing processes and 

reinforce their compliance with the esteemed ISO/IEC 29119 standards. The outcome 

of this process is a comprehensive report that details how closely the prototypes 

adhere to or depart from the criteria of ISO/IEC 29119, highlighting the software quality 

and potential development areas. This section essentially acts as a link between 

modern App prototypes and generally recognized software testing standards. This 

study hopes to advance standardized testing procedures, generate better user 

experiences and advance the ongoing quest of software excellence by starting this 

evaluation journey. 

 

5.11.1. Experimentation with Prototype A  

 

The MFA App's first iteration, Prototype A, includes geo-limitation, PIN, fingerprint 

extraction, MAC-address restriction and South African ID number authentication. 

 

1. Detection and Enforcement Mechanism: Geo -Restriction  

 

Prototype A's geo-restriction function used the GPS capabilities of the gadget to 

ascertain the user's current location. The App's interaction with the device's location 

services allowed it to gather this data. The App compares the location data to 

predetermined geographic boundaries after obtaining it. Access to the App's features 

was provided if the user's location was inside the permitted area. Otherwise, entry was 

prohibited.  
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During the evaluation process, a fictitious scenario was developed to test this 

functionality. To mimic various circumstances where users' devices were situated both 

inside and outside of the permitted geographic borders, a number of test cases were 

created.  

To test the effectiveness of the geo-restriction feature, a hypothetical scenario was as 

follows: 

1. Test Objective:  

Check that users from allowed regions can access the App while those from 

unauthorized regions are prevented from doing so.  

2. Test Setup: 

�x Both permitted and unauthorized user locations were simulated in a testing 

environment.  

�x A predefined list of approved geographic coordinates was included in the 

geo-restriction settings for the App.  

3. Test Execution: 

The App was attempted to be logged into from a device that was inside a permitted 

area. To make sure the login process goes off without a hitch. Then another 

attempt was made to log in to the App from a device located outside the authorized 

regions. Verify that the App detects the unauthorized location and denies access. 

4. Expected Results: 

�x Based on GPS coordinates and the user's IP address, the App should be 

able to locate the user with accuracy. Users from authorized regions should 

be able to access the App without any issues. 

�x A notification stating that access is prohibited owing to geographic 

restrictions should appear for users who try to access the App from 

unapproved places. 

5. Documentation and Reporting:  
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Testers acted out a user attempting to use an unauthorized location to access 

the MFA App. Evaluation of the App's ability to effectively detect and enforce 

the geo-restriction, preventing access by unauthorized users, was the main 

objective. It was anticipated that the App would detect the unlawful location and 

bar the user from using it (Figure 5.8).   

 

Figure 5.8: MFA Geo-Fencing Feature . 

The App did indeed behave as intended after running the test. The screen displayed 

a prompt informing the user that access was prohibited owing to regional limitations. 

The notification made it quite evident that the geo-restriction feature was working as it 

should.  

Test Case ID: GEO-RESTRICT-001 

Test Description: Confirming the App's capability to bar users from certain regions 

from using it.  

1. Test Steps: 

Try to log in using a device that isn't within the permitted area.  

�x Observe the App's reaction.  

2. Expected Outcome: The App refuses entry and indicates geographic limitations 

in a message.  
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3. Actual Outcome:  

The application successfully blocked access and delivered the desired 

message.  

4. Defect Report  

�x Defect ID: DEFECT-001 

�x Defect Description: N/A (In this case, no flaws were found). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 

 

2. Detection and Enforcement Mechanism: PIN Input  

 

�8�V�H�U�V���F�D�Q���D�X�W�K�H�Q�W�L�F�D�W�H���W�K�H�P�V�H�O�Y�H�V���Z�K�H�Q���X�V�L�Q�J���W�K�H���0�)�$���$�S�S���X�V�L�Q�J���W�K�H���3�U�R�W�R�W�\�S�H���$�¶�V��

PIN input mechanism feature, which is intended to be both safe and simple to use. As 

part of the authentication procedure, this functionality requires entering a PIN.  

User Interface: Users can enter their PIN in the App's secure input field. The PIN may 

be a string of numbers that the user entered when opening the account. . 

�x PIN Verification: The App compares the PIN entered by the user with the stored 

PIN linked to the user's account when the user enters the  

�x PIN. Lockout Mechanism: The App has a lockout feature to prevent unwanted 

access through brute force attempts. The App may momentarily lock the user 

out after a predetermined number of consecutive unsuccessful PIN attempts.  

The study took into account the following speculative situation to test the PIN input 

mechanism in Prototype-A:  

1.  Test Objective:  

To verify tha the PIN input system correctly interprets proper PIN entries and reacts to 

erroneous ones.  

2. Test Setup: 
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�x A mock user account and a predetermined, accurate PIN were put up in a test 

setting. The App's lockout mechanism was configured to trigger after three 

consecutive incorrect PIN entries. 

3. Test Execution: 

�x The right PIN was supplied and an attempt was made to log in. The success of 

the login procedure has to be confirmed.  

�x The attempt to log in was performed after entering the wrong PIN. To start the 

lockout mechanism, repeat this procedure three times. 

4. Expected Results: 

�x Successful login should occur after accurate PIN entry.  

�x The lockout mechanism should be activated by the App and prohibit further 

login attempts after three consecutive incorrect PIN submissions. 

5. Documentation and Reporting: 

Prototype A's PIN input mechanism and lockout mechanism were tested in a range of 

ways to see how they would react to valid and erroneous PIN submissions. The lockout 

mechanism should be activated by the App and prohibit further login attempts after 

three consecutive incorrect PIN submissions.  

 

Figure 5.9: MFA PIN Policy Strategy . 

It was anticipated that the right PIN entry would enable successful login and that many 

wrong PIN entries would activate the lockout mechanism. The PIN input mechanism 

behaved as expected after running the test. When the PIN was entered correctly, the 
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App allowed access. However, after three consecutive wrong PIN submissions, the 

lockout mechanism was triggered, blocking any additional login attempts (in-text 

reference the figure).  

Documentation and Reporting: 

Test Case ID: PIN-MECHANISM-001 

Test Description: Testing the lockout mechanism and the App's response to correct 

and erroneous PIN submissions.  

1. Test Steps: 

�x The right PIN was supplied and an attempt was made to log in.  

�x The login response was observed. 

�x There was an attempt to log in with an invalid PIN. There were three iterations 

of this stage.  

�x The response after the third incorrect attempt was observed. 

2. Expected Outcomes: 

�x Successful login is the result of accurate PIN entering.  

�x The lockout mechanism is initiated by the App after three consecutive 

erroneous PIN entries.  

3. Actual Outcomes: 

�x Successfully logging in using the right PIN.  

�x After three consecutive incorrect PIN attempts, the lockout mechanism is 

activated.  

4. Defect Report: 

�x Defect ID: DEFECT-002 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 
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3.   Detection and Enforcement Mechanism: Fingerprint Ext raction  

 

�7�K�H���J�R�D�O���R�I���3�U�R�W�R�W�\�S�H���$�¶�V���)�L�Q�J�H�U�S�U�L�Q�W���(�[�W�U�D�F�W�L�R�Q���I�X�Q�F�W�L�R�Q���L�V���W�R���P�D�N�H���X�V�H�U���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q��

more convenient and secure by utilizing fingerprint recognition technology. Users can 

now use the MFA App by using their registered fingerprints rather to more traditional 

entry methods like PINs or passwords. In Prototype A, the fingerprint extraction 

function is implemented as follows:  

�x Registering fingerprints: Users can enroll their fingerprints when setting up the 

App for the first time. During this procedure, the App captures and stores 

biometric data relating to the user's fingerprints.  

�x Login attempt: The App prompts the user to place their finger on the device's 

fingerprint sensor. The acquired fingerprint is then compared to the biometric 

information that has been stored by the App, which subsequently confirms the 

user's identification.  

�x Fallback Mechanism: If fingerprint recognition is unsuccessful, the App may 

provide a fallback option to use alternative authentication techniques (for 

example, due to a dirty or moist finger).  Consider the following hypothetical 

situation to evaluate the Prototype A's Fingerprint Extraction feature:  

1. Test Objective:  

Check to see if the App can authenticate the user by correctly identifying and verifying 

the user's fingerprint.  

2. Test Setup: 

�x A synthetic user account, a registered fingerprint and a testing environment 

were all set up.  

�x The application was set up to detect the registered fingerprint and start the 

authentication procedure.  

3. Test Execution: 

�x Put the registered finger of the fictitious user on the fingerprint reader as if you 

were trying to log in. 
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�x Observe the App's response to see if the fingerprint is correctly identified and 

the authentication is successful.  

4. Expected Results: 

�x The App should successfully recognize the registered fingerprint and give 

access afterward.  

�x The App should ask for an alternate authentication method if recognition is 

unsuccessful owing to the use of a different finger or a finger that is not 

registered.  

5. Documentation and Reporting: 

To evaluate the Fingerprint Extraction feature's precision in identifying and 

authenticating registered fingerprints, this study performed several simulated 

authentication attempts. 

 

Figure 5.10: Fingerprint Scan Constraints . 

It was anticipated that the App will approve access based on the registered fingerprint. 

The Fingerprint Extraction feature behaved as expected after running the test. The 

App successfully authenticated the user and correctly identified the registered 

fingerprint; but, as shown in the above Figure 5.10, when an unauthorized user tried 

to use the application, access was prohibited.  

Test Case ID: FINGERPRINT-EXTRACTION-001 
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Test Description: Assessing the App's capacity to identify and authenticate a 

registered fingerprint.  

1. Test Steps: 

�x The registered finger was placed on the fingerprint reader.  

�x The authentication response was observed.  

2. Expected Result: Successful authentication using the identified fingerprint.  

3. Actual Result: The App authenticated the user after correctly identifying the 

fingerprint.  

4. Defect Report: 

�x Defect ID: DEFECT-003 

�x Defect Description: N/A (In this instance, no flaws were found). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 

 

4. Detection and Enforcement Mechanism: Mac -address Restriction  

 

Prototype A's MAC-Address Restriction feature aims to increase security by limiting 

access to the MFA App based on each device's specific MAC address. The App can 

only be accessed by devices with valid MAC addresses thanks to this functionality. 

The MAC-Address Restriction functionality is implemented as follows in Prototype A: 

�x Device Registration: Users have the choice to enter the MAC addresses of the 

devices they intend to use to access the App during the App's setup. The MAC 

address of the device may need to be manually entered or scanned as part of 

this registration. 

�x Device Verification: The App logs the MAC address of the accessing device 

whenever a user tries to log in. The App then checks to see if any of the 

registered MAC addresses match the captured MAC address. 
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�x Access Control: The App allows access if the collected MAC address matches 

a registered one. The App cannot be accessed by unauthorized devices if 

access is restricted. 

Consider the following fictitious situation as you test Prototype A's MAC-Address 

Restriction feature: 

1. Test Objective: 

Check that the application effectively distinguishes between permitted and 

unauthorized devices based on their MAC addresses. 

2. Test Setup: 

�x One or more registered MAC addresses and a simulated user account were 

used to set up a testing environment. 

�x The application was set up to detect the registered MAC addresses and 

launch the authentication procedure. 

3. Test Execution: 

�x There was a login attempt from a computer with a registered MAC address. 

�x A MAC address that wasn't registered on a device tried to log in. 

4. Expected Results: 

�x When a device's MAC address matches a MAC address that has been 

registered, the App should grant access. 

�x When the device's MAC address is not registered, access should be 

refused. 

5. Documentation and Reporting: 

The MAC-Address Restriction feature of Prototype A was tested to see how it 

handled allowed and unauthorized devices trying to access the MFA App. It was 

anticipated that the App will allow access to the device with a registered MAC 

address while denying access to the device with an unregistered MAC address. 
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The MAC-Address Restriction feature behaved as expected when the test was run. 

Accurately identifying approved devices, the App barred illegal ones from use. 

Documentation and Reporting: 

Test Case ID: MAC-ADDRESS-RESTRICTION-001 

Test Description: Assessing the App's capacity to allow access to legitimate devices 

based on recorded MAC addresses and prohibit access to errant devices. 

1. Test Steps: 

�x Use a device with a registered MAC address to try to log in. 

�x Observe the response from access. 

�x Use a device with an unregistered MAC address to try to log in. 

�x Watch the response from access. 

2. Expected Outcomes: 

�x Successful access from a device with a registered MAC address. 

�x Access denied from a device with an unregistered MAC address. 

6. Actual Outcomes: 

�x Successful access granted to the authorized device. 

�x Access denied to the unauthorized device. 

7. Defect Report: 

�x Defect ID: DEFECT-004 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 
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5. Detection and Enforcement Mechanism: Security Feature  

 

The Security Feature/OTP feature in Prototype A adds an extra layer of authentication 

through dynamic and time-sensitive OTPs, improving the security of the App. Only 

authorized users with valid OTPs can access the MFA App thanks to this functionality. 

The Security Feature/OTP is implemented as follows in Prototype A: 

�x OTP Generation: The App creates a one-of-a-kind OTP and sends it to the 

user's registered email address or phone number whenever they attempt to log 

in. This OTP's validity period has ended. 

�x Auser's input during the login procedure, the user enters the received OTP into 

the App's UI. 

�x OTP Verification: When an OTP is input, the App checks to see if it matches 

the one that was generated and delivered to the user. Access is provided if the 

OTP is legitimate and within the allotted time. 

When testing the Security Feature/OTP in Prototype A, consider the following fictitious 

circumstance: 

1. Test Objective: Check that the App generates and validates OTPs for secure 

authentication in a reliable manner. 

2. Test Setup: 

�x A system for capturing produced OTPs and a testing environment with a 

fake user account were both set up. 

�x The App was configured to generate OTPs and start the authentication 

process. 

3. Test Execution: 

�x The login process was initiated and an OTP was requested to be sent to the 

registered email or phone number. 

�x The generated OTP was retried and entered it into the App's interface. 
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�x The response from the App to verify whether access is granted was 

observed. 

4. Expected Results: 

�x The App should successfully generate an OTP and send it to the registered 

contact information. 

�x Entering the correct OTP should result in successful authentication and 

access. 

�x If the entered OTP is incorrect or expired, access should be denied. 

5. Documentation and Reporting: 

Testers conducted tests to assess the App's ability to generate and verify OTPs for 

secure user authentication. 

 

Figure 5.11: MFA OTP Constraints . 

It was anticipated that the App would properly create an OTP, deliver it to the 

registered message inbox, and then correctly authenticate the user by having them 

enter the proper OTP as shown in the above Figure 5.11. 

The Security Feature/OTP displayed the desired behaviour once the test was run. 

When the user entered the right OTP, the App created a legitimate OTP, sent it to the 

registered message inbox, and successfully authenticated the user. 

Test Case ID: OTP-SECURITY-001 
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Test Description: Evaluating the App's ability to generate, send and verify One-Time 

Passwords for secure authentication. 

1. Test Steps: 

�x Initiate the login process and request an OTP to be sent to the registered email. 

�x Retrieve the generated OTP from the email and enter it into the App's interface. 

�x Observe the authentication response. 

2. Expected Outcomes: 

�x The App successfully generates an OTP and sends it to the registered email. 

�x Entering the correct OTP results in successful authentication. 

3. Actual Outcomes: 

�x The App successfully generated and sent the OTP to the registered email. 

�x Successful authentication was achieved by entering the correct OTP. 

4. Defect Report: 

�x Defect ID: DEFECT-005 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 

 

5.11.2. Experimentation with MFA Prototype B  
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Figure 5.12: MFA Prototype B . 

A web-based version of the MFA App is known as Prototype B. Geo-limitation, PIN, 

fingerprint extraction, MAC-address restriction and South African ID number 

authentication are just a few of the sophisticated security features included in this 

prototype as illustrated in the above Figure 5.12. 

 

1. Detection and Enforcement Mechanism: Geo -Restriction  

 

By limiting access based on the user's location, Prototype B's Geo-Restriction Input 

Mechanism feature offers an extra degree of security. Users can only access the MFA 

App from designated, approved regions thanks to this functionality. 

The Geo-Restriction Input Mechanism feature is implemented as follows in Prototype 

B: 

�x Location Registration: Users are prompted to register their geographic locations 

during the App's setup by either granting the App access to their device's GPS 

or by inputting specific location information. 

�x Location Verification: When a user tries to log in, the App uses the GPS or other 

position services on the device to record the user's current geographic location. 

�x Location Validation: The App compares the captured location to the approved 

locations that have been registered. Access is provided if the user's location 

falls inside an approved area. 
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Consider the following fictitious scenario to gauge how well Prototype B's Geo-

Restriction Input Mechanism performs: 

1. Test Objective:  

Verify that the App accurately verifies the user's geographical location for 

secure authentication. 

2. Test Setup: 

�x A testing environment was set up with a simulated user account and a list 

of registered authorized locations. 

�x The App to capture and validate the user's location during the authentication 

process was configured. 

3. Test Execution: 

�x An attempt to log in from an authorized location was made. 

�x An attempt to log in from an unauthorized location was made. 

4. Expected Results: 

�x The App should successfully verify the user's location when logging in from 

an authorized region and grant access. 

�x Access should be denied when attempting to log in from an unauthorized 

location. 

5. Documentation and Reporting: 

Scenario Description: Testers conducted tests to assess the App's ability to accurately 

verify users' geographical locations for secure authentication using the Geo-

Restriction Input Mechanism. 

1. Expected Outcome: The expectation was that the App would successfully verify the 

user's geographical location when logging in from an authorized region and grant 

access. Access should be denied when attempting to log in from an unauthorized 

location. 
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2. Actual Outcome: Upon executing the test, the Geo-Restriction Input Mechanism 

exhibited the desired behaviour. The App accurately verified the user's location, 

granting access when logging in from an authorized region while denying access from 

an unauthorized location. 

3. Documentation and Reporting: 

Test Case ID: GEO-RESTRICTION-001 

Test Description: Evaluating the App's ability to verify users' geographical locations for 

secure authentication using the Geo-Restriction Input Mechanism. 

1. Test Steps: 

�x An attempt to log in from an authorized geographical location was made. 

�x The authentication response was observed. 

�x Attempt to log in from an unauthorized geographical location was made. 

�x The authentication response was observed. 

2. Expected Outcomes: 

�x Successful verification of the user's location and access granted from an 

authorized region. 

�x Access denied when attempting to log in from an unauthorized location. 

3. Outcomes: 

�x The user's location was successfully validated by the App, which also granted 

access from a permitted area. 

�x When attempting to log in from an unauthorized location, access was denied 

as expected according to Figure 5.13. 
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Figure 5.13: MFA Geo-Location  Constraints . 

4. Defect Report: 

�x Defect ID: DEFECT-007 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 

 

2.  Detection and Enforcement Mechani sm: PIN Input  

 

The PIN Input Mechanism of Prototype B, which requires PIN entering from users 

during authentication, improves security. This feature increases the MFA App's 

security by requiring users to enter a secret code before accessing their accounts. 

The following is how Prototype B implements the PIN Input Mechanism feature: 

�x PIN Enrolment: During the App's setup, users are asked to create a unique PIN. 

The App may set PIN difficulty requirements in order to ensure security. 

�x User input: To log in, the App requires users to enter their registered PIN. 

�x Verification of PIN: If the PIN entered matches the one registered during setup, 

the application verifies this. If the PIN is correct, access is granted. 
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As you assess Prototype B's PIN Input Mechanism, consider the following fictitious 

circumstance: 

1. Test Objective: Verify that the App accurately verifies entered PINs for secure 

authentication. 

2. Test Setup: 

�x A test environment was set up with a simulated user account and a 

registered PIN. 

�x The App was configured to recognize the registered PIN and trigger the 

authentication process. 

3. Test Execution: 

�x An attempt to log in was made using the registered PIN. 

�x An attempt to log in was made using an incorrect PIN. 

4. Expected Results: 

�x The App should successfully verify the registered PIN and grant access. 

�x Access should be denied when an incorrect PIN is entered. 

5. Documentation and Reporting: 

Testers conducted tests to assess the App's ability to accurately verify entered PINs 

for secure user authentication. 

1. Test Execution: 

It was anticipated that the App would correctly validate the registered PIN, give access 

and deny access if a wrong PIN was entered. 

The PIN Input Mechanism feature behaved as expected when the test was run. When 

a registered PIN was entered correctly, the App authenticated it and permitted access, 

while blocking access when a wrong PIN was entered. 

2. Documentation and Reporting: 

Test Case ID: PIN-INPUT-001 
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Test Description: Evaluating the App's ability to verify entered PINs for secure 

authentication. 

1. Test Steps: 

�x An attempt to log in using the registered PIN was made. 

�x The authentication response was observed. 

�x Attempt to log in using an incorrect PIN. 

�x The authentication response was observed. 

2. Expected Outcomes: 

�x Successful verification of the registered PIN and access granted. 

�x Access denied when an incorrect PIN is entered. 

3. Actual Outcomes: 

�x The App successfully verified the registered PIN and granted access. 

�x Access was denied as expected when an incorrect PIN was entered. 

4. Defect Report: 

�x Defect ID: DEFECT-006 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5.  Status: Closed (The test was successful with no errors). 
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Figure 5.14: PIN Policy  Strategy . 

 

3. Detection and Enforcement Mechanism: Fingerprint Extraction  

 

The Prototype B Fingerprint Extraction function improves security by using biometric 

information for user authentication. To confirm users' identities and enable access to 

the MFA App, this functionality makes use of fingerprint recognition technology. 

The fingerprint extraction feature is implemented as follows in Prototype B: 

�x Biometric Enrolment: Users are prompted to enroll their fingerprints using the 

device's fingerprint sensor during the App's setup. 

�x When a user tries to log in, the App asks them to place their registered finger 

on the fingerprint sensor so that it can be recognized. 

�x The App verifies the scanned fingerprint with the recorded fingerprint data to 

validate the biometric information. Access is allowed if the comparison is 

successful. 

Testing Hypothesis Scenario: Consider the following hypothetical situation as you 

evaluate the Fingerprint Extraction functionality in Prototype-B: 

1. Test Objective: 

Verify that the App accurately extracts and verifies users' fingerprints for secure 

authentication. 
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2. Test Setup: 

�x A testing environment with a simulated user account and a registered 

fingerprint was set up. 

�x The App to recognize the registered fingerprint and trigger the 

authentication process using the fingerprint sensor was configured. 

3. Test Execution: 

�x An attempt to log in using the registered fingerprint was made. 

�x An attempt to log in using a different fingerprint was made. 

4. Expected Results: 

�x The App should successfully extract and verify the registered fingerprint, 

granting access. 

�x Access should be denied when attempting to log in using a different 

fingerprint. 

5. Documentation and Reporting: 

Testers evaluated the App's capability to precisely extract and verify users' fingerprints 

using the Fingerprint Extraction functionality for secure authentication. 

1. Expected Result: The App was expected to successfully extract and validate the 

registered fingerprint to provide access. Any attempt to log in with a different fingerprint 

should be rejected. 

2. Actual Result: When the test was run, the Fingerprint Extraction functionality 

behaved as intended. Access was granted when the registered fingerprint was 

correctly retrieved and confirmed by the App, but access was denied when a different 

fingerprint was used to log in. 

3. Documentation and Reporting: 

Test Case ID: FINGERPRINT-EXTRACTION-001 

Test Description: Evaluating the App's ability to accurately extract and verify users' 

fingerprints for secure authentication using the Fingerprint Extraction feature. 
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1. Test Steps: 

�x An attempt to log in using the registered fingerprint was made. 

�x The authentication response was observed. 

�x An attempt to log in using a different fingerprint was made. 

�x The authentication response was observed. 

2. Expected Outcomes: 

�x Successful extraction and verification of the registered fingerprint, granting 

access. 

�x Access denied when attempting to log in using a different fingerprint. 

3. Actual Outcomes: 

�x The App successfully extracted and verified the registered fingerprint, granting 

access. 

�x Access was denied as expected when attempting to log in using a different 

fingerprint as illustrated in the below Figure 5.15. 

4. Defect Report: 

�x Defect ID: DEFECT-008 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 
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Figure 5.15: Fingerprint Constraints . 

 

4.  Detection and Enforcement Mechanism: Mac -address Restriction  

 

Prototype B's Mac-Address Restriction feature improves security by granting or 

restricting access depending on a device's particular MAC address. By limiting access 

to the MFA App to only approved devices with specified MAC addresses, this 

functionality offers an extra degree of security. 

The Mac-Address Restriction is implemented as follows: 

�x Registering a device: Users are prompted to enter the MAC addresses of the 

approved devices they plan to use to access the App during the App's setup. 

�x Equipment Recognition: The App records the MAC address of the device being 

used by the user when they attempt to log in. 

�x Validating MAC Addresses with the registered MAC addresses, the App 

compares the captured MAC address. Access is permitted if the MAC address 

matches a recognized device. 

Consider the following hypothetical situation to evaluate the Prototype-Mac-Address 

B's Restriction feature. 

1. Test Objective: Verify that the App accurately validates the MAC address of 

devices for secure authentication. 

2. Test Setup: 
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�x A testing environment with a simulated user account and a list of registered 

MAC addresses was set up. 

�x The App to capture and validate the MAC address during the authentication 

process was configured. 

3. Test Execution: 

�x An attempt to log in using a device with a registered MAC address was made. 

�x An attempt to log in using a device with an unregistered MAC address was 

made. 

4. Expected Results: 

�x The App should successfully validate the MAC address of the device when 

logging in from a registered device and grant access. 

�x Access should be denied when attempting to log in from a device with an 

unregistered MAC address as shown in below Figure 5.16. 

5. Documentation and Reporting: 

 

Figure 5.16: MFA Device Constraints . 

5. Detection and Enforcement Mechanism: Security Feature  

 

Prototype B's Security/OTP feature improves security by using a two-factor 

authentication system. This feature increases the security of the MFA App by requiring 

users to authenticate securely using a one-of-a-kind OTP in addition to their primary 

credentials. 
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The Security/OTP feature in Prototype B is implemented as follows: 

�x OTP Generation: When the login procedure begins, the App creates a one-of-

a-kind OTP and sends it to the user's registered email address or mobile 

number. 

�x OTP Input: During the authentication procedure, users are required to enter 

their primary credentials as well as the received OTP. 

�x Validation of OTP: The App verifies the OTP that was supplied. Access is 

permitted if the created and delivered OTP matches the one provided. 

Testing Hypothesis Scenario: Consider the following fictitious scenario to evaluate the 

Security/OTP functionality in Prototype B: 

1. Test Objective: 

Check that the App produces, sends and verifies OTPs for secure two-factor 

authentication appropriately. 

2. Test Setup: 

�x A testing environment with a simulated user account and a registered mobile 

number or email address was set up. 

�x The App to generate and deliver OTPs during the authentication process 

was configured. 

3. Test Execution: 

�x The login process was initiated and the App sent the OTP. 

�x The received OTP was input along with primary credentials. 

�x An attempt to input an incorrect OTP was made. 

4. Expected Results: 

�x The App should successfully generate and deliver an OTP to the registered 

mobile number or email address. 

�x It should validate the provided OTP and grant access if the OTP matches 

the generated one. 
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�x Access should be denied when attempting to input an incorrect OTP. 

5. Documentation and Reporting: 

Scenario Description: Testers conducted tests to assess the App's ability to accurately 

generate, deliver and validate OTPs for secure two-factor authentication using the 

Security/OTP feature. 

1. Expected Result: It was anticipated that the App would successfully generate and 

provide an OTP, validate the one that was given, grant access when the OTP was 

accurate and prohibit access when it was inaccurate. 

2. Actual Result: After running the test, the Security/OTP feature behaved as intended. 

The App produced, sent and validated OTPs with accuracy, granting access with a 

genuine OTP and rejecting access with a false one. 

3. Documentation and Reporting: 

Test Case ID: SECURITY-OTP-001 

Test Description: Evaluating the App's ability to accurately generate, deliver and 

validate OTPs for secure two-factor authentication using the Security/OTP feature. 

1. Test Steps: 

�x The login process was initiated and the App sent the OTP and input. 

�x The authentication response was observed. 

�x An attempt to input an incorrect OTP was made. 

�x Observe the authentication response was observed. 

2. Expected Outcomes: 

�x Successful generation and delivery of an OTP. 

�x Successful validation of the provided OTP and access granted. 

�x Access denied when attempting to input an incorrect OTP. 

3. Actual Outcomes: 

�x The App successfully generated and delivered the OTP. 
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�x The provided OTP was successfully validated and access was granted. 

�x Access was denied as expected when attempting to input an incorrect OTP as 

shown in below Figure 5.17. 

4. Defect Report: 

�x Defect ID: DEFECT-010 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 

 

 

Figure 5.17: MFA OTP Constraints . 

 

5.2.6. Experimentation with the Adaptive MFA  Prototype C  

 

The adaptive MFA Prototype C App is an upgraded version that combines elements 

of Prototypes A and B. Additionally, session timeout and image recording of failed PIN 

attempts are introduced as depicted in Figure 5.18. 
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Figure 5.18: MFA Prototype C . 

1.  Detection and Enforcement Mechanism: Geo -Restriction  

 

By applying location-based access limitations, Prototype C's Geo-Restriction feature 

improves security. This feature adds an extra degree of security to the MFA App by 

ensuring that users may only access it from designated geographic locations. 

In Prototype-C, the Geo-Restriction feature is implemented as follows: 

�x User Location Detection: The App uses network-based and GPS-based 

techniques to ascertain the user's precise location at any given time. 

�x Location Comparison: The App makes a comparison between the user's 

location as detected by their device and a predefined list of allowed geographic 

regions. 

�x Access is permitted or prohibited depending on whether the user's location 

corresponds to an authorized place. 

To test the effectiveness of the Geo-Restriction feature in Prototype C, consider the 

following hypothetical scenario: 

1. Test Objective: 
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Use the Geo-Restriction functionality to check that the App correctly detects 

and applies location-based access restrictions. 

2. Test Setup: 

�x Create a testing environment with a list of permitted locations and a 

simulated user account. 

�x By giving test users predetermined coordinates, simulate user location 

detection. 

3. Test Execution: 

�x Access the App by logging in from a permitted location. 

�x Enter the App from a place that is not authorized. 

4. Expected Outcomes: 

�x When login in from a permitted location, the App ought to give access. 

�x When attempting to log in from an unapproved location, access should 

be refused. 

5. Documentation and Reporting: 

Scenario Description: The Geo-Restriction functionality of the App was put to the test 

to see how well it could detect and enforce location-based access limitations. 

1. Test Steps: The testing team started the test by attempting to log into the App from 

an unauthorized location and login in from an allowed location. 

2. Expected Outcome: The expectation was that the App would grant access when 

logging in from an authorized location and deny access when attempting to log in from 

an unauthorized location. 

3. Actual Outcome: The Geo-Restriction functionality behaved as intended after the 

test was run. Based on the established authorized places, the App accurately 

determined the user's geographic location and implemented access limitations. 

4. Documentation and Reporting: 

Test Case ID: GEO-RESTRICTION-001 
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Test Description: Assessing the Geo-Restriction feature's accuracy in detecting and 

enforcing location-based access limits in the App. 

1. Test Steps: 

�x Log in to the App from an authorized geographical location. 

�x Observe the authentication response. 

�x Attempt to log in from an unauthorized geographical location. 

�x Observe the authentication response. 

2. Expected Outcomes: 

�x Access granted when logging in from an authorized location. 

�x Access denied when attempting to log in from an unauthorized location. 

3. Actual Outcomes: 

�x Access was successfully granted from the authorized location. 

�x Access was denied as expected when attempting to log in from an unauthorized 

location. 

4. Defect Report (if applicable): 

�x Defect ID: DEFECT-011 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A 

5. Status: Closed (The test was successful with no errors). 
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Figure 5.19: MFA Geo-Fencing . 

 

2. Detection and Enforcement Mechanism: PIN Input  

 

Prototype-PIN C's feature increases security by requiring users to enter a numeric 

passcode during authentication. By forcing users to input a private PIN to access their 

accounts, this feature gives the MFA App an additional layer of security. 

In Prototype-C, the PIN feature is implemented as follows: 

�x PIN Setup: Users are requested to select a private numeric PIN at initial setup. 

�x PIN Input: Users must enter their PIN via the UI of the App during subsequent 

login attempts. 

�x PIN Verification: The PIN input is checked against the saved PIN linked to the 

user's account by the App. 

�x Access Granting: Access to the App is given if the entered PIN matches the 

stored PIN. 

To test the effectiveness of the PIN feature in Prototype-C, consider the following 

hypothetical scenario: 

1. Test Objective:  
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Verify that the App accurately verifies user authentication using the entered 

PIN. 

2. Test Setup: 

�x Set up a testing environment with a simulated user account and a 

registered PIN. 

�x Configure the App to prompt users for a PIN during login and verify the 

entered PIN against the stored PIN. 

3. Test Execution: 

�x Initiate the login process and input the registered PIN. 

�x Attempt to log in using an incorrect PIN. 

4. Expected Results: 

�x The App should accurately verify the registered PIN and grant access. 

�x Access should be denied when attempting to log in using an incorrect 

PIN. 

5. Documentation and Reporting: 

Testers conducted tests to assess the App's ability to accurately verify user 

authentication using the entered PIN through the PIN feature. 

1. Expected Outcome: The expectation was that the App would accurately verify the 

registered PIN and grant access and access would be denied when attempting to log 

in using an incorrect PIN. 

2. Actual Outcome: Upon executing the test, the PIN feature demonstrated the desired 

behaviour. The App accurately verified the entered PIN, granting access, while access 

was denied when attempting to log in using an incorrect PIN. 

3. Documentation and Reporting: 

Test Case ID: PIN-VERIFICATION-001 

Test Description: Evaluating the App's ability to accurately verify user authentication 

using the entered PIN through the PIN feature. 
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1. Test Steps: 

�x Initiate the login process and input the registered PIN. 

�x Observe the authentication response. 

�x Attempt to log in using an incorrect PIN. 

�x Observe the authentication response. 

2. Expected Outcomes: 

�x Successful verification of the registered PIN and access granted. 

�x Access denied when attempting to log in using an incorrect PIN. 

3. Actual Outcomes: 

�x The App successfully verified the entered PIN, granting access. 

�x Access was denied as expected when attempting to log in using an incorrect 

PIN. 

4. Defect Report  

�x Defect ID: DEFECT-012 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A  

5. Status: Closed (The test was successful with no errors). 
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Figure 5.20: PIN Policy  Strategy . 

3. Detection and Enforcement Mechanism: Fingerprint Extraction  

 

The Fingerprint Extraction feature of Prototype C makes use of biometric technology 

for user authentication to boost security. This feature offers a quick and secure way to 

access the App by using fingerprint recognition. 

In Prototype C, the Fingerprint Extraction feature is implemented as follows: 

�x Biometric Enrolment: During the initial setup of the App, users are prompted to 

enroll their fingerprints. For each registered user, this entails taking a picture of 

and saving a special fingerprint template. 

�x Fingerprint Recognition: The App prompts users to place their registered 

fingerprint on the device's biometric sensor when they try to log in. 

�x Matching Fingerprints: The App checks to see if the provided fingerprint 

matches the templates it has stored. 

�x Access is given to the App if the provided fingerprint matches a template that 

has been previously stored. 

�x Consider the following example situation to evaluate the performance of the 

fingerprint extraction feature in prototype C: 

1. Test Objective:  
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Test the App's ability to record and match fingerprints accurately for safe user 

authentication. 

2. Test Setup: 

�x Create a testing environment with a registered fingerprint template and a 

fake user account. 

�x Set the App up to take fingerprints during authentication and compare them 

to templates that have been stored. 

3. Test Execution: 

�x Place the registered fingerprint on the device's biometric sensor to start the 

login procedure. 

�x Use an unregistered fingerprint to try to log in. 

4. Expected Outcomes: 

�x The application must successfully identify the registered fingerprint and 

authorize access. 

�x When attempting to log in with an unregistered fingerprint, access should 

be refused. 

5. Documentation and Reporting: 

Scenario Description: Testers conducted tests to assess the App's ability to accurately 

capture and match fingerprints for secure user authentication using the Fingerprint 

Extraction feature. 

1. Expected Outcome: The expectation was that the App would accurately recognize 

the registered fingerprint and grant access and access would be denied when 

attempting to log in using an unregistered fingerprint. 

2. Actual Outcome: Upon executing the test, the Fingerprint Extraction feature 

demonstrated the desired behaviour. The App accurately recognized the registered 

fingerprint, granting access, while access was denied when attempting to log in using 

an unregistered fingerprint, as seen in Figure 5.21. 
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Figure  5.21: Fingerprint  Constraint s. 

Documentation and Reporting: 

Test Case ID: FINGERPRINT-EXTRACTION-001 

Test Description: Evaluating the App's ability to accurately capture and match 

fingerprints for secure user authentication using the Fingerprint Extraction feature. 

1. Test Steps: 

�x Initiate the login process and place the registered fingerprint on the device's 

biometric sensor. 

�x Observe the authentication response. 

�x Attempt to log in using an unregistered fingerprint. 

�x Observe the authentication response. 

2. Expected Outcomes: 

�x Successful recognition of the registered fingerprint and access granted. 

�x Access denied when attempting to log in using an unregistered fingerprint. 

3. Actual Outcomes: 

�x The App successfully recognized the registered fingerprint, granting access. 



177 

 

�x Access was denied as expected when attempting to log in using an 

unregistered fingerprint. 

4. Defect Report (if Applicable): 

�x Defect ID: DEFECT-011 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A  

5. Status: Closed (The test was successful with no errors). 

 

 

4. Detection and Enforcement Mechanism: Security Feature  

 

Prototype C's Security feature includes several layers of security upgrades to protect 

user accounts as they engage in online banking operations. This feature combines 

pre-existing security features from Prototypes A and B with fresh features intended to 

fend off future attacks and unlawful access. 

The Security feature in Prototype C is implemented as follows, fusing features from 

Prototypes A and B with new ones: 

�x MFA: The MFA procedures used by Prototype C include PIN, fingerprint 

extraction and OTP verification. Together, these elements guarantee safe user 

identity verification. 

�x Location-Based Access Restrictions: During login attempts, the App uses Geo-

location services to determine the user's location. It compares the user's 

location to previously established acceptable access regions. Access is refused 

if the user's location is outside the specified regions. 

�x Session Time-Out and Intruder Capture: Functionality for session time-outs is 

added in Prototype C. The App automatically locks users out if they are inactive 

for a predetermined amount of time, increasing security. Additionally, the app 
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takes pictures of intruders who repeatedly input the wrong PIN and sends them 

to the administrator. 

Hypothetical Testing Scenario: To test the effectiveness of the Security feature in 

Prototype C, consider the following hypothetical scenario: 

1. Test Objective:  

Test that the MFA, location-based access limitations, session time-out and intruder 

capture functions are all correctly implemented by the App. 

2. Test Setup:  

A testing environment was created with a variety of testing devices, simulated user 

accounts and predetermined permissible territories. 

�x MFA, location detection, session time-out and intruder capture were configured 

in the app to deploy the security feature. 

�x Login attempts from devices located in allowed regions were made during the 

test's execution. 

�x Login attempts were made from gadgets outside the permitted areas. 

�x The ability of the session to time out after a predetermined period of inactivity 

was evaluated. 

�x It was simulated that an intruder would enter an erroneous PIN several times 

and be captured. 

3. Expected Outcomes: 

�x When login in from a device within permitted areas, access must be authorized. 

�x When login in from devices outside of permitted areas, access should be 

blocked. 

�x Users should be automatically logged out of the App after a predetermined 

amount of inactivity. 

�x The App should record video of intruders repeatedly typing the wrong PIN. 

4. Documentation and Reporting: 
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Scenario Description: The App's ability to enforce MFA, location-based access 

limitations, session time-out and intruder capture capabilities provided in Prototype C's 

Security feature was tested. 

1. Expected Outcome: It was anticipated that the App would grant access to users 

logging in from within acceptable geographic boundaries, deny access to users 

logging in from outside acceptable geographic boundaries, log users out automatically 

after a predetermined amount of inactivity and take screenshots of intruders 

repeatedly entering the wrong PIN. 
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desired behaviour. To improve security, the App correctly included MFA, location-

based access limitations, session time-out and intruder capture functions. 

Documentation and Reporting: 

Test Case ID: SECURITY-FEATURE-001 

Test Description: Evaluating the implementation of the Security feature in Prototype 

C, including MFA, location-based access restrictions, session time-out and intruder 

capture functionalities. 

1. Test Steps: 

�x Login attempts should be made from devices located in permitted areas. 

�x Observe the response to the authentication. 

�x Login attempts should be made from devices located outside of permitted 

areas. 

�x Observe the response to the authentication. 

�x Examine the session timeout functionality when inactive. 

�x Observe how the session times out. 

�x Simulate incorrect PIN entries several times. 

�x Observe the invader capture reaction from the App. 

2. Expected Results: Devices inside approved zones are allowed access. 
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�x Devices outside of permitted zones are not allowed access. 

�x After a predetermined amount of inactivity, users were automatically logged out. 

�x In reaction to intrusion attempts, pictures were taken and emailed to the 

administrator. 

3. Actual Results: Devices within acceptable zones were successfully allowed access. 

�x Devices outside the permitted regions were essentially barred from access. 

�x After the predetermined amount of inactivity, users were automatically logged 

out. 

�x The App photographed intruders repeatedly typing the wrong PIN. 

4. Defect Report (if Applicable): 

�x Defect ID: DEFECT-011 

�x Defect Description: N/A (No defects were identified in this scenario). 

�x Severity: N/A  

5. Status: Closed (The test was successful with no errors). 

 

5.12. Summary and Observation  

 

The thorough analysis of Prototypes A, B and C, which considered their unique 

features and functionalities offered insightful information about their usability, 

performance and security. Each prototype's features were examined and the testing 

that revealed advantages, disadvantages and prospective areas for development. 

Table 5.4: Summary of the Evaluation Results  

Metric  Prototype A  Prototype B  Prototype C  STDB App  FNB Banking 

App  

Throughput (TPM)  800 100 1000 1750 1850 
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Response Time 

(ms) 

500 800 300 1000 700 

Security Rating  7 6 8 9 9 

Resource 

Utilization Rating  

7 6 8 9 9 

Speed Rating  5 4 7 8 9 

Performance 

Percentage (2010s 

to 2100s)  

50% 40% 70% 80% 90% 

 

The major metrics assessed for each of the App prototypes (A, B and C), as well as 

the STDB App and FNB Banking App are succinctly summarized in Table 5.4. This 

comparison analysis, made possible by AppDynamics and Datadog APM tools, gave 

an overview of the performance, speed, security posture and resource usage of the 

prototypes. The performance differences between the prototypes were displayed by 

AppDynamics, while Datadog's analysis provided insights into resource allocation and 

management. 

Following ISO/IEC 29119 guidelines while testing not only confirmed that the 

prototypes were compliant with established standards but also emphasized the 

necessity of widely acknowledged software testing concepts. In a setting where 

compliance and standards are crucial, this guaranteed software quality and user 

confidence. 

 

5.12.1. Prototype A  

 

A wide range of security measures, including geo-restriction, a PIN entry mechanism, 

fingerprint extraction, MAC-address restriction and OTP, are present in Prototype A. 

The improved user authentication and access control that is provided by these security 

layers. Although Prototype A successfully combines MFA and access controls, there 
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are still some things that might be improved. The testing method confirmed that the 

security was implemented successfully. 

 

5.12.1.1. The Limitations  of Prototype A  

 

Prototype A has some limits, just like every technology solution, despite its unique 

characteristics and strong security architecture. To spot possible areas for 

improvement and acknowledge the difficulties that must be overcome throughout the 

creation and deployment of the App, it is essential to be aware of these constraints. In 

this section, we go over Prototype A's main drawbacks: 

1. Negatives and false positives: The prevalence of false positives and false 

negatives is one of the major difficulties faced by MFA solutions, especially 

Prototype A. False positives are situations in which innocent user behaviour is 

wrongly classified as harmful, resulting in pointless alarms and possibly irate users. 

False negatives, on the other hand, happen when real security risks go unnoticed, 

endangering user accounts and confidential information. In the development of the 

proposed MFA, finding a balance between detection accuracy and reducing false 

warnings remains challenging. 

2. Impact on Network Latency and Performance: The use of an MFA that continuously 

detects and responds to network anomalies may increase network latency and 

performance overhead. Although the App intends to protect user accounts, it is 

crucial to assess how it will affect the overall user experience, especially during 

times of high traffic. Excessive latency may possibly impede essential online 

banking functions, frustrating users and reducing App adoption. 

3. Prototype A's advanced security features, such fingerprint extraction and MAC-

address restriction, may need certain hardware and software support.  

4. Device Compatibility and System Requirements: It can be difficult to guarantee 

widespread device compatibility across a range of mobile devices and operating 

systems. Additionally, some older or underpowered devices might not completely 

support the security features of the App, reducing its usefulness for some users. 
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5. Privacy Issues: Users have privacy issues while using biometric data, such as 

fingerprint extraction. Biometrics improve security, but they also need a high level 

of data protection to guard against misuse or illegal access. To preserve user 

confidence and adhere to privacy laws, it is essential to address these privacy 

problems. 

6. Changing Cyberthreats: Cyberattackers frequently use advanced techniques to get 

around security precautions and threats are constantly changing. To remain 

effective, Prototype A must quickly react to new threats, necessitating regular 

upgrades and improvements. The App could become subject to new attack vectors 

if the current threat intelligence is not kept up to date with it. 

7. Administrative Costs and Overheads: Prototype A's proactive disabling of user 

accounts during alleged attacks necessitates a well-defined administrative 

procedure. Online banking platforms may experience customer displeasure and 

possible income loss if valid customers are mistakenly blocked. 

5.12.2. Prototype B  

 

Prototype B scheme adds web-based features and was created using Visual Studio 

and the .NET framework. The addition of security components from Prototype A 

improves the overall security posture of the App. Although the conversion of Prototype 

B to a web-based platform demonstrates adaptability, some performance and 

resource usage restrictions have been found. The security aspects of the App showed 

a strong security posture. 

 

5.12.2.1. The Limitations of Prototype B  

 

Although Prototype B, the MFA web-based version, provides many improvements in 

online banking security, it also has several limitations that should be considered when 

planning its design and deployment. Finding these restrictions will make it easier to 

handle any issues and improve the App's functionalities for optimum performance. The 

following are Prototype B's main drawbacks: 
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1. Scalability Issues: Prototype B may experience scalability issues as the user base 

and transaction volumes grow. The ability of the application to handle more concurrent 

users and handle more data flow could potentially be strained, which would result in 

longer response times. To maintain a seamless user experience even during peak 

usage periods, it will be essential to make sure that the infrastructure and architecture 

of the App are intended to scale efficiently. 

2. Vulnerabilities on the Web: Prototype B is web-based, making it vulnerable to 

several web-specific flaws, including Cross-Site Scripting (XSS), SQL Injection and 

Cross-Site Request Forgery (CSRF). It will be essential to implement strong security 

mechanisms, such as input validation, output encoding and session management, to 

counteract these dangers and protect user data. 

3. Browser compatibility: There may be problems due to the wide range of web 

browsers available and their differing degrees of support for web standards. To 

guarantee a consistent and user-friendly experience for all users, Prototype B needs 

to be carefully tested across all browsers and versions. 

4. Performance and Network Latency: Similar to its mobile counterpart, Prototype B's 

real-time network monitoring and threat response algorithms may cause performance 

issues and network latency. To offer consumers a fluid and responsive application, 

efforts should be taken to improve these operations without sacrificing security. 

5. Biometric Authentication Challenges: Hardware restrictions on some systems may 

interfere with the integration of biometric authentication, such as fingerprint 

verification. The accessibility and usefulness of this authentication method may be 

hampered by the fact that not all users may have biometric sensors that are suitable. 

6. Training and Acceptance of Users: User resistance or difficulty adjusting could result 

from the introduction of new security measures found in the proposed MFA. To 

promote their acceptance and guarantee easy user onboarding, it will be crucial to 

inform users of the significance of these steps and to provide them with user-friendly 

training materials. 

7. Server Resource Overhead: Strong security measures along with active network 

monitoring and anomaly detection may put additional strain on server resources. The 
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maintenance of the App's responsiveness under heavy usage will depend on ensuring 

adequate server capacity and performance optimization. 

Although Prototype B represents a considerable increase in online banking security, it 

is important to understand its shortcomings to create efficient mitigation and 

improvement plans. To give consumers a seamless and safe experience, addressing 

scalability issues, protecting against web-based vulnerabilities and optimizing 

performance are essential. Despite these drawbacks, an MFA web-based application 

that sets new standards for protecting online banking transactions in the modern day 

was be created by implementing thorough security measures and a user-centric 

design. 

 

5.12.3. Prototype C  

 

The functionality of Prototypes A and B are combined with Brand-New Components 

like Session Time-Out and Intruder Image Capture in Prototype C. By fixing flaws 

found in earlier prototypes, this version exemplifies innovation. A dedication to user 

security and enjoyment is seen in Prototype C's introduction of unique features. 

Introducing proactive security measures are the adoption of invader image capture, 

location triangulation logs and session time-out. Even though performance has 

improved, cautious resource management must be practiced. 

Overall, the analysis and testing of the prototypes have revealed their advantages and 

offered useful information for further development. The attention placed on security, 

usability and efficiency underlines a dedication to protecting user data and improving 

user experience. This review serves as a foundation for gradual enhancements and 

optimization, reflecting the ongoing dedication to creating a robust and secure MFA 

App. 

 

5.12.3.1. The Limitations  of Prototype C  
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While providing important improvements in online banking security, Prototype C has 

some notable drawbacks that need to be taken into consideration. Its ability to 

withstand complex attacks is one noticeable shortcoming. Attackers use more 

sophisticated methods as cyber threats develop continuously, challenging the 

capability of any MFA system, including Prototype C. The system's ability to detect 

and defend against emerging threats, as well as to stay one step ahead of attackers, 

depends on continual monitoring and improvement of its algorithms and rules. 

The potential for false positives and false negatives in Prototype C is another 

drawback. While false negatives happen when actual attacks go unnoticed, false 

positives happen when legitimate activity are mistakenly reported as aberrant. For 

MFA systems, particularly Prototype C, finding a balance between reducing false 

alarms and keeping a high detection accuracy rate can be difficult. To reduce false 

alarms and improve the system's overall accuracy, the algorithms, thresholds and rule 

sets must be continuously improved. 

The constraints of Prototype C are not exceptional in comparison to other MFA Apps 

available on the market because the industry faces comparable issues. The 

effectiveness against sophisticated assaults and the decrease in false positives and 

negatives are areas that all MFA solutions are always working to improve. Cutting-

edge technology, threat intelligence, machine learning algorithms and frequent 

upgrades to keep up with the changing threat landscape are needed to address these 

shortcomings. 

Continuous research and development activities are necessary to reduce the 

limitations. The system's capacity to recognize and respond to novel attack patterns 

can be improved by utilizing developments in artificial intelligence and machine 

learning algorithms. Working together with industry leaders and cybersecurity experts 

can help the system's capabilities be improved and give insights into new threats. To 

fix flaws and make sure that Prototype C is reliable and successful at protecting online 

banking transactions, updates and patches should be distributed on a regular basis. 

Prototype C can further boost its position among other MFA Apps on the market by 

actively resolving these issues and providing better security protocols and increased 

protection against threats to online banking. 

 



187 

 

5.13. Summary  

 

The main objective of this Chapter was to demonstrate the evaluation and comparison 

of the prototypes against the standard of the banking applications and industry 

standards. In this study, the top online banking platforms offered by STDB and FNB 

were contrasted with the experimental evaluations of the three MFA prototypes (A, B 

and C). Datadog and AppDynamics APM examined the proposed MFA's performance 

and security optimization through simulations. Some of the important performance 

indicators utilized to analyse and discuss the experimentation behaviour included 

Average Throughput, Average Time and Resource Utilization.  

Additionally, this study provided a thorough behavioural comparison of the prototypes 

to the well-established banking FNB and STDB Apps. The importance of compliance 

was also highlighted to arcetain how closely the prototypes complied with the 

industry's ISO/IEC 29119 requirements. Also covered in this Chapter, were the �0�)�$�¶�V��

drawbacks and areas that need further improvement. The objective results, analysis 

and recommendations for future works are offered in the following chapter, along with 

a brief discussion of the unresolved issues. 
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6. Chapter  6:  Summary, Conclusion & Future Works  

 

6.1. Research  Summary  

 

The purpose of this study was to design and develop an adaptive five-factor 

authentication scheme that can be applied for user authentication on online banking 

platforms. This study qualitatively analyzed the characteristics, risks exposure, 

weaknesses and efficacy of user authentication schemes routinely employed in well-

known online banking services. Additionally, a qualitative comparison of the created 

MFA scheme with recognized authentication schemes was performed. As opposed to 

the MFA scheme that is being presented, several of these proven systems use fewer 

modalities for grouping. For the main objective of safeguarding online financial 

platforms, the developed MFA approach grouped five mix modals for authentication. 

To accomplish the objectives, this study blended SFA, 2FA and 3FA, which are the 

commonly used authentication schemes, with additional elements to produce a 

reliable authentication scheme. The traditional username and password or PIN and 

OTP authentication techniques, which are used for verification and authentication, 

were among the five factors. The proposed design research improved the already-

existing conventional schemes by adding further mix modals such as user fingerprints 

and facial biometrics, device-specific features, the identification of a user-registered 

smart device and geographic position (Geo-location) for authentication. The 

incorporation of five security levels into the proposed solution stands out since it allows 

for a dependable MFA system without sacrificing a good user experience and requires 

minimum user interaction. A visual example of the study is available on this YouTube 

link: https://youtu.be/XPMs0Gr1JHY . 

To prevent intrusions and attacks, active user behaviour control, preset times and pre-

selected geographic regions were added to the MFA. Additionally, the MFA included 

notifications, the capacity to covertly take a user's picture, area triangulation logs and 

a time stamp of any unauthorized attempts to use the registered smart devices. This 

strategy is required to assist in the tracking and tracing of user devices, attackers and 

user rescue in the event of kidnappings. As a result, the proposed adaptive five-factor 
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scheme measurements showed promising results through the analysis of the key 

performance metrics that included Average Throughput, Average Time, Resource 

Utilization and Security aspect.   

In this Section, the study discusses how the objectives outlined in Section 1.5 of 

Chapter 1 were accomplished.  

1.  To identify the challenges and limitations of the authentication schemes 

currently  used by the banks for online banking services.  

 

This objective was addressed in Chapter 2 and 3, where an extensive examination of 

existing online banking authentication schemes used by established financial 

institutions was conducted through literature review. This study provided an overview 

of various types of authentication factors used in online banking services. As a result, 

this study investigated different MFA�¶�V and described the challenges, benefits and 

limitations of the current MFA schemes. Several weaknesses in such authentication 

methods included authentication methods that are stagnant, using less than three 

authentication factors and offered too much user-access flexibility thus increasing 

security risks. None of the existing MFA schemes used five factors for authentication. 

This study then proposed several techniques and crucial authentication factors that 

may be integrated to provide a trustworthy MFA without straining the systems or 

jeopardizing the usability features of systems.  

 

2. To design the proposed MFA scheme to reduce cyberattacks  on online 

banking services.   

 

In Chapter 3, this study provided a thorough analysis of the MFA schemes currently in 

use in online banking as well as the design principles behind the proposed adaptive 

MFA system. The developed MFA contained several authentication vectors with 

distinct properties connected in a sequence of steps to produce a strong adaptive MFA 

scheme that can recognize and thwart assaults. The created MFA can disable user 

accounts, lock them out, inform banking customers and administrators, photograph 

intruders and provide a track-and-trace capability employing location triangulation in 

the case that a user account is compromised. 
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3. To implement the proposed MFA scheme that will deliver improved security 

for online banking services.  

 

The most popular simulation tools relative to this study were introduced and explored 

in Chapter 4, to assist in the implementation of the simulated proposed MFA scheme. 

Three prototypes were put into practice: Prototype A, an App built on the Android 

Studio platform; Prototype B, a web application built on the Visual Studio platform; and 

Prototype C, an App built on the FlutterFlow platform. The established MFA Apps from 

FNB and STDB were contrasted with the proposed MFA prototypes.  

The critical performance indicators in the implemented and established MFAs were 

assessed using renowned AppDynamics and Datadog APM tools. Average 

Throughput, Average Time and Resource Utilization were among the measurement 

parameters. The study of the results revealed that the prototypes' added 

authentication layers made them more secure. The most effective prototype was 

prototype C, which outperformed well-established online banking services in terms of 

security. The adaptive five-factor of Authentication in Prototype C gave users improved 

security. These authentication factors included the traditional authentication elements 

along with adaptive user behaviour elements in the form of location and time 

restrictions. Additionally, it can track and trace user devices, covertly capture intruders 

and submit photos for examination. The proposed MFA's features improved the 

security of online banking. 

4. To measure the effectiveness of the proposed MFA scheme against the 

existing authentication schemes in online banking services.  

 

In Chapter 5, the evaluation and comparison of the developed prototypes against the 

industry best practices standards and the leading online banking platforms offered by 

STDB and FNB were contrasted with the experimental evaluations of the three MFA 

prototypes (A, B and C). The effectiveness of Datadog and AppDynamics APM tools 

in assessing MFA methods in online banking platforms was thoroughly examined and 

approved. In the analysis of the proposed MFA's performance and security, Datadog 

and AppDynamics showed their ability to deliver dashboards that are ready to use, 

end-to-end distributed tracing, comprehensive monitoring tools, machine learning 
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analytics and more. Some of the most crucial KPIs for gauging an application's 

performance include the load time, crash reports, device information, screen resolution 

and operating systems. Developers can manage the technical performance of 

applications and enhance the testing process thanks to these indicators. Through the 

effective monitoring and evaluations by Datadog and AppDynamics APM, major 

performance indicators like Average Throughput, Average Time and Resource 

Utilization were successfully measured. This solidifies the tools' effectiveness in 

assessing MFA's behaviour. 

 

6.2. Challenges and Future Works  

 

The completion of the proposed adaptive five-factor authentication scheme was a 

challenging study that required substantial programming language skills. These 

required extensive study, repetition and application, it was a steep learning curve. The 

initial barrier was from a lack of knowledge with the platforms for Android and Visual 

Studio, which were essential to the development process. However, resourceful use 

of the online platforms like YouTube tutorials and readily available tools, played a 

pivotal role in resolving these challenges. 

 

It was challenging to manage the concurrent development of the three MFA 

prototypes, which used various programming languages. For all the prototypes to 

function effectively, this required painstaking attention to detail and appropriate 

organization of coding processes. 

 

While this research study accomplished its primary objectives, there are areas that 

need more investigation. A noteworthy aspect is the consideration of user behaviour 

and environment. Understanding how users engage with online banking systems in 

their context is crucial. This understanding could significantly contribute to mitigating 

the risk of unauthorized access resulting from user abductions or hostile situations. 

This suggests the potential incorporation of Artificial Intelligence (AI)-driven emotional 

analysis to detect critical scenarios and activate appropriate response mechanisms. 
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As technology continues to advance, the advent of Big Data and the Sixth Generation 

(6G) networking technology brings forth new challenges and opportunities. The 

proliferation of smart access, gaits technology automated manufacturing, AI, Deep 

Machine Learning (DML) and Autonomous technology emphasizes the need for 

stringent security protocols, including seamless user authentication mechanisms. 

 

 
Figure 6.1: MFA with Emotions Detectio n (in Device).  

 

The above Figure 6.1 illustrates future development on MFA Prototype C and how AI 

will be incorporated to identify user emotions in pressing scenarios. A thorough 

understanding of interactions with online banking systems will be achieved through 

future research that examines user behaviour and native environment. These issues 

could prevent user profiles from being compromised as a result of kidnappings or other 

forms of emotional blackmailing. 

 

6.3. Conclusion  

 

This study represents an effort to enhance online banking security through the 

innovative development of an adaptive five-factor authentication scheme. 

Incorporating a comprehensive set of five distinct modalities with the goal of fortifying 

online banking services with a robust, resilient and user-friendly security solution. The 

MFA method underwent meticulous development, considering various modalities and 
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their corresponding performance metrics, contributing to improved security and 

enhanced usability. 

 

The thoroughly described experimental evaluation in Chapters 4 and 5 showed the 

proposed MFA method to be incredibly effective. The method demonstrated notable 

performance improvements in terms of the Average Throughput, Average Time, 

Resource Utilization and Secure, emphasizing its potential to enhance the security 

environment of online banking transactions. Testing was rigorously done on the 

method's distinctive fusion of authentication modalities. The self-taught programming 

background of the researcher presented learning curves, coding mistakes and design 

oversights that made the development process difficult. The opportunity for 

improvement and the incorporation of expert software engineering approaches is 

highlighted by this. To increase database complexity, market readiness and general 

security robustness, it is essential to address these issues. 

 

As a result, the goals of this research were successfully accomplished. The online 

banking platform's security was improved with the developed the adaptive five-factor 

authentication scheme, which combined five modalities. The created MFA approach 

offers a step toward creating solid schemes for a safer authentication experience as 

the digital landscape changes. 
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Appendixes  

Appendix A: Table of Formulae  

 

Table of Formulae is an essential component of our research paper, providing a 

comprehensive reference point for the mathematical underpinnings and calculations 

that drive the methodologies and results discussed throughout our study.  

 Equation  Vectors  Description  

1. 1 �5�>�5�-�5�?�; �%�>�G�5�? 

 

S: Server 

SK: Secret Parameter string 

generated by algorithm. 

C: Client 

k: Application PIN of the user. 

Create PIN stored. 

2. 1 �5�>�5�-�6�?�; �%�>�G�6�? S: Server. 

SK: Secret Parameter string 

generated by algorithm. 

C: Client 

k: Application PIN of the user. 

Confirm created PIN 

stored. 

* Will be deleted 

immediately once the 

registration is complete. 

3. 1 �%�>�G�5�?=���%�>�G�6�?
L �‘�•�‡�•�:�r�á�v) 

 

C: Client. 

k: Application PIN of the user. 

 

Ensure PINs match and 

are 4 digits, format of 

ones which are single 

numbers from 0 to 4. 

4. 1 �5�>�5�-�7�?�; �%�>�J�? S: Server. 

SK: Secret Parameter string 

generated by algorithm. 

C: Client. 

�J�ã Phone number. 

Insert phone number 

stored. 

5. 1 �%�>�J�?
L �‘�•�‡�•�:�r�á�{�; 

 

C: Client. 

�J�ã Phone Number. 

Ensure numbers are 10 

digits, format of ones 

which are single 

numbers from 0 to 9. 

6. 1 �5�>�5�-�8�?�; �%�>�E�? S: Server. 

SK: Secret Parameter string 

generated by algorithm. 

C: Client. 

�E: S.A ID Number. 

RSA ID Number stored. 
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7. 1 �%�>�E�?
L �‘�•�‡�•�:�r�á�s�u�; 

 

C: Client 

�E: S.A ID Number. 

Ensure numbers are 13 

digits, format of ones 

which are single 

numbers from 0 to 9. 

8. 1 �F
L �)�A�J�:�$�E�K�&�=�P�=�; �\ �:�4�á�2�;  

 

�F�ã User Fingerprint. 

 

Converts genetic biodata 

into string and 

reproductive algorithm. 

9. 1 �–�ƒ�•�t�é
L �t 
Í 
Í 
k�C�ë �Û�C�ì 
o

���t 
Í 
Í �:�C�ë


F �C�ì �;��3 

�C�ë�ãgradient values along x-

direction 

�C�ì �ãgradient values along y-

direction 

This will generate and 

store a direction map of �F. 

10. 1 �–�ƒ�•�t�é
L �<�t 
Í 
Í 
k�C�ë �Û�C�ì 
o


E�t 
Í 
Í �:�C�ë
�6


F �C�ì
�6�;���=�����9 �Û�9

�Û
Í 
Í �:�C�ë
�6


E�C�ì
�6�; 

�C�ë�ãgradient values along x-

direction 

�C�ì �ãgradient values along y-

direction 

�9 �ã Each block of the 

fingerprint image. (W is 16 

pixels by default) 

Discarding of 

insignificant fingerprint 

image ridges. 

11. 1 �5�>�5�-�9�?�; �%�>�F�? S: ServerSK: Secret 

Parameter string generated 

by algorithm. 

C: Client 

�F�ã User Fingerprint 

Fingerprint stored. 

12. 1 �5�>�5�-�: �?�; �%�>�N�?��, S: Server 

SK: Secret Parameter string 

generated by algorithm. 

C: Client 

�N�ã Geo-restricted radius. 

Geo-location restriction 

stored. 

13. 1 �C
L �N�:�D�:�L�5�;�����%�>�F�?�����L�K�O�Ü�; ;�C
Q�N 

 

�N�ã Geo-restricted radius 

�D�ã��Hash function 

�L: PIN 

C: Client 

�F�ã User Fingerprint 

�L�K�O�Ü: Denotes the position at 

which the user is during this 

instant. 

Detect and calculate the 

difference between the 

current position and 

restriction radius. 

                                            
3 According to the calculations done by Zain S. Barham 
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14. 1 e = 1(True) 

 

e:Emmulator A collection returns 

detect the devices Mac 

address. 

15. 1 �I  = e*item(1/2/3) ,where item
Q3 

 

e:Emmulator 

item: Mobile Device 

Identify mobile device 

and store with a 

restriction of 3 devices. 

16. 1 �5�>�5�-�; �?�; �%�>�I �? S: Server 

SK: Secret Parameter string 

generated by algorithm. 

C: Client 

�/ �ã Device Mac Add. 

Store Mac Address 

17. 1   

�4 
L �4�A�L���:�$�E�K�&�=�P�=�"�á�2�; 

 

�$�E�K�&�=�P�=��: Biometric 

template. 

�4: Random Biogenetic string 

generated by fuzzy extractor. 

�4�A�L�ã Reproduction Algorithm. 

�2�ã Auxiliary String 

Extract the biodata 

template. 

 

18. 1 �5�>�5�-�5�"�?�; �%�>���5�:�&�=�P�=�5�;�?�á 

 

S: Server 

SK: Secret Parameter string 

generated by algorithm. 

C: Client. 

Function will extract the 

PIN. 

19. 1 �5�>�5�-�5�?�; �%�>���5�:�&�=�P�=�5�;�?
L �L�� 

 

�5�>�5�-�?�; �%�>���5�:�&�=�P�=�9�;�?
L �B 

 

�L: PIN. 

�B: Fingerprint. 

S: Server 

SK: Secret Parameter string 

generated by algorithm. 

C: Client. 

Prompt the user to login 

with their PIN and 

fingerprint. 

20. 1 �5�>�5�-�7�?�"�; �%�>�J�? 

 

S: Server 

SK: Secret Parameter string 

generated by algorithm. 

C: Client. 

�J�ã Phone Number. 

Phone number extraction 

and send OTP. 

21. 1 �5�>�5�-�?�"�; �%�>���5�:�&�=�P�=�È�Í�É�;�?�� 

 

S: Server 

SK: Secret Parameter string 

generated by algorithm. 

C: Client. 

OTP: One -Time Pin. 

Stores the OTP. 
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Appendix B: PIN Conditions Script  

 

PIN Conditions Script serves as an in-depth look into the intricate details of the PIN 

conditions and constraints used in our study. In this appendix, we present a 

comprehensive script that outlines the specific rules, algorithms and logic governing 

the generation, validation, and security of PINs within our MFA.  

 

PIN Conditions 

Script 

<?xml version="1.0" encoding="utf-8"?> 

<<?xml version="1.0" encoding="utf-8"?> 

<meta http-equiv="UrlAuthenticationCommonError 

" content="IE=edge"> 

 

    <!-- Relative layout as parent layout--> 

<RelativeLayout 

xmlns:android="http://schemas.android.com/apk/res/android" 

xmlns:app="http://schemas.android.com/apk/res-auto" 

xmlns:tools="http://schemas.android.com/tools" 

android:layout_width="match_parent" 

android:layout_height="match_parent" 

tools:context=".MainActivity"> 

 

 

<!-- Passcode view , which is imported 

    from the dependency which have been added in 

    gradle file--> 

<RelativeLayout 

    android:id="@+id/passcodeview" 

    android:layout_width="match_parent" 

    android:layout_height="match_parent" 

    android:background="#222222" 

    app:correctStateColor="#71bb4d" 

    app:firstInputTip="Enter a passcode of 4 digits " 

    app:normalStateColor="#ffffff" 

    app:numberTextColor="#222222" 

    app:passcodeLength="4" 

    app:passcodeViewType="set_passcode" 
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    app:wrongStateColor="#ea2b46" /> 

 

</RelativeLayout> 

 

 

 

 

    </androidx.constraintlayout.widget.ConstraintLayout> 

 

 

 

 

 

 

 

 

 

Output 

 

 

 

 

 

An error message will appear when 

the client inserts a PIN that is not four 

digits according to the input length 

string: 

app:passcodeLength="4" 

When the client inserts a four digit PIN 

that does not match the one in the 

database,���o�>�‘ 
Ú�?
M�o�>�–
Ú�? then an error 

message will appear according to the 

string: 

�« "UrlAuthenticationCommonError���«�� 
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Appendix C: Scan Conditions Script  

 

Scan Conditions Script is offering a detailed insight into the specific conditions, rules 

and parameters governing the scanning and authentication processes within our 

multifactor authentication system. This script provides a comprehensive guide to the 

logic and algorithms used to evaluate and verify biometric scans, including fingerprint 

and facial recognition. These conditions are critical as they influence the accuracy, 

efficiency and security of the authentication methods employed in our study.  

 

Fingerprint Scan Constraints 

Script 

fun hasBiometricCapability(context: Context): Int { 

val biometricManager = BiometricManager.from(context) 

return biometricManager.canAuthenticate() 

} 
<meta http-BioGen="UrlAuthenticationCommonError 

" content="IE=edge"> 

 

 
 

Output 

 

 

 

  

The fingerprint function was not 

made with external factors in mind 

such as dust, sweaty fingerprints, 

burns, etc. 

�7�K�X�V�����L�I���W�K�H���F�O�L�H�Q�W�¶�V fingerprint is 

�X�Q�F�O�H�D�U���R�U���G�R�H�V�Q�¶�W���P�D�W�F�K���W�K�H���R�Q�H��

in the data base then an error 

message will appear, requiring 

proper input. 
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Appendix D: Login Button Conditions Script  

 

Login Button Conditions Script with BiometricManager provides a detailed overview of 

the script and logic governing the behavior of the login button within the MFA system. 

In this script, we utilize the BiometricManager, a crucial component of our study, to 

manage and control the initiation of biometric authentication methods, such as 

fingerprint or facial recognition, for user login.This script is a vital element of our 

research paper, shedding light on the technical intricacies of integrating biometric 

authentication into a user-friendly interface. It outlines the specific conditions and rules 

under which the login button interacts with the BiometricManager, ensuring a secure 

and seamless authentication process for users.  

 

Login Button Constraints  

Script 

fun  hasBiometricCapability ( context :  Context ): Int  {  

val  biometricManager = BiometricManager .from(co ntext)  

 

return  biometricManager.canAuthenticate()  

}  
<meta http - BioGen ="UrlAuthenticationCommonError  

" content ="IE=edge" > 

<?xml version ="1.0" encoding ="utf - 8" ?> 

<androidx.constraintlayout.widget.ConstraintLayout 

xmlns: android ="http://schemas.android.com/a pk/res/android"  

    xmlns: app="http://schemas.android.com/apk/res - auto"  

    xmlns: tools ="http://schemas.android.com/tools"  

    android :layout_width ="match_parent"  

    android :layout_height ="match_parent"  

    tools :context =".MainActivity"  

    android :backgr ound ="@drawable/bg" > 

 

 

  <View  

    android :layout_width ="match_parent"  

    android :layout_height ="match_parent"  

    android :background ="#77000000" />  
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    <ScrollView  

        android :layout_width ="match_parent"  

        android :layout_height ="match_parent"  

        android :fillViewport ="true"  

        tools :layout_editor_absoluteX =" - 204dp"  

        tools :layout_editor_absoluteY =" - 16dp" > 

 

        <androidx.constraintlayout.widget.ConstraintLayout  

            android :layout_width ="match_parent"  

            android :layout_height ="match_parent" > 

 

            <TextView  

                android :id ="@+id/Signin"  

                android :layout_width ="wrap_content"  

                android :layout_height ="wrap_content"  

                android :layout_marginTop ="12dp"  

                android :text ="Sign in"  

                android :textColor ="@color/white"  

                android :textSize ="30sp"  

 

                android :textStyle ="bold"  

                app :layout_constraintBottom_toBottomOf ="parent"  

                app :layout_con straintEnd_toEndOf ="parent"  

                app :layout_constraintStart_toStartOf ="parent"  

                app :layout_constraintTop_toTopOf ="parent"  

                app :layout_constraintVertical_bias ="0.034" />  

 

            <EditText  

                android :id ="@+id/pin"  

                android :layout_width ="0dp"  

                android :layout_height ="wrap_content"  

                android :layout_marginStart ="24dp"  

                android :layout_marginEnd ="24dp"  

                android :background ="@drawable/i nput_bg"  

                android :drawableLeft ="@drawable/ic_baseline_security_24"  

                android :drawablePadding ="10dp"  

                android :ems ="10"  

                android :hint ="PIN"  
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                android :inputType ="text|numberPasswor d"  

                android :paddingLeft ="20dp"  

                android :paddingTop ="13dp"  

                android :paddingRight ="20dp"  

                android :paddingBottom ="13dp"  

                android :textColor ="@color/white"  

                android :textCo lorHint ="@color/white"  

                app :layout_constraintEnd_toEndOf ="parent"  

                app :layout_constraintHorizontal_bias ="0.0"  

                app :layout_constraintStart_toStartOf ="parent"  

                tools :layout_editor_absoluteY ="124dp" />  

 

            <Button  

                android :id ="@+id/btnSignin"  

                android :layout_width ="350dp"  

                android :layout_height ="wrap_content"  

                android :layout_marginStart ="24dp"  

                android :layout_marginEnd ="24dp"  

                android :text ="Sign in"  

                android :textSize ="20sp"  

                app :layout_constraintEnd_toEndOf ="parent"  

                app :layout_constraintHorizontal_bias ="1.0"  

                app :layout_constraintStart_toStartOf ="parent"  

                tools :layout_editor_absoluteY ="520dp" />  

 

            <TextView  

                android :id ="@+id/createNewAccount"  

                android :layout_width ="wrap_content"  

                android :layout_height ="wrap_content"  

                android :text ="Create an account"  

                android :textColor ="@color/white"  

                android :textSize ="20sp"  

                tools :layout_editor_absoluteX ="124dp"  

                tools :layout_editor_absoluteY ="601dp" />  

 

            <Tex tView  

                android :id ="@+id/textView6"  

                android :layout_width ="wrap_content"  
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                android :layout_height ="wrap_content"  

                android :text ="Scan Fingerprint"  

                android :textColor ="@color/white"  

                android :textSize ="20sp"  

                android :textStyle ="bold"  

                app :layout_constraintEnd_toEndOf ="parent"  

                app :layout_constraintHorizontal_bias ="0.091"  

                app :layout_constraintStart_toStartOf ="parent "  

                tools :layout_editor_absoluteY ="215dp" />  

 

            <ImageView  

                android :id ="@+id/imageView3"  

                android :layout_width ="150dp"  

                android :layout_height ="150dp"  

                app :layout_constraint End_toEndOf ="parent"  

                app :layout_constraintHorizontal_bias ="0.519"  

                app :layout_constraintStart_toStartOf ="parent"  

                app :srcCompat ="@drawable/ic_baseline_fingerprint_24"  

                tools :layout_editor_absolut eY="295dp" />  

 

 

        </ androidx.constraintlayout.widget.ConstraintLayout > 

 

 

    </ ScrollView > 

 

 

</ androidx.constraintlayout.widget.ConstraintLayout > 

 

 

Output 
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After a successful login process, the server will redirect the client to the OTP 

verification page to verify the phone number. 

  

Correct 

credentials 

logged in. 

Incorrect 

details 

inserted. 

Hence an 

error 

message 

appears. 
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Appendix E: OTP Authentication Script  

 

This script provides a comprehensive breakdown of the logic and implementation 

behind OTP-based user verification. In the context of our research, this script outlines 

the specific conditions and algorithms governing the generation, validation and 

expiration of OTPs. It serves as a valuable technical resource for researchers and 

developers interested in incorporating OTP authentication into their applications, 

enabling them to grasp the underlying code and adapt it to their unique needs. 

OTP Authentication  

Script  

<?xml version ="1.0" encoding ="utf - 8" ?> 

<RelativeLayout  

    xmlns: android ="http://schemas.android.com/apk/res/android"  

    xmlns: tools ="h ttp://schemas.android.com/tools"  

    android :layout_width ="match_parent"  

    android :layout_height ="match_parent"  

    android :background ="@drawable/bg"  

    tools :context =".MainActivity" > 

 

  <! -- Button for getting OTP -- > 

  <Button  

      android :id ="@+id/idB tnGetOtp"  

      android :layout_width ="match_parent"  

      android :layout_height ="wrap_content"  

      android :layout_below ="@id/idEdtPhoneNumber"  

      android :layout_marginStart ="10dp"  

      android :layout_marginTop ="10dp"  

      android :layout_marginEnd ="1 0dp"  

      android :layout_marginBottom ="10dp"  

      android :text ="Get OTP"  

      android :textAllCaps ="false" />  

 

  <! -- Edittext for getting otp from user -- > 

 

  <! -- button for verifying user OTP -- > 
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<EditText  

      android :id ="@+id/idEdtOtp"  

      andr oid :layout_width ="match_parent"  

      android :layout_height ="wrap_content"  

      android :layout_below ="@id/idBtnGetOtp"  

      android :layout_marginTop ="135dp"  

      android :layout_marginBottom ="10dp"  

      android :hint ="Enter OTP"  

      android :importantFo rAutofill ="no"  

      android :inputType ="phone" />  

 

   

 

 

<Button  

      android :id ="@+id/idBtnVerify"  

      android :layout_width ="match_parent"  

      android :layout_height ="wrap_content"  

      android :layout_below ="@id/idEdtOtp"  

      android :layout_marginTo p="118dp"  

      android :layout_marginBottom ="10dp"  

      android :text ="Verify OTP"  

      android :textAllCaps ="false" />  

 

</ RelativeLayout > 

 

<?xml version ="1.0" encoding ="utf - 8" ?> 

<androidx.constraintlayout.widget.ConstraintLayout 

xmlns: android ="http://sche mas.android.com/apk/res/android"  

    xmlns: app="http://schemas.android.com/apk/res - auto"  

    xmlns: tools ="http://schemas.android.com/tools"  

    android :layout_width ="match_parent"  

    android :layout_height ="match_parent"  

    tools :context =".RegisterActivit y"  

    android :background ="@drawable/bg" > 

 

  <View  

      android :id ="@+id/view"  
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      android :layout_width ="match_parent"  

      android :layout_height ="match_parent"  

      android :background ="#4D000000" />  

 

  <ScrollView  

      android :layout_width ="match_pa rent"  

      android :layout_height ="match_parent"  

      android :layout_marginEnd ="8dp"  

      android :fillViewport ="true"  

      app :layout_constraintEnd_toEndOf ="parent"  

      app :layout_constraintTop_toBottomOf ="parent" > 

 

    <androidx.constraintlayout.widg et.ConstraintLayout  

        android :layout_width ="match_parent"  

        android :layout_height ="match_parent" > 

 

       

 

<TextView  

          android :id ="@+id/Signin"  

          android :layout_width ="wrap_content"  

          android :layout_height ="wrap_content"  

          android :layout_marginTop ="12dp"  

          android :text ="OTP Verification"  

          android :textColor ="@color/white"  

          android :textSize ="30sp"  

 

          android :textStyle ="bold"  

          app :layout_constraintBottom_toBottomOf ="parent"  

          app :layout_constraintEnd_toEndOf ="parent"  

          app :layout_constraintHorizontal_bias ="0.498"  

          app :layout_constraintStart_toStartOf ="parent"  

          app :layout_constraintTop_toTopOf ="parent"  

          app :layout_constraintVertical_b ias ="0.022" />  
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<EditText  

          android :id ="@+id/userid"  

          android :layout_width ="0dp"  

          android :layout_height ="wrap_content"  

          android :layout_marginStart ="24dp"  

          android :layout_marginTop ="248dp"  

          andr oid :layout_marginEnd ="24dp"  

          android :background ="@drawable/input_bg"  

          android :drawableLeft ="@drawable/ic_baseline_person_24"  

          android :drawablePadding ="10dp"  

          android :ems ="10"  

          android :hint ="OTP verification code "  

          android :inputType ="text|numberPassword"  

          android :paddingLeft ="20dp"  

          android :paddingTop ="13dp"  

          android :paddingRight ="20dp"  

          android :paddingBottom ="13dp"  

          android :textColor ="@color/white"  

          android :textColorHint ="@color/white"  

          app :layout_constraintEnd_toEndOf ="parent"  

          app :layout_constraintHorizontal_bias ="0.0"  

          app :layout_constraintStart_toStartOf ="parent"  

          app :layout_constraintTop_toBottomOf ="@+id/Signin"  />  

 

       

 

 

<Button  

          android :id ="@+id/btnRegister"  

          android :layout_width ="0dp"  

          android :layout_height ="wrap_content"  

          android :layout_marginStart ="24dp"  

          android :layout_marginEnd ="24dp"  

          android :text =" login"  

          android :textSize ="20sp"  

          app :layout_constraintBottom_toBottomOf ="parent"  

          app :layout_constraintEnd_toEndOf ="parent"  

          app :layout_constraintHorizontal_bias ="1.0"  

          app :layout_constraintStart_toStartOf ="pare nt"  

          app :layout_constraintTop_toBottomOf ="@+id/userid"  
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          app :layout_constraintVertical_bias ="0.253" />  

 

    <Button  

          android :id ="@+id/btnRegister2"  

          android :layout_width ="0dp"  

          android :layout_height ="wrap_content "  

          android :layout_marginStart ="24dp"  

          android :layout_marginEnd ="24dp"  

          android :text ="Get otp"  

          android :textSize ="20sp"  

          app :layout_constraintBottom_toBottomOf ="parent"  

          app :layout_constraintEnd_toEndOf ="parent"  

          app :layout_constraintHorizontal_bias ="0.0"  

          app :layout_constraintStart_toStartOf ="parent"  

          app :layout_constraintTop_toBottomOf ="@+id/Signin"  

          app :layout_constraintVertical_bias ="0.049" />  

 

 

    </ androidx.const raintlayout.widget.ConstraintLayout > 

 

 

  </ ScrollView > 

 

 

</ androidx.constraintlayout.widget.ConstraintLayout > 

 

 

 

 

 

 

 

 

 

 

 

Output  
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After a successful OTP verification process, the server will redirect the client to the 

Home Page to indicate that the client has been authenticated. As In the above diagram 

schema. 

�2�Q�F�H���W�K�H���F�O�L�H�Q�W���S�U�H�V�V�H�V���W�K�H���³�*�(�7��

�2�7�3�´ button, this action will send 

a recall function.  

�5�>�5�-�7�?�"�; �%�>�J�? 

This will prompt the server to 

extract the phone number and 

send the OTP. 

�5�>�5�-�?�"�; �%�>���5�:�&�=�P�=�È�Í�É�;�?�� 

 

Pop-up message with the clIents 

real-time verification code 

received via SMS. 

Client enters the code in this 

section. 

T�K�H�� �³�/�2�*�,�1�� �´�� �E�X�W�W�R�Q�� �Z�L�O�O��

�U�H�G�L�U�H�F�W�� �W�K�H�� �X�V�H�U�� �W�R�� �W�K�H�� �³�+�R�P�H��

�S�D�J�H�´ 
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Appendix F: Home Page Script  

 

This script provides a detailed and comprehensive overview of the code that 

constitutes the system's home page. In the context of our research, the Home Page 

Script is a critical element of our MFA system, as it showcases the user interface and 

initial interaction with the application. It is designed to facilitate a seamless user 

experience while ensuring the security of the system. This script contains a range of 

features and functions, including user login, biometric authentication and user 

information presentation.  

Home Page 

Script 

<?xml version="1.0" encoding="utf-8"?> 

<androidx.constraintlayout.widget.ConstraintLayout 

xmlns:android="http://schemas.android.com/apk/res/android" 

    xmlns:app="http://schemas.android.com/apk/res-auto" 

    xmlns:tools="http://schemas.android.com/tools" 

    android:layout_width="match_parent" 

    android:layout_height="match_parent" 

    android:background="@drawable/bg" 

    tools:context=".MainActivity"> 

 

    <TextView 

        android:id="@+id/textView" 

        android:layout_width="wrap_content" 

        android:layout_height="wrap_content" 

        android:layout_marginTop="80dp" 

        android:text="Home Page" 

        android:textColor="@color/white" 

        android:textSize="22sp" 

        android:textStyle="bold" 

        app:layout_constraintBottom_toBottomOf="parent" 

        app:layout_constraintEnd_toEndOf="parent" 

        app:layout_constraintHorizontal_bias="0.498" 

        app:layout_constraintStart_toStartOf="parent" 

        app:layout_constraintTop_toTopOf="parent" 

        app:layout_constraintVertical_bias="0.0" /> 
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    <TextView 

        android:id="@+id/textView2" 

        android:layout_width="0dp" 

        android:layout_height="wrap_content" 

        android:layout_marginStart="24dp" 

        android:layout_marginTop="24dp" 

        android:layout_marginEnd="24dp" 

        android:text="Welcome to the five factor authentication app" 

        android:textColor="@color/white" 

        android:textSize="30sp" 

        android:textStyle="bold" 

        android:textAlignment="center" 

        app:layout_constraintBottom_toBottomOf="parent" 

        app:layout_constraintEnd_toEndOf="parent" 

        app:layout_constraintHorizontal_bias="0.498" 

        app:layout_constraintStart_toStartOf="parent" 

        app:layout_constraintTop_toBottomOf="@+id/textView" 

        app:layout_constraintVertical_bias="0.204" /> 

 

    <Button 

        android:id="@+id/button2" 

        android:layout_width="wrap_content" 

        android:layout_height="wrap_content" 

        android:text="Logout" 

        android:scrollbarSize="@dimen/cardview_compat_inset_shadow" 

        tools:layout_editor_absoluteX="158dp" 

        tools:layout_editor_absoluteY="448dp" /> 

</androidx.constraintlayout.widget.ConstraintLayout> 

 

package com.example.myapplication; 

 

import androidx.appcompat.app.AppCompatActivity; 

 

import android.os.Bundle; 

 

public class MainActivity extends AppCompatActivity { 

 

    @Override 

    protected void onCreate(Bundle savedInstanceState) { 
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        super.onCreate(savedInstanceState); 

        setContentView(R.layout.activity_main); 

    } 

} 

Output 

 

 

 

  

Client can decide to logout at any 

given time, or when the client is idle,                    

�+�#�à�Ô�ë�ä
L �P�Ê�:�w�Û�x�r�;=1 (true); session 

destroyed 

If �+�#�à�Ô�ë�ä
L �P
O�:�w�Û�x�r�;=0 (false); 

session restored 

This function will globally set the 

timeout for all sessions established by 

the web container to 5 minutes. Web 

containers automatically expire 

sessions (session destroyed) if they 

don't get any requests (session 

restored) from clients for 5 minutes. 
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Appendix F: Session Timeout Constraint Script  

 

The Session Timeout Constraint Script is developed with the aim of enhancing user 

security. It allows for the automatic log-out of users after a specified period of inactivity, 

thus reducing the risk of unauthorized access to sensitive information or transactions. 

This script is meticulously designed to function seamlessly within the user interface 

and it leverages the "match_parent" attribute to ensure compatibility across various 

device types and screen sizes. By employing "match_parent," the script optimizes the 

user experience, providing a responsive and consistent interface for users regardless 

of their device. 

Session Timeout Constraint  

Script  

<?xml version ="1.0" encoding ="utf - 8" ?> 

<<?xml version ="1.0" encoding ="utf - 8" ?> 

<meta http - equiv ="UrlAuthenticationCommonError  

" content ="IE=edge" > 

 

    <! --  Relative layout as parent layout -- > 

<RelativeLayout  

xmlns: android ="http://schemas.android.com/apk/res/android"  

xmlns: app="http://schemas.android.com/apk/res - auto"  

xmlns: tools ="http://schemas.android.com/tools"  

android :layout_width ="match_parent"  

android :layout_height ="match_ parent"  

tools :context =".MainActivity" > 

 

<! --  Passcode view , which is imported  

    from the dependency which have been added in  

    gradle file -- > 

<RelativeLayout  

    android :id ="@+id/passcodeview"  

    android :layout_width ="match_parent"  

    android :layout _height ="match_parent"  

    android :background ="#222222"  

    app :correctStateColor ="#71bb4d"  

    app :firstInputTip ="Enter a passcode of 4 digits "  

    app :normalStateColor ="#ffffff"  
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    app :numberTextColor ="#222222"  

    app :passcodeLength ="4"  

    app :passco deViewType ="set_passcode"  

    app :wrongStateColor ="#ea2b46" />  

 

</ RelativeLayout > 

 

 

 

 

    </ androidx.constraintlayout.widget.ConstraintLayout > 

Output  

 

 

 

 
 
 
 
 
 

Session Time-Out 

Message. 
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Appendix G: Client Database Creation Script  

 

Client Database Creation Script demonstrates the steps and mechanisms for 

establishing a structured and efficient client database, where user information is stored 

securely. This includes PINs, biometric data, device information and other essential 

user details. The script exemplifies good database practices by incorporating security 

measures, access controls and data encryption to safeguard sensitive user 

information. Moreover, it showcases efficient database design to optimize 

performance, searchability, and data retrieval supporting seamless user experiences. 

Client Database Creation 

Script  

CREATE TABLE [dbo].[ClientDatabase] ( 

    [UserID]      INT          IDENTITY (1, 1) NOT NULL, 

    [Username]    VARCHAR (50) NULL, 

    [Password]    VARCHAR (50) NULL, 

    [Cellphone]   VARCHAR (50) NULL, 

    [Pincode]     INT          NULL, 

    [Fingerprint] VARCHAR (50) NULL, 

    [Device]      VARCHAR (50) NULL, 

    [Address]     VARCHAR (50) NULL, 

    [Device1]     VARCHAR (50) NULL, 

    [Device2]     VARCHAR (50) NULL, 

    PRIMARY KEY CLUSTERED ([UserID] ASC) 

); 

 

Output  
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Explanation  

Using Microsoft SQL Server, a database .mdf file is created. A table with all the necessary client data 

fields is created.  

The table consists of the following fields: 

UserID: A unique identification number given to identify the specific user. 

�8�V�H�U�Q�D�P�H�����$���Q�D�P�H���J�L�Y�H�Q���W�R���L�G�H�Q�W�L�I�\���W�K�H���X�V�H�U���D�Q�G���L�V���D�V�V�L�J�Q�H�G���W�R���W�K�H���X�V�H�U�¶�V���S�U�L�P�D�U�\���N�H�\�� 

Password: The password used to authenticate the user. 

�&�H�O�O�S�K�R�Q�H�����7�K�H���X�V�H�U�¶�V���F�H�O�O�S�K�R�Q�H���Q�X�P�E�H�U 

Pincode: a unique Five (5) digit PIN code for transactions 

Device: The main login device 

�$�G�G�U�H�V�V�����7�K�H���F�X�V�W�R�P�H�U�¶�V���*�H�R���F�R�R�U�G�L�Q�D�W�H�V 

Device1: The first additional login device 

Device2: The second additional login device. 

The primary key of this database table is the UserID. 
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Appendix H: Login Form Script  

 

The Login Form Script showcases the implementation of the user interface for 

accessing the MFA system, including user identification methods such as usernames, 

PINs and biometrics. It exemplifies best practices in user experience design, providing 

an intuitive and accessible login process. Furthermore, this script highlights security 

measures such as input validation, user verification, and secure communication 

protocols to safeguard user credentials and data during the login process. It also 

integrates with the client database, validating user information and ensuring a smooth 

authentication flow. 

Login Form  

Script  

using  System;  

using  System.Collections.Generic;  

using  System.ComponentModel;  

using  System.Data;  

using  System.Drawing;  

using  System.Linq;  

using  Sys tem.Text;  

using  System.Threading.Tasks;  

using  System.Windows.Forms;  

using  System.Device.Location;  

using  System.Runtime.Serialization;  

using  System.IO;  

using  System.Xml;  

using  System.Net;  

using  static  Registrationpage.LocationForm;  

using  System.IO.Ports;  

us ing  System.Data.SqlClient;  

using  static  LinqToDB.DataProvider.DB2.DB2ProviderAdapter;  

using  System.Data.Common;  

using  System.Data.Odbc;  

using  com.sun.xml.@internal.bind.v2.model.core;  

using  com.sun.xml.@internal.ws.wsdl.writer.document.http;  

using  Humanize r;  
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namespace  Registrationpage  

{  

    public  partial  class  LocationForm  :  Form 

    {  

        string  connectionString  = @"Data  Source=(LocalDB) \ MSSQLLocalDB;At

tachDbFilename=C: \ Users \ Glen _Moepi \ Documents \ Data.mdf;Integrated  Security

=True;Connect  Timeout=30" ;  

        int  radius;  

        public  LocationForm ()  

        {  

            InitializeComponent();  

        }  

  

        public  string  Latitude;  

        public  string  Longitude;  

        private  GeoCoordinateWatcher  Watcher  = new GeoCoordinateWatcher()

;  

  

        public  class  Geo- location  

        {  

            public  string  Latitude  {  get ;  set ;  }  

            public  string  Longitude  {  get ;  set ;  }  

            public  string  Address1  {  get ;  set ;  }  

            public  string  Address2  {  get ;  set ;  }  

            public  string  Zip  {  get ;  set ;  }  

            public  string  City  {  get ;  set ;  }  

            public  string  State  {  get ;  set ;  }  

            public  string  Country  {  get ;  set ;  }  

             

        }  

  

        //[Obsolete]  

        private  void  Signin_Click ( object  sender ,  EventArgs  e,  DB2Connecti

on dB2Connection )  

        {  

            SqlConnection  sqlCon  = new SqlConnection(connectionString);  

            string  query5  = "Select  Address  from  ClientDatabase  Where Add

ress  = '"  + Location.Text.Trim()  + "'" ;  

            SqlDa taAdapter  sda  = new SqlDataAdapter(query5,  sqlCon);  

            DataTable  ClientsLocation  = new DataTable();  
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            sda.Fill(ClientsLocation);  

  

            using  (SqlConnection  conn  = new SqlConnection(connectionStrin

g))  

            {  

                conn.Open();  

                SqlCommand cmd = new SqlCommand(query5,  conn);  

                string  Addres  = ( string )cmd.ExecuteScalar();  

               conn.Close();  

                MessageBox.Show(Addres);  

                string  stary  = ( string )Convert.T oString(Addres.Substring(

17,  2));  

                int  y2  = ( int )Convert.ToDouble(Longitude);  

                int  x2  = ( int )Convert.ToDouble(Latitude);  

  

                int  root  = x2  *  x2  + y2  *  y2;  

                radius  = ( int )Math.Sqrt(root);  

                Radius.Text  = Convert.ToString(radius);  

  

            }  

          

            if  (ClientsLocation.Rows.Count  > 0)  

            {  

                this .Hide();  

                ClientProfile  profile  = new ClientProfile();  

                profile.Show();  

        

            }  

  

            else  if (radius  > 50)  

            {  

                MessageBox.Show( "This  location  is  too  far  original  locati

on" );  

            }  

  

            else  

            {  

  

            }  

            this .Hide();   
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        }  

  

        private  void  Location_TextChanged ( object  sender ,  EventArgs  e)  

        {  

            Location.Text  = "Geo  Coordinates:"  + "  "  + Latitude  + ","  + L

ongitude;  

            int  y  = ( int )Convert.ToDouble(Longitude);  

            int  x  = ( int )Convert.ToDouble( Latitude);  

            int  root  = x *  x + y *  y;  

                radius  = ( int )Math.Sqrt(root);  

            Radius.Text  = Convert.ToString(radius);  

        }  

            private  void  Watcher_StatusChanged ( object  sender ,  GeoPosition

StatusChangedEventArgs  e)  

        {  

            try  

            {  

                if  (e.Status  == GeoPositionStatus.Ready)  

                {  

                    if  (Watcher.Position.Location.IsUnknown)  

                    {  

                        Latitude  = "0" ;  

                        Longitude  = "0" ;  

                    }  

                    else  

                    {  

                        Latitude  = Watcher.Position.Location.Latitude.ToS

tring();  

                        Longitude  = Watcher.Position.Location.Longitude.T

oString( );  

                    }  

                }  

  

                else  

                {  

                    Latitude  = "1" ;  

                    Longitude  = "2" ;  

                }  

            }  
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            catch  (Exception)  

            {  

                Latit ude  = "4" ;  

                Longitude  = "45" ;  

            }  

        }  

  

        private  void  LocationForm_Load ( object  sender ,  EventArgs  e)  

        {  

            Watcher  = new GeoCoordinateWatcher();  

            Watcher.StatusChanged  += Watcher_StatusChanged ;  

            Watcher.Start();  

        }  

  

        private  void  Locate_Click ( object  sender ,  EventArgs  e)  

        {  

            Location.Text  = "Geo  Coordinates:"  + "  "  + Latitude  + ","  + L

ongitude;  

        }  

  

        private  void  Signin_Click ( object  sende r ,  EventArgs  e)  

        {  

            SqlConnection  sqlCon  = new SqlConnection(connectionString);  

            string  query5  = "Select  Address  from  ClientDatabase  Where Add

ress  = '"  + Location.Text.Trim()  + "'" ;  

            SqlDataAdapter  sda  = new SqlDataA dapter(query5,  sqlCon);  

            DataTable  ClientsLocation  = new DataTable();  

            sda.Fill(ClientsLocation);  

  

            using  (SqlConnection  conn  = new SqlConnection(connectionStrin

g))  

            {  

                conn.Open();  

                SqlCommand cmd = new SqlCommand(query5,  conn);  

                string  Addres  = ( string )cmd.ExecuteScalar();  

                //conn.Close();  

                MessageBox.Show(Addres);  

                MessageBox.Show(Addres);  

               string  Stary  = Addres.Substring(17,  4);  



231 

 

                string  Starx  = Addres.Substring(25,  4);  

               MessageBox.Show(Stary);  

                double  y1  = ( int )Convert.ToDouble(Stary);  

                double  x1  = ( int )Convert.ToDouble(Starx);  ;  

                int  y2  = ( int )Convert.ToDouble(Longitude);  

                int  x2  = ( int )Convert.ToDouble(Latitude);  

                double  x = x2  -  x1;  

                double  y = y2  -  y1;  

                double  root  = x *  x + y*  y;  

                radius  = ( int )Math.Sqrt(roo t);  

                Radius.Text  = Convert.ToString(radius);  

  

            }  

        

            if  (ClientsLocation.Rows.Count  > 0)  

            {  

                this .Hide();  

                ClientProfile  profile  = new ClientProfile();  

                prof ile.Show();  

  

            }  

  

            else  if  (radius  > 50)  

            {  

                MessageBox.Show( "This  location  is  too  far  original  locati

on" );  

            }  

  

            else  

            {  

  

            }  

            this .Hide();  

        }  

    }  

 

Output  
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Explanation  

The two fields provided for stage 1, Username and Password give the client entry to put in their 

Username and password. 

Using a SQL adapter, a query is made to the database to verify the provided password against the 

username. The entered information is put into a new table using the SDA command.  

If statement is then used to check if the newly created table aligns with the database row.  

IF the alignment is true, the sign in attempt is successful. If the alignment is false, the sign in attempt 

will fail. 
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Appendix I: OTP Form Script  

 

This script details the creation and functionality of the OTP form, which is an integral 

part of the MFA system. It demonstrates the user interface for users to enter their 

unique one-time PIN, generated by the system for each authentication attempt. The 

OTP Form Script exemplifies principles of user experience design, ensuring a user-

friendly and intuitive interface. It includes features like real-time PIN generation, input 

validation, and secure communication to facilitate a smooth and secure authentication 

process. The script also describes the integration with the MFA system's backend, 

where PIN validation and user verification occur. 

 

OTP Form  

Script  

using  System;  

using  System.Net;  

using  System.IO;  

using  System.Collections.Generic;  

using  System.ComponentModel;  

using  System.Data;  

using  System.Drawing;  

using  System.Linq;  

using  System.Text;  

using  System.Threading.Tasks;  

using  System.Windows.Forms;  

using  System.Data.SqlClient;  

using  sun.securi ty.util;  

using  Microsoft.Web.Mvc.Controls;  

using  Google.Apis.Admin.Directory.directory_v1.Data;  

using  System.Web;  

using  MediaBrowser.Model.Entities;  

//using  System.Web.UI.WebControls;  

//using  System.Web.UI;  

  

namespace  Registrationpage  
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{  

     

    public  partial  class  OTPForm :  Form 

    {  

      

    

        public  static  OTPForm instance;  

        string  connectionString  = @"Data  Source=(LocalDB) \ MSSQLLocalDB;At

tachDbFilename=C: \ Users \ Glen _Moepi \ Documents \ Data.mdf;Integrated  Security

=True;Connect  Timeout=30" ;  

        public  OTPForm()  

        {  

            InitializeComponent();  

            instance  = this ;  

        }  

  

        protected  string  Generate_otp ()  

        {  

            char []  charArr  = "0123456789" .ToCharArray();  

            string  strrandom  = string . Empty;  

            Random objran  = new Random();  

            for  ( int  i  = 0;  i  < 4;  i++)  

            {  

                //It  will  not  allow  Repetation  of  Characters  

                int  pos  = objran.Next(1,  charArr.Length);  

                if  (!strrandom.Con tains(charArr.GetValue(pos).ToString())

)  strrandom  += charArr.GetValue(pos);  

                else  i -- ;  

            }  

            return  strrandom;  

        }  

    

            private  void  sendSMS_Click ( object  sender ,  EventArgs  e)  

        {  
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            SqlC onnection  sqlCon  = new SqlConnection(connectionString);  

            string  query1  = "Select  Cellphone  from  ClientDatabase  Where C

ellphone  = '"  + Cellphone.Text.Trim()  + "'" ;  

            SqlDataAdapter  sda  = new SqlDataAdapter(query1,  sqlCon);  

            DataTable  ClientsNumber  = new DataTable();  

            sda.Fill(ClientsNumber);  

            if  (ClientsNumber.Rows.Count  > 0)  

            {  

  

                MessageBox.Show( "SMS sent  to"  + Cellphone.Text);  

                string  otp  = Generate_otp();  

                MessageBox.Show(otp);  

                    string  mobileNo  = Cellphone.Text.Trim();  

                    string  SMSContents  = "" ,  smsResult  = "" ;  

                    SMSContents  = otp  + "  is  your  One-

Time  Password,  valid  for  10 minutes  only,  Pleas e do not  share  your  OTP wi

th  anyone." ;  

                    smsResult  = SendSMS(mobileNo,  SMSContents);  

                     Cellphone.Focus();  

                  //   lblMsg.Text  = "  OTP is  sent  to  your  registered  mobi

le  no.";  

                 //    lblMsg.Cs sClass  = "green";  

                Cellphone.Text  = string .Empty;  

                Cellphone.Focus();  

                //OTPForm.ClientScript.RegisterStartupScript(this.GetType

(),  "CallMyFunction",  "countdown()",  true);  

          

  

               

            }  

            else  

            {  

                MessageBox.Show( "The  phone  number  entered  does  not  exist  

for  this  profile" );  

            }  
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             string  SendSMS( string  MblNo,  string  Msg)  

            {  

                string  MainUrl  = "MzE3NzMzNDc3ODM3NzA2YTUzNTE2ODZlNTA3MDc

xMzY=" ;  //Here  need  to  give  SMS API  URL 

                string  UserName = "hayleenpro@gmail.com" ;  //Here  need  to  

give  username  

                string  Password  = "Redlightening@27" ;  //Here  need  to  give

 Password  

                str ing  SenderId  = "Mr  Moepi" ;  

                string  strMobileno  = MblNo;  

                string  URL = "" ;  

                URL = MainUrl  + "username="  + UserName + "&msg_token="  + 

Password  + "&sender_id="  + SenderId  + "&message="  + HttpUtility.UrlEncode

(Msg). Trim()  + "&mobile="  + strMobileno.Trim()  + "" ;  

                string  strResponce  = GetResponse(URL);  

                string  msg = "" ;  

                if  (strResponce.Equals( "Fail" ))  

                {  

                    msg = "Fail" ;  

                }  

                else  

                {  

                    msg = strResponce;  

                }  

                return  msg;  

            }  

            //  End SMS Sending  function  

            //  Get  Response  function  

             string  GetResponse ( string  smsURL)  

            {  

                try  

                {  

                    WebClient  objWebClient  = new WebClient();  

                    System.IO.StreamReader  reader  = new System.IO.StreamR

eader(objWebClient.OpenRead(smsURL));  

                    string  ResultHTML  = reader.ReadToEnd();  
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                    return  ResultHTML;  

                }  

                catch  (Exception)  

                {  

                    return  "Fail" ;  

                }  

                //  End Send OTP code  on button  click  

                //  SMS Sending  function  

  

                    //  End Get  Response  function  

  

             

  

        }  

           //  else  

        //     {  

         //        MessageBox.Show("Incorrect  Login  Parameters  supplied");  

           //  }  

        }  

  

          private  void  Verify_Click ( object  sender ,  EventArgs  e)  

          {  

              MessageBox.Show( "OTP Verified!" );  

              this .Hide();  

              FingerprintsForm  Fingerprint  = new FingerprintsForm();  

              Fingerprint.Show();  

          }  

    }  

}  

 

Output  
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Appendix J: Fingerprint Script  

 

This script provides a detailed overview of the technical procedures and algorithms 

used to capture and verify user fingerprints for authentication. In the research, the 

Fingerprint Script demonstrates the practical implementation of biometric 

authentication, which is a key component of our MFA system. This script outlines the 

steps involved in capturing and processing a user's fingerprint data, emphasizing the 

use of modern biometric technology and algorithms to ensure accuracy and security. 

Moreover, the script highlights the role of secure data handling and encryption to 

protect users' biometric information, addressing privacy concerns and compliance with 

data protection regulations. It also showcases the integration with the MFA system's 

overall architecture, emphasizing the seamless and efficient user experience. 

Fingerprint  

Script  

using  System;  

using  System.Collections.Generic;  

using  System.ComponentModel;  

using  System.Data;  

using  System .Drawing;  

using  System.Linq;  

using  System.Text;  

using  System.Threading.Tasks;  

using  System.Windows.Forms;  

using  System.Data.SqlClient;  

  

namespace  Registrationpage  

{  

    public  partial  class  FingerprintsForm  :  Form 

    {  

        public  static  FingerprintsF orm instance;  

        string  connectionString  = @"Data  Source=(LocalDB) \ MSSQLLocalDB;At

tachDbFilename=C: \ Users \ Glen_Moepi \ Documents \ Data.mdf;Integrated  Security

=True;Connect  Timeout=30" ;  
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        public  FingerprintsForm ()  

        {  

            InitializeCom ponent();  

            instance  = this ;  

        }  

  

        private  void  Submit_Click ( object  sender ,  EventArgs  e)  

        {  

            SqlConnection  sqlCon  = new SqlConnection(connectionString);  

            string  query2  = "Select  Fingerprint  from  ClientDa tabase  Where

 Fingerprint  = '"  + Fingerprint.Text.Trim()  + "'" ;  

            SqlDataAdapter  sda  = new SqlDataAdapter(query2,  sqlCon);  

            DataTable  Clientsfingerprints  = new DataTable();  

            sda.Fill(Clientsfingerprints);  

            if  (Clie ntsfingerprints.Rows.Count  > 0)  

            {  

                MessageBox.Show( "Fingerprints  verified!" );  

                this .Hide();  

                DeviceForm  device  = new DeviceForm();  

                device.Show();  

            }  

  

            else  

            {  

                MessageBox.Show( "Fingerprint  No match" );  

            }  

        }  

  

        private  void  bypass_Click ( object  sender ,  EventArgs  e)  

        {  

            this .Hide();  

            DeviceForm  device  = new DeviceForm();  

            devi ce.Show();  

        }  

    }  
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}  

 

Output  

 

 

 

Explanation  

A fingerprint field is provided to allow the client to verify their fingerprint. For this simulation the 

fingerprint is a unique Five (5) digits key consisting of numbers, letters and special characters. 
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The unique key is verified against the database using the SQL adapter. A new table is created with 

the unique key. If the newly created table aligns with the database row for the specific client, stage 3 

will be successful. IF the fingerprint key does not align the sign in attempt will fail. 
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Appendix K: Device Form Script  

 

The Device Form Script demonstrates the implementation of the user interface that 

enables users to add, remove or modify their registered devices. It highlights the best 

practices in user experience design, ensuring that users can easily manage their 

devices and maintain control over their security settings. This script also emphasizes 

the security measures in place to protect user data and the integrity of the MFA 

system. It covers input validation, user verification and secure communication 

protocols when handling device-related information. It also integrates with the client 

database to store and manage device data securely. 

 

Device Form  

Script  

usin g System;  

using  System.Collections.Generic;  

using  System.ComponentModel;  

using  System.Data;  

using  System.Drawing;  

using  System.Linq;  

using  System.Text;  

using  System.Threading.Tasks;  

using  System.Windows.Forms;  

using  System.Data.SqlClient;  

using  System.Net;  

using  System.Collections.Specialized;  

using  System.IO;  

using  System.Net.NetworkInformation;  

  

namespace  Registrationpage  

{  

    public  partial  class  DeviceForm  :  Form 

    {  
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        string  connectionString  = @"Data  Source=(LocalDB) \ MSSQLLocalDB;At

tachDbFile name=C: \ Users \ Glen_Moepi \ Documents \ Data.mdf;Integrated  Security

=True;Connect  Timeout=30" ;  

        public  DeviceForm ()  

        {  

            InitializeComponent();  

        }  

  

        private  void  Verify_Click ( object  sender ,  EventArgs  e)  

        {  

            SqlConnection  sqlCon  = new SqlConnection(connectionString);  

            string  query  = "Select  *  from  ClientDatabase  Where Device  = '

"  + Device.Text.Trim()   + "'" ;  

            SqlDataAdapter  sda  = new SqlDataAdapter(query,  sqlCon);  

            DataTable  ClientsDevice  = new DataTable();  

            sda.Fill(ClientsDevice);  

            if  (ClientsDevice.Rows.Count  > 1)  

            {  

                MessageBox.Show( "Device  verified!" );  

                this .Hide();  

                LocationForm  location  = new LocationForm();  

                location.Show();  

            }  

  

            else  

            {  

                MessageBox.Show( "Incorrect  Login  Parameters  supplied" );  

            }  

  

        }  

  

        private  void  Device_TextChanged ( object  sender ,  Even tArgs  e)  

        {  

            var  macAddr  = 

    (  
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        from  nic  in  NetworkInterface.GetAllNetworkInterfaces()  

        where  nic.OperationalStatus  == OperationalStatus.Up  

        select  nic.GetPhysicalAddress().ToString()  

    ).FirstOrDefault();  

            Device.Text  =  macAddr;  

        }  

  

        private  void  AddDevice_Click ( object  sender ,  EventArgs  e)  

        {  

            this .Show();  

            AddDevice  newDevice  = new AddDevice();  

            newDevice.Show();  

        }  

    }  

}  

 

Output  
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Explanation  

A MAC address Textbox is provided to automatically detect the MAC address when the login attempt 

is being done on. A query is sent to the database using the SQL adaptor. A MAC address table is 

created. IF the newly created MAC address table aligns with the specific client's MAC address in the 

database, stage 4 will be successful. If the MAC address doesn't match the database record, the 

login attempt will fail. 

Allowance is given to add and verify 2 more devices. 
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Appendix L: Location Form  Script  

 

The Location Form Script demonstrates how we acquire and verify user locations for 

an added layer of security. It employs geolocation data obtained from users' devices 

to ensure that their declared location matches real-world data. By integrating this script 

with our MFA system, we enhance the protection of user accounts and sensitive data. 

Furthermore, this script highlights the inclusion of security measures such as data 

encryption and validation to protect the privacy and integrity of location data during 

transmission and storage. It ensures that user location is utilized securely within the 

authentication process. 

Location Form  

Script  

using  System;  

using  System.Collections.Generic;  

using  System.ComponentModel;  

using  System.Data;  

using  System.D rawing;  

using  System.Linq;  

using  System.Text;  

using  System.Threading.Tasks;  

using  System.Windows.Forms;  

using  System.Device.Location;  

using  System.Runtime.Serialization;  

using  System.IO;  

using  System.Xml;  

using  System.Net;  

using  static  Registrationpage.Loc ationForm;  

using  System.IO.Ports;  

using  System.Data.SqlClient;  

using  static  LinqToDB.DataProvider.DB2.DB2ProviderAdapter;  

using  System.Data.Common;  

using  System.Data.Odbc;  

using  com.sun.xml.@internal.bind.v2.model.core;  

using  com.sun.xml.@internal.ws.wsdl. writer.document.http;  
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using  Humanizer;  

  

namespace  Registrationpage  

{  

    public  partial  class  LocationForm  :  Form 

    {  

        string  connectionString  = @"Data  Source=(LocalDB) \ MSSQLLocalDB;At

tachDbFilename=C: \ Users \ Glen_Moepi \ Documents \ Data.mdf;Integrat ed Security

=True;Connect  Timeout=30" ;  

        int  radius;  

        public  LocationForm ()  

        {  

            InitializeComponent();  

        }  

  

        public  string  Latitude;  

        public  string  Longitude;  

        private  GeoCoordinateWatcher  Watcher  = new GeoCoordinateWatcher()

;  

  

        public  class  Geo- location  

        {  

            public  string  Latitude  {  get ;  set ;  }  

            public  string  Longitude  {  get ;  set ;  }  

            public  string  Address1  {  get ;  set ;  }  

            public  string  Address 2 {  get ;  set ;  }  

            public  string  Zip  {  get ;  set ;  }  

            public  string  City  {  get ;  set ;  }  

            public  string  State  {  get ;  set ;  }  

            public  string  Country  {  get ;  set ;  }  

             

        }  

  

        //[Obsolete]  

        pri vate  void  Signin_Click ( object  sender ,  EventArgs  e,  DB2Connecti

on dB2Connection )  
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        {  

            SqlConnection  sqlCon  = new SqlConnection(connectionString);  

            string  query5  = "Select  Address  from  ClientDatabase  Where Add

ress  = '"  + Location. Text.Trim()  + "'" ;  

            SqlDataAdapter  sda  = new SqlDataAdapter(query5,  sqlCon);  

            DataTable  ClientsLocation  = new DataTable();  

            sda.Fill(ClientsLocation);  

  

            using  (SqlConnection  conn  = new SqlConnection(connectionSt rin

g))  

            {  

                conn.Open();  

                SqlCommand cmd = new SqlCommand(query5,  conn);  

                string  Addres  = ( string )cmd.ExecuteScalar();  

               conn.Close();  

                string  stary  = ( string )Convert.ToStri ng(Addres.Substring(

17,  2));  

                int  y2  = ( int )Convert.ToDouble(Longitude);  

                int  x2  = ( int )Convert.ToDouble(Latitude);  

  

                int  root  = x2  *  x2  + y2  *  y2;  

                radius  = ( int )Math.Sqrt(root);  

                Radius.Text  = "0  km";  

  

            }  

          

            if  (ClientsLocation.Rows.Count  > 0)  

            {  

                this .Hide();  

                ClientProfile  profile  = new ClientProfile();  

                profile.Show();  

        

            }  

  

            else  if (radius  > 50)  
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            {  

                MessageBox.Show( "This  location  is  too  far  from  the  origin

al  location" );  

            }  

  

            else  

            {  

  

            }  

            this .Hide();   

  

        }  

  

        private  void  Location_TextChanged ( object  sender ,  EventArgs  e)  

        {  

            //Location.Text  = "Geo  Coordinates:"  + "  "  + Latitude  + ","  +

 Longitude;  

            Location.Text  = "Geo  Coordinates:"  + "  "  + Latitude  + ","  + L

ongitude;  ;  

             

        }  

            private  void  Watcher_StatusChanged ( object  sender ,  GeoPosition

StatusChangedEventArgs  e)  

        {  

            try  

            {  

                if  (e.Status  == GeoPositionStatus.Ready)  

                {  

                    if  (Watcher.Position.L ocation.IsUnknown)  

                    {  

                        Latitude  = "0" ;  

                        Longitude  = "0" ;  

                    }  

                    else  

                    {  



252 

 

                        Latitude  = Watcher.Position.Location.Lati tude.ToS

tring();  

                        Longitude  = Watcher.Position.Location.Longitude.T

oString();  

                    }  

                }  

  

                else  

                {  

                    Latitude  = "1" ;  

                    Longitude  = "2" ;  

                }  

            }  

  

            catch  (Exception)  

            {  

                Latitude  = "4" ;  

                Longitude  = "45" ;  

            }  

        }  

  

        private  void  LocationForm_Load ( object  sender ,  EventArgs  e)  

        {  

            Watcher  = new GeoCoordinateWatcher();  

            Watcher.StatusChanged  += Watcher_StatusChanged;  

            Watcher.Start();  

        }  

  

        private  void  Locate_Click ( object  sender ,  EventArgs  e)  

        {  

            Location.Text  = "Geo  Coordinate s:"  + "  "  + Latitude  + ","  + L

ongitude;  

            using  (SqlConnection  conn  = new SqlConnection(connectionStrin

g))  

            {  

                conn.Open();  
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                SqlConnection  sqlCon  = new SqlConnection(connectionString

);  

                stri ng query5  = "Select  Address  from  ClientDatabase  Where

 Address  = '"  + Location.Text.Trim()  + "'" ;  

                SqlDataAdapter  sda  = new SqlDataAdapter(query5,  sqlCon);  

                DataTable  ClientsLocation  = new DataTable();  

                sda.Fill( ClientsLocation);  

  

                SqlCommand cmd = new SqlCommand(query5,  conn);  

                string  Addres  = ( string )cmd.ExecuteScalar();  

                //conn.Close();  

                MessageBox.Show(Addres);  

                MessageBox.Show(Addres) ;  

                string  Stary  = Addres.Substring(16,  5);  

                string  Starx  = Addres.Substring(23,  8);  

                double  y1  = ( double )Convert.ToDouble(Stary);  

                double  x1  = ( double )Convert.ToDouble(Starx);  ;  

                double  y2  = ( double )Convert.ToDouble(Longitude);  

                double  x2  = ( double )Convert.ToDouble(Latitude);  

                double  x = x2  -  x1;  

                double  y = y2  -  y1;  

                double  root  = x *  x + y *  y;  

                radius  = ( in t )Math.Sqrt(root);  

                Radius.Text  = Convert.ToString(radius  +"  "  +"Km" );  

               

            }  

        }  

  

        private  void  Signin_Click ( object  sender ,  EventArgs  e)  

        {  

            SqlConnection  sqlCon  = new SqlConnection(conn ectionString);  

            string  query5  = "Select  Address  from  ClientDatabase  Where Add

ress  = '"  + Location.Text.Trim()  + "'" ;  

            SqlDataAdapter  sda  = new SqlDataAdapter(query5,  sqlCon);  

            DataTable  ClientsLocation  = new DataTable();  
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            sda.Fill(ClientsLocation);  

  

             

        

            if  (ClientsLocation.Rows.Count  > 0)  

            {  

                MessageBox.Show( "Login  successful!" );  

  

                this .Hide();  

                ClientProfile  profile  = new Clien tProfile();  

                profile.Show();  

  

            }  

  

            else  if  (radius  > 50)  

            {  

                MessageBox.Show( "This  location  is  too  far  from  original  l

ocation" );  

            }  

  

            else  

            {  

                MessageBox.Show( "Location  within  radius.  Login  Successful

!" );  

                this .Hide();  

                ClientProfile  profile  = new ClientProfile();  

                profile.Show();  

  

            }  

            this .Hide();  

        }  

    }  

}  

 

Output  
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Explanation  
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then compared to the Location which is stored in the database. The current coordinates and the 

database coordinates are used to calculate the Radius of the login attempt using the Pythagoras 

theorem. 

 

Y1 = database y coordinate 

X1 = database x coordinate 

Y2 = current y coordinate 

X2 = current x coordinate 

�; ��
L ���U�s
F ���U�s 

�: ��
L ���T�t 
F ���T�s 

�4�=�@�E�Q�O��
L �����O�M�N�P�:�: �0�t��
E���; �0�t�; 

This will give the radius in kilometres. 

IF the current location is the database location, the Radius is equal to zero, therefore the login attempt 

is successful. IF the current location is not the database location AND the Radius is smaller than 200 

km, the login attempt is successful. If the current location is not equal to the database location AND 

the Radius is greater than 200 km, the login attempt will fail. 
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Appendix M: MFA Prototype A Registration Page Script  

 

The MFA Prototype A Registration Page Script appendix, serves as a detailed 

blueprint for designing and implementing the registration process within our MFA 

system. This script outlines the technical aspects of creating a user-friendly and secure 

registration page to onboard users into the MFA system. In the context of the research, 

this script demonstrates the practical steps involved in capturing and storing user data 

and authentication credentials, such as usernames, passwords and biometric 

templates. It adheres to best practices in user interface design, ensuring that the 

registration process is intuitive and accessible to users. Moreover, this script 

underscores the importance of security in the registration phase. It incorporates 

various security measures, including input validation, password hashing and 

encryption, to protect sensitive user information. By securely interfacing with the client 

database, it confirms that user registration is a seamless yet highly secure process. 

Register Landing Page 

Script 

<?xml version="1.0" encoding="utf-8"?> 

<androidx.constraintlayout.widget.ConstraintLayout xmlns:android="http://schemas.android.com/apk/res/android" 

    xmlns:app="http://schemas.android.com/apk/res-auto" 

    xmlns:tools="http://schemas.android.com/tools" 

    android:layout_width="match_parent" 

    android:layout_height="match_parent" 

    tools:context=".RegisterActivity" 

    android:background="@drawable/bg"> 

 

 

    <View 

        android:id="@+id/view" 

        android:layout_width="match_parent" 

        android:layout_height="match_parent" 

        android:background="#83000000" /> 

 

    <ScrollView 

        android:layout_width="match_parent" 

        android:layout_height="match_parent" 

        android:fillViewport="true" 

        app:layout_constraintEnd_toEndOf="parent" 
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        app:layout_constraintTop_toBottomOf="parent"> 

 

        <androidx.constraintlayout.widget.ConstraintLayout 

            android:layout_width="match_parent" 

            android:layout_height="match_parent"> 

 

            <TextView 

                android:id="@+id/Signin" 

                android:layout_width="wrap_content" 

                android:layout_height="wrap_content" 

                android:layout_marginTop="12dp" 

                android:text="Register" 

                android:textColor="@color/white" 

                android:textSize="30sp" 

 

                android:textStyle="bold" 

                app:layout_constraintBottom_toBottomOf="parent" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="0.498" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toTopOf="parent" 

                app:layout_constraintVertical_bias="0.045" /> 

 

            <EditText 

                android:id="@+id/userid" 

                android:layout_width="0dp" 

                android:layout_height="wrap_content" 

                android:layout_marginStart="24dp" 

                android:layout_marginTop="16dp" 

                android:layout_marginEnd="24dp" 

                android:background="@drawable/input_bg" 

                android:drawableLeft="@drawable/ic_baseline_person_24" 

                android:drawablePadding="10dp" 

                android:ems="10" 

                android:hint="RSA ID nr." 

                android:inputType="text|numberPassword" 

                android:paddingLeft="20dp" 

                android:paddingTop="13dp" 

                android:paddingRight="20dp" 

                android:paddingBottom="13dp" 

                android:textColor="@color/white" 

                android:textColorHint="@color/white" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="0.0" 
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                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/Signin" /> 

 

            <EditText 

                android:id="@+id/pin" 

                android:layout_width="0dp" 

                android:layout_height="wrap_content" 

                android:layout_marginStart="24dp" 

                android:layout_marginTop="16dp" 

                android:layout_marginEnd="24dp" 

                android:background="@drawable/input_bg" 

                android:drawableLeft="@drawable/ic_baseline_security_24" 

                android:drawablePadding="10dp" 

                android:ems="10" 

                android:hint="PIN" 

                android:inputType="text|numberPassword" 

                android:paddingLeft="20dp" 

                android:paddingTop="13dp" 

                android:paddingRight="20dp" 

                android:paddingBottom="13dp" 

                android:textColor="@color/white" 

                android:textColorHint="@color/white" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="0.0" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/userid" /> 

 

            <EditText 

                android:id="@+id/Confirmpin2" 

                android:layout_width="360dp" 

                android:layout_height="wrap_content" 

                android:layout_marginTop="16dp" 

                android:background="@drawable/input_bg" 

                android:drawableLeft="@drawable/ic_baseline_security_24" 

                android:drawablePadding="10dp" 

                android:ems="10" 

                android:hint="Confirm PIN" 

                android:inputType="text|numberPassword" 

                android:paddingLeft="20dp" 

                android:paddingTop="13dp" 

                android:paddingRight="20dp" 

                android:paddingBottom="13dp" 

                android:textColor="@color/white" 

                android:textColorHint="@color/white" 
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                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="0.49" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/pin" /> 

 

            <EditText 

                android:id="@+id/Geo-location" 

                android:layout_width="0dp" 

                android:layout_height="wrap_content" 

                android:layout_marginStart="24dp" 

                android:layout_marginTop="144dp" 

                android:layout_marginEnd="24dp" 

                android:background="@drawable/input_bg" 

                android:drawableLeft="@drawable/ic_baseline_location_on_24" 

                android:drawablePadding="10dp" 

                android:ems="10" 

                android:hint="Geo-location restriction" 

                android:inputType="textPostalAddress" 

                android:paddingLeft="20dp" 

                android:paddingTop="13dp" 

                android:paddingRight="20dp" 

                android:paddingBottom="13dp" 

                android:textColor="@color/white" 

                android:textColorHint="@color/white" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="1.0" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/userid" /> 

 

            <EditText 

                android:id="@+id/scanprint" 

                android:layout_width="0dp" 

                android:layout_height="wrap_content" 

                android:layout_marginStart="24dp" 

                android:layout_marginTop="208dp" 

                android:layout_marginEnd="24dp" 

                android:background="@drawable/input_bg" 

                android:drawableLeft="@drawable/ic_baseline_fingerprint_24" 

                android:drawablePadding="10dp" 

                android:ems="10" 

                android:hint="Scan Fingerprint" 

                android:inputType="text|numberPassword" 

                android:paddingLeft="20dp" 

                android:paddingTop="13dp" 
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                android:paddingRight="20dp" 

                android:paddingBottom="13dp" 

                android:textColor="@color/white" 

                android:textColorHint="@color/white" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="0.0" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/userid" /> 

 

            <EditText 

                android:id="@+id/registerDevice" 

                android:layout_width="0dp" 

                android:layout_height="wrap_content" 

                android:layout_marginStart="24dp" 

                android:layout_marginTop="348dp" 

                android:layout_marginEnd="24dp" 

                android:background="@drawable/input_bg" 

                android:drawableLeft="@drawable/ic_baseline_devices_24" 

                android:drawablePadding="10dp" 

                android:ems="10" 

                android:hint="Register device" 

                android:inputType="text|numberPassword" 

                android:paddingLeft="20dp" 

                android:paddingTop="13dp" 

                android:paddingRight="20dp" 

                android:paddingBottom="13dp" 

                android:textColor="@color/white" 

                android:textColorHint="@color/white" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="0.0" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/userid" /> 

 

            <Button 

                android:id="@+id/btnRegister" 

                android:layout_width="0dp" 

                android:layout_height="wrap_content" 

                android:layout_marginStart="24dp" 

                android:layout_marginTop="12dp" 

                android:layout_marginEnd="24dp" 

                android:text="Register" 

                android:textSize="20sp" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintStart_toStartOf="parent" 
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                app:layout_constraintTop_toBottomOf="@+id/registerDevice" /> 

 

            <TextView 

                android:id="@+id/alreadyHaveaccount" 

                android:layout_width="wrap_content" 

                android:layout_height="wrap_content" 

                android:layout_marginTop="16dp" 

                android:text="Already have an account?" 

                android:textColor="@color/white" 

                android:textSize="20sp" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/btnRegister" /> 

 

            <ImageView 

                android:id="@+id/imageView" 

                android:layout_width="50dp" 

                android:layout_height="50dp" 

                android:layout_marginTop="24dp" 

                app:layout_constraintEnd_toEndOf="parent" 

                app:layout_constraintHorizontal_bias="0.498" 

                app:layout_constraintStart_toStartOf="parent" 

                app:layout_constraintTop_toBottomOf="@+id/scanprint" 

                app:srcCompat="@drawable/ic_baseline_fingerprint_24" /> 

 

        </androidx.constraintlayout.widget.ConstraintLayout> 

 

    </ScrollView> 

 

 

</androidx.constraintlayout.widget.ConstraintLayout> 

Script 1: Register Landing Page  

 

Output 
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Appendix N: Input and Output Code  of the MFA (Prototype A)  

Sign-in Landing Page 

Input 

<?xml version ="1.0" encoding ="utf - 8" ?> 

<androidx.cons traintlayout.widget.ConstraintLayout 

xmlns: android ="http://schemas.android.com/apk/res/android"  

    xmlns: app="http://schemas.android.com/apk/res - auto"  

    xmlns: tools ="http://schemas.android.com/tools"  

    android :layout_width ="match_parent"  

    android :l ayout_height ="match_parent"  

    tools :context =".MainActivity"  

    android :background ="@drawable/bg" > 

 

  <View  

    android :layout_width ="match_parent"  

    android :layout_height ="match_parent"  

    android :background ="#77000000" />  

 

    <ScrollView  

        and roid :layout_width ="match_parent"  

        android :layout_height ="match_parent"  

        android :fillViewport ="true"  

        tools :layout_editor_absoluteX =" - 204dp"  

        tools :layout_editor_absoluteY =" - 16dp" > 

 

        <androidx.constraintlayout.widget.Const raintLayout  

            android :layout_width ="match_parent"  

            android :layout_height ="match_parent" > 

 

 

            <TextView  

                android :id ="@+id/Signin"  

                android :layout_width ="wrap_content"  

                android :layou t_height ="wrap_content"  

                android :layout_marginTop ="12dp"  

                android :text ="Sign in"  

                android :textColor ="@color/white"  

                and  

 

 

                android :layout_width ="0dp"  

                android :layout_ height ="wrap_content"  

                android :layout_marginStart ="24dp"  

                android :layout_marginEnd ="24dp"  

                android :background ="@drawable/input_bg"  

                android :drawableLeft ="@drawable/ic_baseline_security_24"  

                android :drawablePadding ="10dp"  

                android :ems ="10"  

                android :hint ="PIN"  
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Output 



265 

 

Appendix O: Profile Registration Script in  MFA (Prototype B)  

 

The Profile Registration Script offers a comprehensive overview of the user 

registration interface, demonstrating how users can securely create profiles, providing 

essential information and authentication methods. It exemplifies best practices in user 

experience design, ensuring a user-friendly and accessible registration process. In 

addition to user convenience, this script underscores the significance of security 

measures, including input validation, data encryption, and robust authentication 

methods, to protect user data during the registration phase. It integrates with the client 

database, where user profiles are securely stored and implements security features to 

safeguard sensitive information.  

Successful Registration  

Script  

1 using System; 

2 using System.Collections.Generic; 

3 using System.Data; 

4 using System.Linq; 

5 using System.Windows.Forms; 

6 using System.Data.SqlClient; 

7 using System.Net.NetworkInformation; 

8 using System.Text.RegularExpressions; 

9 using System.Device.Location; 

10 using Microsoft.Web.Mvc.Controls; 

11   

12 namespace Registrationpage 

13 { 

14     public partial class RegForm1 : Form 

15     { 

16         string connectionString = @"Data Source=(LocalDB)\MSSQLLocalDB;AttachDbFilenam

e=C:\Users\Glen_Moepi\Documents\Data.mdf;Integrated Security=True;Connect Timeout=30"; 
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17   

18         public object JsonConvert { get; private set; } 

19   

20         public RegForm1() 

21         { 

22             InitializeComponent(); 

23             this.Submit.Click += new EventHandler(Submit_Click); 

24         } 

25   

26   

27   

28         private void Submit_Click(object sender, EventArgs e) 

29         { 

30              

31                 using (SqlConnection sqlCon = new SqlConnection(connectionString)) 

32                 { 

33                     sqlCon.Open(); 

34                     SqlCommand sqlCmd = new SqlCommand("UserAdd", sqlCon); 

35                     sqlCmd.CommandType = CommandType.StoredProcedure; 

36                     sqlCmd.Parameters.AddWithValue("@Username", Username.Text.Trim()); 

37                     sqlCmd.Parameters.AddWithValue("@Password", txtPassword.Text.Trim()); 

38                     sqlCmd.Parameters.AddWithValue("@Cellphone", Cellphone.Text.Trim()); 

39                     sqlCmd.Parameters.AddWithValue("@Pincode", Pincode.Text.Trim()); 

40                     sqlCmd.Parameters.AddWithValue("@Fingerprint", Fingerprint.Text.Trim()); 

41                     sqlCmd.Parameters.AddWithValue("@Address", txtAddress.Text.Trim()); 

42                     sqlCmd.Parameters.AddWithValue("@Device", Device.Text.Trim()); 

43                     sqlCmd.ExecuteNonQuery(); 

44                     if (txtPassword.Text == ConfirmPassword.Text) 

45                     { 



267 

 

46                         MessageBox.Show("Registration Successful!"); 

47                         Clear(); 

48                         this.Hide(); 

49                         LoginForm login = new LoginForm(); 

50                         login.Show(); 

51                     } 

52                     else 

53                     { 

54                         MessageBox.Show("Passwords do not match!"); 

55                     } 

56                 } 

57              

58         } 

59         void Clear() 

60         { 

61             Username.Text = txtPassword.Text = Pincode.Text = Fingerprint.Text = txtAddress.T

ext = Device.Text = ""; 

62         } 

63       

64         //MAC Address 

65         private void Device_TextChanged(object sender, EventArgs e) 

66         { 

67             var macAddr = 

68     ( 

69         from nic in NetworkInterface.GetAllNetworkInterfaces() 

70         where nic.OperationalStatus == OperationalStatus.Up 

71         select nic.GetPhysicalAddress().ToString() 

72     ).FirstOrDefault(); 

73             Device.Text = macAddr; 
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74         } 

75   

76         //Address 

77         public string Latitude; 

78         public string Longitude; 

79         private GeoCoordinateWatcher Watcher = new GeoCoordinateWatcher(); 

80   

81         public class Geo-location 

82         { 

83             public string Latitude { get; set; } 

84             public string Longitude { get; set; } 

85             public string Address1 { get; set; } 

86             public string Address2 { get; set; } 

87             public string Zip { get; set; } 

88             public string City { get; set; } 

89             public string State { get; set; } 

90             public string Country { get; set; } 

91   

92         } 

93         private void Watcher_StatusChanged(object sender, GeoPositionStatusChangedEvent

Args e) 

94         { 

95             try 

96             { 

97                 if (e.Status == GeoPositionStatus.Ready) 

98                 { 

99                     if (Watcher.Position.Location.IsUnknown) 

100                     { 

101                         Latitude = "0"; 
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102                         Longitude = "0"; 

103                     } 

104                     else 

105                     { 

106                         Latitude = Watcher.Position.Location.Latitude.ToString(); 

107                         Longitude = Watcher.Position.Location.Longitude.ToString(); 

108                     } 

109                 } 

110   

111                 else 

112                 { 

113                     Latitude = "1"; 

114                     Longitude = "2"; 

115                 } 

116             } 

117   

118             catch (Exception) 

119             { 

120                 Latitude = "4"; 

121                 Longitude = "45"; 

122             } 

123         } 

124   

125   

126   

127         private void txtAddress_TextChanged(object sender, EventArgs e) 

128         { 

129   

130             txtAddress.Text = "Geo Coordinates:" + " " + Latitude + "," + Longitude; 
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131         } 

132   

133         private void Locate_Click(object sender, EventArgs e) 

134         { 

135             txtAddress.Text = "Geo Coordinates:" + " " + Latitude + " " + Longitude; 

136         } 

137   

138         private void RegForm1_Load(object sender, EventArgs e) 

139         { 

140             Watcher = new GeoCoordinateWatcher(); 

141             Watcher.StatusChanged += Watcher_StatusChanged; 

142             Watcher.Start(); 

143         } 

144         

145         public bool ValidatePassword(string password) 

146         { 

147             string patternPassword = @"^(?=.*\d)(?=.*[a-z])(?=.*[A-Z]).{4,8}20"; 

148             if (!string.IsNullOrEmpty(password)) 

149             { 

150                 if (!Regex.IsMatch(password, patternPassword)) 

151                 { 

152                     return true; 

153                 } 

154   

155             } 

156             return true; 

157         } 

158   

159         private void ConfirmPassword_TextChanged(object sender, EventArgs e) 
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160         { 

161   

162           /*   if (ValidatePassword(txtPassword.Text)) 

163             { 

164                 MessageBox.Show("Password Okay!"); 

165             } 

166             else 

167             { 

168                 MessageBox.Show(" Password must be at least 4 characters and must include at l

east one upper case letter, one lower case letter, and one numeric digit."); 

169             }*/  

170         } 

171     } 

172 } 

Script 2:Successful Registration  

Output  
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Appendix P:  Login Page Script MFA Prototype B  

 

This script provides essential insights into how Prototype B's login interface was 

designed and configured to deliver a secure and user-friendly experience for online 

banking users. In the research, the Login Page Script exemplifies the incorporation of 

various authentication factors, such as username, password and biometric data, into 

a unified and intuitive user interface. This design adheres to best practices in user 

experience and security, emphasizing the importance of accessible and robust 

authentication methods. Furthermore, the script underscores the significance of 

security measures, such as data validation, encryption, and secure communication 

channels, to safeguard user data and ensure that the login process is resistant to cyber 

threats. It also illustrates how the login page interacts with the multifactor 

authentication components of Prototype B, including its integration with the server and 

user database for identity verification. 

Login Form  

Script  

using  System;  

using  System.Collections.Generic;  

using  System.ComponentModel;  

using  System.Da ta;  

using  System.Drawing;  

using  System.Linq;  

using  System.Text;  

using  System.Threading.Tasks;  

using  System.Windows.Forms;  

using  System.Device.Location;  

using  System.Runtime.Serialization;  

using  System.IO;  

using  System.Xml;  

using  System.Net;  

using  static  Registrationpage.LocationForm;  

using  System.IO.Ports;  

using  System.Data.SqlClient;  

using  static  LinqToDB.DataProvider.DB2.DB2ProviderAdapter;  

using  System.Data.Common;  
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using  System.Data.Odbc;  

using  com.sun.xml.@internal.bind.v2.model.core;  

using  com.sun.xml. @internal.ws.wsdl.writer.document.http;  

using  Humanizer;  

  

namespace  Registrationpage  

{  

    public  partial  class  LocationForm  :  Form 

    {  

        string  connectionString  = @"Data  Source=(LocalDB) \ MSSQLLocalDB;At

tachDbFilename=C: \ Users \ Glen _Moepi \ Documents \ Data.mdf;Integrated  Security

=True;Connect  Timeout=30" ;  

        int  radius;  

        public  LocationForm ()  

        {  

            InitializeComponent();  

        }  

  

        public  string  Latitude;  

        public  string  Longitude;  

        private  GeoCoordinat eWatcher  Watcher  = new GeoCoordinateWatcher()

;  

  

        public  class  Geo- location  

        {  

            public  string  Latitude  {  get ;  set ;  }  

            public  string  Longitude  {  get ;  set ;  }  

            public  string  Address1  {  get ;  set ;  }  

            pub lic  string  Address2  {  get ;  set ;  }  

            public  string  Zip  {  get ;  set ;  }  

            public  string  City  {  get ;  set ;  }  

            public  string  State  {  get ;  set ;  }  

            public  string  Country  {  get ;  set ;  }  

             

        }  

  

        //[Obs olete]  

        private  void  Signin_Click ( object  sender ,  EventArgs  e,  DB2Connecti

on dB2Connection )  

        {  
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            SqlConnection  sqlCon  = new SqlConnection(connectionString);  

            string  query5  = "Select  Address  from  ClientDatabase  Where Add

res s = '"  + Location.Text.Trim()  + "'" ;  

            SqlDataAdapter  sda  = new SqlDataAdapter(query5,  sqlCon);  

            DataTable  ClientsLocation  = new DataTable();  

            sda.Fill(ClientsLocation);  

  

            using  (SqlConnection  conn  = new SqlConne ction(connectionStrin

g))  

            {  

                conn.Open();  

                SqlCommand cmd = new SqlCommand(query5,  conn);  

                string  Addres  = ( string )cmd.ExecuteScalar();  

               conn.Close();  

                MessageBox.Show(Add res);  

                string  stary  = ( string )Convert.ToString(Addres.Substring(

17,  2));  

                int  y2  = ( int )Convert.ToDouble(Longitude);  

                int  x2  = ( int )Convert.ToDouble(Latitude);  

  

                int  root  = x2  *  x2  + y2  *  y2;  

                radius  = ( int )Math.Sqrt(root);  

                Radius.Text  = Convert.ToString(radius);  

  

            }  

          

            if  (ClientsLocation.Rows.Count  > 0)  

            {  

                this .Hide();  

                ClientProfile  profile  = new ClientProfile();  

                profile.Show();  

        

            }  

  

            else  if (radius  > 50)  

            {  

                MessageBox.Show( "This  location  is  too  far  original  locati

on" );  

            }  
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            else  

            {  

  

            }  

            this .Hide();   

  

        }  

  

        private  void  Location_TextChanged ( object  sender ,  EventArgs  e)  

        {  

            Location.Text  = "Geo  Coordinates:"  + "  "  + Latitude  + ","  + L

ongitude;  

            int  y  = ( int )Convert.ToDouble( Longitude);  

            int  x  = ( int )Convert.ToDouble(Latitude);  

            int  root  = x *  x + y *  y;  

                radius  = ( int )Math.Sqrt(root);  

            Radius.Text  = Convert.ToString(radius);  

        }  

            private  void  Watcher_StatusChang ed( object  sender ,  GeoPosition

StatusChangedEventArgs  e)  

        {  

            try  

            {  

                if  (e.Status  == GeoPositionStatus.Ready)  

                {  

                    if  (Watcher.Position.Location.IsUnknown)  

                    {  

                        Latitude  = "0" ;  

                        Longitude  = "0" ;  

                    }  

                    else  

                    {  

                        Latitude  = Watcher.Position.Location.Latitude.ToS

tring();  

                        Longitude  = Watcher.Position.Location.Longitude.T

oString();  

                    }  

                }  

  

                else  
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                {  

                    Latitude  = "1" ;  

                    Longitude  = "2" ;  

                }  

            }  

  

            catch  (Exception)  

            {  

                Latitude  = "4" ;  

                Longitude  = "45" ;  

            }  

        }  

  

        private  void  LocationForm_Load ( object  sender ,  EventArgs  e)  

        {  

            Watcher  = new GeoCoordinateWatcher();  

            Watcher.StatusChanged  += Watcher_StatusChanged;  

            Watcher.Start();  

        }  

  

        private  void  Locate_Click ( object  sender ,  EventArgs  e)  

        {  

            Location.Text  = "Geo  Coordinates:"  + "  "  + Latitude  + ","  + L

ongitude;  

        }  

  

        private  void  Signin_Click ( object  sender ,  EventArgs  e)  

        {  

            SqlConnection  sqlCon  = new SqlConnection(connectionString);  

            string  query5  = "Select  Address  from  ClientDatabase  Where Add

ress  = '"  + Location.Text.Trim( )  + "'" ;  

            SqlDataAdapter  sda  = new SqlDataAdapter(query5,  sqlCon);  

            DataTable  ClientsLocation  = new DataTable();  

            sda.Fill(ClientsLocation);  

  

            using  (SqlConnection  conn  = new SqlConnection(connectionStrin

g))  

            {  

                conn.Open();  

                SqlCommand cmd = new SqlCommand(query5,  conn);  
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                string  Addres  = ( string )cmd.ExecuteScalar();  

                //conn.Close();  

                MessageBox.Show(Addres);  

                MessageBox.Show(Addres);  

               string  Stary  = Addres.Substring(17,  4);  

                string  Starx  = Addres.Substring(25,  4);  

               MessageBox.Show(Stary);  

                double  y1  = ( int )Convert.ToDouble(Stary);  

                double  x1  = ( int )Convert.ToDouble(Starx);  ;  

                int  y2  = ( int )Convert.ToDouble(Longitude);  

                int  x2  = ( int )Convert.ToDouble(Latitude);  

                double  x = x2  -  x1;  

                double  y = y2  -  y1;  

                double  root  = x *  x + y*  y;  

                radius  = ( int )Math.Sqrt(root);  

                Radius.Text  = Convert.ToString(radius);  

  

            }  

        

            if  (ClientsLocation.Rows.Count  > 0)  

            {  

                this .Hide();  

                ClientProfi le  profile  = new ClientProfile();  

                profile.Show();  

  

            }  

  

            else  if  (radius  > 50)  

            {  

                MessageBox.Show( "This  location  is  too  far  original  locati

on" );  

            }  

  

            else  

            {  

  

            }  

            this .Hide();  

        }  

    }  
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Appendix Q:  Input and Output Script  of the MFA (Prototype C)  

 

This script outlines how the MFA application handles various inputs and generates 

corresponding outputs, emphasizing its operational aspects. In the research, the Input 

and Output Script of Prototype C presents the essential processes involved in user 

authentication and security management. It describes how the application receives 

and processes user inputs, including PINs, biometric data and geolocation information, 

ensuring that they adhere to predefined security constraints and protocols. Moreover, 

the script provides an overview of the outputs generated by Prototype C, which may 

include access permissions, authentication success messages or error notifications. 

These outputs are essential for communicating with users and ensuring the secure 

functioning of the application. 

Input:  Splash Screen  

 

// Generated code for this Container Widget... 

Container( 

  width: MediaQuery.of(context).size.width, 

  height: MediaQuery.of(context).size.height * 1, 

  decoration: BoxDecoration( 

    color: FlutterFlowTheme.of(context).primaryBlack, 

    image: DecorationImage( 

      fit: BoxFit.fill, 

      image: Image.asset( 

        'assets/images/bg_login@2x.png', 

      ).image, 

    ), 

  ), 

  child: Padding( 
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    padding: EdgeInsetsDirectional.fromSTEB(0, 40, 0, 0), 

    child: Column( 

      mainAxisSize: MainAxisSize.max, 

      mainAxisAlignment: MainAxisAlignment.center, 

      crossAxisAlignment: CrossAxisAlignment.center, 

      children: [ 

        Expanded( 

          child: Row( 

            mainAxisSize: MainAxisSize.max, 

            mainAxisAlignment: MainAxisAlignment.center, 

            crossAxisAlignment: CrossAxisAlignment.center, 

            children: [ 

              Image.asset( 

                'assets/images/Authentic-removebg-preview.png', 

                width: 303, 

                height: 412, 

                fit: BoxFit.fitHeight, 

              ), 

            ], 

          ), 

        ), 

        Expanded( 

          child: Row( 

            mainAxisSize: MainAxisSize.max, 

            mainAxisAlignment: MainAxisAlignment.center, 

            crossAxisAlignment: CrossAxisAlignment.center, 

            children: [ 

              Expanded( 

                child: Padding( 

                  padding: EdgeInsetsDirectional.fromSTEB(0, 20, 0, 0), 

                  child: Column( 

                    mainAxisSize: MainAxisSize.max, 

                    children: [ 

                      Padding( 

                        padding: EdgeInsetsDirectional.fromSTEB(0, 2, 0, 20), 

                        child: FFButtonWidget( 

                          onPressed: () async { 

                            context.pushNamed('Register'); 

                          }, 

                          text: 'Register', 
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                          options: FFButtonOptions( 

                            width: 200, 

                            height: 50, 

                            padding: 

                                EdgeInsetsDirectional.fromSTEB(0, 0, 0, 0), 

                            iconPadding: 

                                EdgeInsetsDirectional.fromSTEB(0, 0, 0, 0), 

                            color: FlutterFlowTheme.of(context).info, 

                            textStyle: FlutterFlowTheme.of(context) 

                                .titleSmall 

                                .override( 

                                  fontFamily: 'Outfit', 

                                  color: Colors.white, 

                                  fontSize: 16, 

                                  fontWeight: FontWeight.bold, 

                                ), 

                            elevation: 3, 

                            borderSide: BorderSide( 

                              color: Colors.transparent, 

                              width: 1, 

                            ), 

                            borderRadius: BorderRadius.circular(8), 

                          ), 

                        ), 

                      ), 

                      FFButtonWidget( 

                        onPressed: () async { 

                          context.pushNamed('Login'); 

                        }, 

                        text: 'Login', 

                        options: FFButtonOptions( 

                          width: 200, 

                          height: 50, 

                          padding: EdgeInsetsDirectional.fromSTEB(0, 0, 0, 0), 

                          iconPadding: 

                              EdgeInsetsDirectional.fromSTEB(0, 0, 0, 0), 

                          color: FlutterFlowTheme.of(context).white, 

                          textStyle: FlutterFlowTheme.of(context) 

                              .titleSmall 

                              .override( 
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Input: Login  Page 

/ Generated code for this Login Widget... 

Scaffold( 

  key: scaffoldKey, 

  backgroundColor: FlutterFlowTheme.of(context).info, 

  body: Form( 

    key: _model.formKey, 

    autovalidateMode: AutovalidateMode.always, 

    child: SingleChildScrollView( 

      child: Column( 

        mainAxisSize: MainAxisSize.max, 

        children: [ 

                                fontFamily: 'Outfit', 

                                color: FlutterFlowTheme.of(context).info, 

                                fontSize: 16, 

                                fontWeight: FontWeight.bold, 

                              ), 

                          elevation: 3, 

                          borderSide: BorderSide( 

                            color: Colors.transparent, 

                            width: 1, 

                          ), 

                          borderRadius: BorderRadius.circular(8), 

                        ), 

                      ), 

                    ], 

                  ), 

                ), 

              ), 

            ], 

          ), 

        ), 

      ], 

    ), 

  ), 

) 

Output  
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          Row( 

            mainAxisSize: MainAxisSize.max, 

            children: [ 

              Container( 

                width: MediaQuery.of(context).size.width, 

                height: 200, 

                decoration: BoxDecoration( 

                  color: FlutterFlowTheme.of(context).info, 

                  image: DecorationImage( 

                    fit: BoxFit.cover, 

                    image: Image.asset( 

                      'assets/images/EmergencyBuddy_(1).png', 

                    ).image, 

                  ), 

                ), 

              ), 

            ], 

          ), 

          Padding( 

            padding: EdgeInsetsDirectional.fromSTEB(0, 24, 0, 0), 

            child: Row( 

              mainAxisSize: MainAxisSize.min, 

              mainAxisAlignment: MainAxisAlignment.center, 

              children: [ 

                Expanded( 

                  child: Padding( 

                    padding: EdgeInsetsDirectional.fromSTEB(24, 0, 24, 0), 

                    child: Column( 

                      mainAxisSize: MainAxisSize.max, 

                      children: [ 

                        Padding( 

                          padding: 

                              EdgeInsetsDirectional.fromSTEB(0, 20, 0, 0), 

                          child: TextFormField( 

                            controller: _model.passwordTextController, 

                            obscureText: !_model.passwordVisibility1, 

                            decoration: InputDecoration( 

                              labelText: 'Username', 

                              hintText: 'Enter your Username here...', 

                              hintStyle: FlutterFlowTheme.of(context) 
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                                  .bodyMedium 

                                  .override( 

                                    fontFamily: 'Outfit', 

                                    color: Color(0x9AFFFFFF), 

                                  ), 

                              enabledBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: FlutterFlowTheme.of(context) 

                                      .secondaryBackground, 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              focusedBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: Color(0x00000000), 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              errorBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: Color(0x00000000), 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              focusedErrorBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: Color(0x00000000), 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              filled: true, 

                              fillColor: FlutterFlowTheme.of(context).info, 

                              prefixIcon: Icon( 

                                Icons.people_alt_outlined, 

                                color: FlutterFlowTheme.of(context).accent4, 

                                size: 19, 
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                              ), 

                              suffixIcon: InkWell( 

                                onTap: () => setState( 

                                  () => _model.passwordVisibility1 = 

                                      !_model.passwordVisibility1, 

                                ), 

                                focusNode: FocusNode(skipTraversal: true), 

                                child: Icon( 

                                  _model.passwordVisibility1 

                                      ? Icons.visibility_outlined 

                                      : Icons.visibility_off_outlined, 

                                  color: Color(0x80FFFFFF), 

                                  size: 19, 

                                ), 

                              ), 

                            ), 

                            style: FlutterFlowTheme.of(context) 

                                .bodyMedium 

                                .override( 

                                  fontFamily: 'Outfit', 

                                  color: FlutterFlowTheme.of(context) 

                                      .secondaryBackground, 

                                ), 

                            keyboardType: TextInputType.name, 

                            validator: _model.passwordTextControllerValidator 

                                .asValidator(context), 

                          ), 

                        ), 

                        Padding( 

                          padding: 

                              EdgeInsetsDirectional.fromSTEB(0, 20, 0, 0), 

                          child: TextFormField( 

                            controller: _model.textController, 

                            obscureText: !_model.passwordVisibility2, 

                            decoration: InputDecoration( 

                              labelText: 'PIN', 

                              hintText: 'Enter your PIN here...', 

                              hintStyle: FlutterFlowTheme.of(context) 

                                  .bodyMedium 

                                  .override( 
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                                    fontFamily: 'Outfit', 

                                    color: Color(0x9AFFFFFF), 

                                  ), 

                              enabledBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: FlutterFlowTheme.of(context) 

                                      .secondaryBackground, 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              focusedBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: Color(0x00000000), 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              errorBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: Color(0x00000000), 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              focusedErrorBorder: OutlineInputBorder( 

                                borderSide: BorderSide( 

                                  color: Color(0x00000000), 

                                  width: 1, 

                                ), 

                                borderRadius: BorderRadius.circular(8), 

                              ), 

                              filled: true, 

                              fillColor: FlutterFlowTheme.of(context).info, 

                              prefixIcon: Icon( 

                                Icons.shield, 

                                color: FlutterFlowTheme.of(context).accent4, 

                                size: 19, 

                              ), 

                              suffixIcon: InkWell( 
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                                onTap: () => setState( 

                                  () => _model.passwordVisibility2 = 

                                      !_model.passwordVisibility2, 

                                ), 

                                focusNode: FocusNode(skipTraversal: true), 

                                child: Icon( 

                                  _model.passwordVisibility2 

                                      ? Icons.visibility_outlined 

                                      : Icons.visibility_off_outlined, 

                                  color: Color(0x80FFFFFF), 

                                  size: 19, 

                                ), 

                              ), 

                            ), 

                            style: FlutterFlowTheme.of(context) 

                                .bodyMedium 

                                .override( 

                                  fontFamily: 'Outfit', 

                                  color: FlutterFlowTheme.of(context) 

                                      .secondaryBackground, 

                                ), 

                            keyboardType: TextInputType.number, 

                            validator: _model.textControllerValidator 

                                .asValidator(context), 

                          ), 

                        ), 

                        Row( 

                          mainAxisSize: MainAxisSize.max, 

                          children: [ 

                            Padding( 

                              padding: 

                                  EdgeInsetsDirectional.fromSTEB(0, 20, 0, 0), 

                              child: Text( 

                                'Scan your fingerprint', 

                                textAlign: TextAlign.start, 

                                style: FlutterFlowTheme.of(context) 

                                    .bodyMedium 

                                    .override( 

                                      fontFamily: 'Outfit', 

                                      color: FlutterFlowTheme.of(context) 
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                                          .secondaryBackground, 

                                      fontSize: 15, 

                                    ), 

                              ), 

                            ), 

                          ], 

                        ), 

                        Padding( 

                          padding: 

                              EdgeInsetsDirectional.fromSTEB(0, 20, 0, 0), 

                          child: InkWell( 

                            splashColor: Colors.transparent, 

                            focusColor: Colors.transparent, 

                            hoverColor: Colors.transparent, 

                            highlightColor: Colors.transparent, 

                            onTap: () async { 

                              final _localAuth = LocalAuthentication(); 

                              bool _isBiometricSupported = 

                                  await _localAuth.isDeviceSupported(); 

                              if (_isBiometricSupported) { 

                                _model.verificationOutput = 

                                    await _localAuth.authenticate( 

                                        localizedReason: 

                                            'Please verify your identity.'); 

                                setState(() {}); 

                              } 

                              if (_model.verificationOutput!) { 

                                ScaffoldMessenger.of(context).showSnackBar( 

                                  SnackBar( 

                                    content: Text( 

                                      'Success. Welcome ${currentUserDisplayName}.', 

                                      style: TextStyle( 

                                        color: FlutterFlowTheme.of(context) 

                                            .primaryText, 

                                      ), 

                                    ), 

                                    duration: Duration(milliseconds: 4000), 

                                    backgroundColor: 

                                        FlutterFlowTheme.of(context) 

                                            .secondary, 
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                                  ), 

                                ); 

                                context.pushNamed('myTasks'); 

                              } else { 

                                ScaffoldMessenger.of(context).showSnackBar( 

                                  SnackBar( 

                                    content: Text( 

                                      'Failure.Please try again.', 

                                      style: TextStyle( 

                                        color: FlutterFlowTheme.of(context) 

                                            .primaryText, 

                                      ), 

                                    ), 

                                    duration: Duration(milliseconds: 4000), 

                                    backgroundColor: 

                                        FlutterFlowTheme.of(context) 

                                            .secondary, 

                                  ), 

                                ); 

                              } 

                              setState(() {}); 

                            }, 

                            child: Icon( 

                              Icons.fingerprint_sharp, 

                              color: 

                                  FlutterFlowTheme.of(context).secondaryText, 

                              size: 120, 

                            ), 

                          ), 

                        ), 

                        Padding( 

                          padding: 

                              EdgeInsetsDirectional.fromSTEB(0, 24, 0, 0), 

                          child: FFButtonWidget( 

                            onPressed: () async { 

                              GoRouter.of(context).prepareAuthEvent(); 

                              final user = await authManager 

                                  .signInAnonymously(context); 

                              if (user == null) { 

                                return; 
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                              } 

                              context.goNamedAuth('myTasks', context.mounted); 

                            }, 

                            text: 'Login', 

                            options: FFButtonOptions( 

                              width: 200, 

                              height: 50, 

                              padding: 

                                  EdgeInsetsDirectional.fromSTEB(0, 0, 0, 0), 

                              iconPadding: 

                                  EdgeInsetsDirectional.fromSTEB(0, 0, 0, 0), 

                              color: FlutterFlowTheme.of(context).darkBG, 

                              textStyle: FlutterFlowTheme.of(context) 

                                  .titleSmall 

                                  .override( 

                                    fontFamily: 'Outfit', 

                                    color: Colors.white, 

                                    fontWeight: FontWeight.bold, 

                                  ), 

                              elevation: 3, 

                              borderSide: BorderSide( 

                                color: Colors.transparent, 

                                width: 1, 

                              ), 

                              borderRadius: BorderRadius.circular(8), 

                            ), 

                          ), 

                        ), 

                        Padding( 

                          padding: 

                              EdgeInsetsDirectional.fromSTEB(0, 44, 0, 30), 

                          child: Row( 

                            mainAxisSize: MainAxisSize.max, 

                            mainAxisAlignment: MainAxisAlignment.center, 

                            crossAxisAlignment: CrossAxisAlignment.end, 

                            children: [ 

                              Padding( 

                                padding: EdgeInsetsDirectional.fromSTEB( 

                                    0, 0, 0, 6), 

                                child: Text( 
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                                  'D�R�Q�¶�W���K�D�Y�H���D�Q���D�F�F�R�X�Q�W���\�H�W�"���
�� 

                                  style: FlutterFlowTheme.of(context) 

                                      .bodyMedium 

                                      .override( 

                                        fontFamily: 'Outfit', 

                                        color: FlutterFlowTheme.of(context) 

                                            .secondaryBackground, 

                                      ), 

                                ), 

                              ), 

                              FFButtonWidget( 

                                onPressed: () async { 

                                  context.pushNamed( 

                                    'Register', 

                                    extra: <String, dynamic>{ 

                                      kTransitionInfoKey: TransitionInfo( 

                                        hasTransition: true, 

                                        transitionType: 

                                            PageTransitionType.fade, 

                                        duration: Duration(milliseconds: 200), 

                                      ), 

                                    }, 

                                  ); 

                                }, 

                                text: 'Register', 

                                options: FFButtonOptions( 

                                  width: 100, 

                                  height: 32, 

                                  padding: EdgeInsetsDirectional.fromSTEB( 

                                      0, 0, 0, 0), 

                                  iconPadding: EdgeInsetsDirectional.fromSTEB( 

                                      0, 0, 0, 0), 

                                  color: FlutterFlowTheme.of(context).info, 

                                  textStyle: FlutterFlowTheme.of(context) 

                                      .titleMedium, 

                                  elevation: 0, 

                                  borderSide: BorderSide( 

                                    color: Color(0x0095A1AC), 

                                    width: 1, 

                                  ), 
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                                  borderRadius: BorderRadius.circular(0), 

                                ), 

                              ), 

                            ], 

                          ), 

                        ), 

                      ], 

                    ), 

                  ), 

                ), 

              ], 

            ), 

          ), 

        ], 

      ), 

    ), 

  ), 

) 
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Appendix R: Matlab Simulations  

 

2. Mathematical Script MATLAB Simulation  

The MATLAB script demonstrates how to create mathematical models of 

authentication methods, including PINs, biometrics and other security measures. It 

allows researchers and practitioners to experiment with various scenarios, assess 

system vulnerabilities and evaluate the impact of different factors on the overall 

security and usability of MFA systems. The script leverages MATLAB's computational 

capabilities to perform simulations that consider complex variables, such as user 

behavior, system response times and security thresholds. This facilitates the analysis 

of system behavior under diverse conditions and the identification of potential 

weaknesses or areas for improvement in MFA protocols. Furthermore, the script can 

be used to generate quantitative data and visual representations, aiding in the 

presentation of research findings and the development of evidence-based 

recommendations for enhancing MFA systems.  

 

M

A

T 

L

A

B 

 

S

C

% Number of inputs check  
if  nargin ==  0 || nargin == 2 || nargin == 4  
else  
    error( 'Incorrect number of input arguments.' )  
end  

  

% Input Type Check  
for  i=1:1:length(varargin)  
    if  ~ischar(varargin{i})  
        error( 'Input s must be strings.' )  
    end  
end  

  

% Title Option  
if  nargin == 0  
    Title = 'Create PIN ' ;  
elseif  nargin == 2 && ~isempty(strmatch( 'title' ,lower(varargin)))  
    Title = varargin{2};  
elseif  nargin == 2 && isempty(strmatch( 'title' ,lower(varargin)))  
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    Title = 'Create PIN ' ;  
elseif  nargin == 4 && ~isempty(strmatch( 'title' ,lower(varargin)))  
    S = strmatch( 'title' ,lower(varargin));  
    if  S == 1  
        Title = varargin{2};  
    elseif  S == 3  

 

        Title = varargin{4};  
    else  
        error( 'Invalid title.' )  
    end  
else  
    error( 'Invalid title.' )  
end  

 

  

% Password Option  
if  nargin == 0  
    Pass = 0;  
elseif  nargin == 2 && ~isempty(strmatch( 'Confirm PIN ' ,lower(varargin{1}))) 

&& ~isempty(strmatch( 'only' ,lowe r(varargin{2})))  
    Pass = 1;  
elseif  nargin == 4 && ~isempty(strmatch( 'Confirm PIN ' ,lower(varargin))) 

&& ~isempty(strmatch( 'only' ,lower(varargin)))  
    P = strmatch( 'Confirm PIN ' ,lower(varargin));  
    O = strmatch( 'only' ,lower(vara rgin));  
    if  P == 1 && O == 2  
        Pass = 1;  
    elseif  P == 3 && O == 4  
        Pass = 1;  
    end  
elseif  nargin == 2 && isempty(strmatch( 'Confirm PIN ' ,lower(varargin))) == 

1 
    Pass = 0;  
else  
    error( 'Invalid password option.' )  
end  
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% Output Error Check  
if  nargout > 1 && Pass == 1 || nargout > 2  
    error( 'Too many output arguments.' )  
end  

  

% Get Properties  
Color = get(0, 'DefaultUicontrolBackgroundcolor' );  

  

% Determine the size and position of the login interface  
if  Pass == 0  
    Hei ght = 9.5;  
else  
    Height = 5.5;  
end  
set(0, 'Units' , 'characters' )  
Screen = get(0, 'screensize' );  
Position = [Screen(3)/2 - 17.5 Screen(4)/2 - 4.75 35 Height];  
set(0, 'Units' , 'pixels' )  

  

% Create the GUI  
gui.main = dialog( 'HandleVisibility' , 'on' , ...  
    'IntegerH andle' , 'off' , ...  
    'Menubar' , 'none' , ...  
    'NumberTitle' , 'off' , ...  
    'Name' , 'Login' , ...  
    'Tag' , 'logindlg' , ...  
    'Color' ,Color, ...  
    'Units' , 'characters' , ...  
    'Userdata' , 'logindlg' , ...  
    'Position' ,Position);  

  

% Set the title  
if  ischar(Tit le) == 1  
    

set(gui.main, 'Name' ,Title, 'Closerequestfcn' ,{@Cancel,gui.main}, 'Keypress

fcn' ,{@Escape})  
end  

  

% Texts  
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if  Pass == 0  
    gui.login_text = 

uicontrol(gui.main, 'Style' , 'text' , 'FontSize' ,8, 'HorizontalAlign' , 'left' ,

'Units' , 'characters' , 'String' , 'Logi n' , 'Position' ,[1 7.65 20 1]);  
end  
gui.password_text = 

uicontrol(gui.main, 'Style' , 'text' , 'FontSize' ,8, 'HorizontalAlign' , 'left' ,

'Units' , 'characters' , 'String' , 'Password' , 'Position' ,[1 4.15 20 1]);  

  

% Edits  
if  Pass == 0  
    gui.edit1 = 

uicontrol(gui.main, 'Sty le' , 'edit' , 'FontSize' ,8, 'HorizontalAlign' , 'left' ,

'BackgroundColor' , 'white' , 'Units' , 'characters' , 'String' , '' , 'Position' ,[1 

6.02 33 1.7], 'KeyPressfcn' ,{@Escape});  
end  
gui.edit2 = 

uicontrol(gui.main, 'Style' , 'edit' , 'FontSize' ,8, 'HorizontalAlign' , 'left' ,

'Backgr oundColor' , 'white' , 'Units' , 'characters' , 'String' , '' , 'Position' ,[1 

2.52 33 1.7], 'KeyPressfcn' ,{@KeyPress_Function,gui.main}, 'Userdata' , '' );  

  

% Buttons  
gui.OK = 

uicontrol(gui.main, 'Style' , 'push' , 'FontSize' ,8, 'Units' , 'characters' , 'Str

ing' , 'OK' , 'Position' ,[12  .2 10 

1.7], 'Callback' ,{@OK,gui.main}, 'KeyPressfcn' ,{@Escape});  
gui.Cancel = 

uicontrol(gui.main, 'Style' , 'push' , 'FontSize' ,8, 'Units' , 'characters' , 'Str

ing' , 'Cancel' , 'Position' ,[23 .2 10 

1.7], 'Callback' ,{@Cancel,gui.main}, 'KeyPressfcn' ,{@Escape});  

  

setappdat a(0, 'logindlg' ,gui) % Save handle data  
setappdata(gui.main, 'Check' ,0) % Error check setup. If Check remains 0 an 

empty cell array will be returned  

  

if  Pass == 0  
    uicontrol(gui.edit1) % Make the first edit box active  
else  
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    uicontrol(gui.edit2)  % Make the second edit box active if the first 

isn't present  
end  

  

% Pause the GUI and wait for a button to be pressed  
uiwait(gui.main)  

  

Check = getappdata(gui.main, 'Check' ); % Check to see if a button was 

pressed  

  

% Format output  
if  Check == 1  
    if  Pass ==  0 
        Create PIN  = get(gui.edit1,'String') ;  
    end  
    Confirm PIN  = get(gui.edit2,'Userdata') ;  

     

    if  nargout == 1 % If only one output specified output Password  
        varargout(1) = { Confirm PIN };  
    els eif  nargout == 2 % If two outputs specified output both Login and 

Password  
        varargout(1) = (Onelogin) ;  
        varargout(2) = { Confirm PIN };  
    end  
else  % If OK wasn't pressed output nothing  
    if  nargout == 1  
        varargout(1) = {[]};  
    elseif  nargout == 2  
        varargout(1) = {[]};  
        varargout(2) = {[]};  
    end  
end  
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2. Session Time-Out Script  MATLAB Simulation  

M 

A 

T 

L 

A 

B  

S 

C 

function  QuitOnIdle  

UD.Time = now;  

UD.Hash = '' ;  

T = timer( 'ExecutionMode' , 'fixedSpacing' , ...  

          'BusyMode' , 'drop' , ...  

          'ObjectVisibility' , 'off' , ...    % Hide timer handle  

          'Period' , 300, ...                % 5 minutes  

          'TimerFcn' , @checkActivity, ...  

          'UserData' , UD, ...  

          'Tag' , 'QuitOnIdle_Timer' );      % If somebody is wondering  

start(T);  

function  checkActivity(TimerH, EventData)  

UD      = get(TimerH, 'UserDat a' );  

CmdText = CmdWinTool( 'getText' );  

newHash = DataHash(CmdText);  

if ~isequal(newHash, UD.Hash)  

  UD.Now  = now;  
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  UD.Hash = newHash;  

  set(TimerH, 'UserData' , UD);  

elseif etime(now, UD.Now) > 2 * 3600  % 2 hours without a change  

  Opt.Delay        = 120;   % Wait 2 minutes  

  Opt.Button       = { 'Shut down' , 'Keep running' };  % 1st is default  

  Opt.Interpreter  = 'tex' ;  

  Opt.Wrap         = true;  

  [Reply, TimeOut] = AutoWarnDlg( ...  

        { 'This Matlab session  is shut down automatically a fter 2 hours of 

idle.' }, ...  

         'You have a chance to keep this session  running.' }, ...  

        'Auto Shutdown' , Opt);  

  if strcmp(Reply, 'Shut down' )  

     try  

       % New Matlab versions allow to save open files in the editor 

progra matically!  

       % But this should be included in TRY CATCH, because older versions 

do not know this.  

         % Close open figures:  

         try  

           close( 'all' , 'hidden' );  % close all figures  

         catch   % DeleteFcn crashed?  

 

           Figs  = findobj(allchild(0), 'flat' , 'type' , 'figure' );  

           set(Figs, 'DeleteFcn' , '' , 'HandleVisibility' , 'on' );  

           close( 'all' );  % close all figures  

         end 

         % Close all open files:  

         fclose( 'all' );  

         % Save the curr ent workspace to a MAT file in the user folder?  

         folder = strtok(userpath, pathsep);  % First userpath folder only  

         file   = fullfile(folder, sprintf( 'AutoSave_%s.mat' , datestr(now, 

0)));  

         evalin( 'base' , [ 'save(''' , file, ''')]);  

       catch  

       end 

       % Delete this timer?!  
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       % Goodbye: 

       quit( 'force' );  

    else  

       UD.Now = now;  % Start a new period  

       set(TimerH, 'UserData' , UD);  

    end 

  end 
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Appendix S: Alternative A Notation  

 

This notation system is particularly valuable for conveying intricate mathematical 

relationships and operations, which are often integral to the research findings and 

methodologies. Researchers and academics can utilize this alternative notation when 

presenting or discussing mathematical aspects of multifactor authentication (MFA) 

systems, promoting clarity and comprehensibility in their work. 

The "Alternative A Notation" appendix offers a simplified and user-friendly way of 

representing mathematical formulas, aligning with the research paper's goal of 

enhancing the accessibility and clarity of mathematical content. This notation system 

can be a valuable tool for researchers and readers in various mathematical and 

technical fields, fostering a deeper understanding of multifactor authentication and 

related concepts. 

 

Let �/ �¿�¿
L

�Õ
�Ö
�Ô

�Ö
�Ó

�L
�B
�K
�C
�@

   , this is the function for the multi-factor authentication,�/ �¿�¿  

Notation  Description  

�L:  PIN 

�B:  Fingerprint 

�K�ã  OTP from the Bank Upon Logging In. 

�C:  Geographical Area in the City of Transaction. 

�@: Device MAC address4 

 

Let �7 
L

�Õ
�Ö
�Ô

�Ö
�Ó

�E
�J
�G
�F
�N

             

Notation  Description  

�E:  S.A ID Number 

�G:  Application PIN of the User 

�F�ã  User Fingerprint 

�N�ã  Geo-Restricted Radius 

                                            
4 MacAddress ,unescape(s.MACAddress) 
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�J�ã  Phone Number 

�%�ã  Client 

�5�-�ã  Secret Parameter String Generated by Algorithm 

�5:  Server 

�4:  Random Biogenetic String Generated by Fuzzy 

Extractor 

�D�ã  Hash Function 

E: Certainty Level (Fingerprint) 

�2�ã  Auxiliary String 

�4�A�L�ã  Reproduction Algorithm 

�9 �ã  Each Block of the Fingerprint Image. (W is 16 

Pixels by Default) 

�L�K�O�Ü:  

 

Denotes the Position at Which the User is During 

this Instant. 

�R:  The Exclusive-OR Operation. 

||:  Concatenate Operation 

�; �ã�� 

 

If and Only If 

�A�÷ 

 

new 

Enumerator(service. ExecQuery( "SELECT * 

FROM Win32_Network �«�$�G�D�S�W�H�U�&�R�Q�I�L�J�X�U�D�W�L�R�Q 

WHERE IPEnabled = True"))  

�0�ã 

 

Session Configuration 

�O�P�B�ã  Session Timeout Function 

�P:  Time Interval 

�Ê�ã 

 

�	�‘�”�����Ž�Ž�����’�‡�”�ƒ�–�‘�” 

�+�#�à�Ô�ë�ä:  Maximum Inactive Interval Function (Java)5 

 

                                            
5 event.getSession().setMaxInactiveInterval 
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Appendix T: AppDynamics M easurement APM Tool  

 

Measurements summary of the performance parameters evalutation of STDB, FNB 

Banking Apps alongside the developed prototypes using AppDynamics APM tool. 
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Appendix U: Datadog Measurements APM Tool  

 

Measurements summary of the performance parameters evalutation of STDB, FNB 

Banking Apps alongside the developed prototypes using AppDynamics APM tool. 
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Appendix V: Measurements Datasets  

 

Measurements Datasets summary of the performance parameters evalutation of 

STDB, FNB Banking Apps alongside the developed prototypes using AppDynamics 

APM tool. 

 

 

 Loading the Dataset  
pythonCopy code  
import  pandas as pd # Load the dataset (replace 'dataset.csv' with your file name or path) data = 
pd.read_csv('dataset.csv') # Display the first few rows to understand the data print (data.head())   

Exploring the Dataset  
pythonCopy code  
# Get an overview of the dataset print (data.info()) # Summary statistics of numerical columns 
print (data.describe()) # Check for missing values print (data.isnull().sum()) # Check for duplicate rows 
print (data.duplicated().sum())   

Data Cleaning and Preprocessing  
pythonCopy code  
# Handle missing values or duplicates data.dropna(inplace=True) # Remove rows with missing values 
data.drop_duplicates(inplace=True) # Remove duplicate rows # Convert date columns to datetime format if 
applicable data['Date'] = pd.to_datetime(data['Date']) # Other data preprocessing steps if needed   

Data Visualization  
pythonCopy code  
import  matplotlib.pyplot as plt import  seaborn as sns # Visualize data distribution using histograms 
plt.figure(figsize=(10, 6)) sns.histplot(data['Numeric_Column'], bins=20, kde=True) plt.xlabel('Numeric 
Column') plt.ylabel('Frequency') plt.title ('Distribution of Numeric Column') plt.show() # Create other 
visualizations (boxplots, bar plots, etc.) to explore relationships and patterns in the data   

Statistical Analysis  
pythonCopy code  
# Calculate mean, median, and other statistics mean_value = data['Numeric_Column'].mean() 
median_value = data['Numeric_Column'].median() std_deviation = data['Numeric_Column'].std() # 
Correlation matrix for numerical features correlation_matrix = data.corr() print (correlation_matrix)  
  

Prototype Apps Review Data Set:  
Descriptions:   
�‡  Prototype A: A mobile - based application focused on multi - factor 

authentication and user security for online banking. 
Incorporates various security features  like geo - restriction, 
PIN, fingerprint extraction, MAC - address restriction, and OTP.  

�‡  Prototype B: Web - based application utilizing the .NET framework, 
aimed at enhanced security with features inherited  
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�‡ utilization and performance.  
�‡  Prototype C: An ev olved version incorporating improvements 

from A and B, introducing session time - out and intruder image 
capturing capabilities for heightened security.  

 
Contains Tokens and Genres:  

�‡  Prototype A:  Tokens: Geo - restriction, PIN, fingerprint, 
MAC- address, OTP , authentication.  

�‡  Genre: Mobile banking security application.  
�‡  
�‡  Prototype B:  Tokens: Web - based, .NET framework, security 

features.  
�‡  Genre: Web - based banking security application.  
�‡  
�‡  Prototype C:  Tokens: Session time - out, intruder image 

capture, secur ity features.  
�‡  Genre: Enhanced mobile banking security application.  
�‡  

 
Additional Application Characteristics:  
�‡  Prototype A: Mobile - based, multi - factor authentication, user 

security - focused.  
�‡  Prototype B: Web - based, .NET framework, inherits security 

fea tures from A.  
�‡  Prototype C: Improved version amalgamating A and B's features, 

adding session time - out and intruder image capturing.  
 
Update Dates:  

�‡  Prototype A: Last updated on [2023].  
�‡  Prototype B: Last updated on [2023].  
�‡  Prototype C: Last updated o n [2023].  

 
Operating System Distribution:  
�‡  Prototype A: Primarily used on Android and iOS devices.  
�‡  Prototype B: Accessed via major web browsers on various 

operating systems (Windows, macOS, Linux).  
�‡  Prototype C: Primarily on Android and iOS devices wi th web 

access compatibility.  
 
AppDynamics Evaluation:  
AppDynamics' Cloud Native Application Observability offers 
comprehensive monitoring capabilities across application 
ecosystems. It provides real - time visibility into performance 
metrics, from code - lev el issues to infrastructure correlations. 
The platform utilizes agents and controllers to collect and 
visualize performance data, enabling auto - discovery of traffic 
flow and digital experience monitoring across devices, browsers, 
APIs, and third - party serv ices. AppDynamics focuses on key 
business transactions, baseline performance, anomaly detection, 
and reducing mean time to resolution (MTTR) to prioritize and 
resolve critical issues. Additionally, it facilitates the 
creation of custom dashboards for detai led application 
performance insights, including network intelligence for 
unparalleled visibility.  
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% Prototype Apps Review Data  
% Descriptions  
prototypeA_description = "A mobile - based application focused on 
multi - factor authentication...";  
prototype B_description = "Web - based application utilizing the .NET 
framework...";  
prototypeC_description = "An evolved version incorporating 
improvements from A and B...";  
% Contains Tokens and Genres  
prototypeA_tokens = ["Geo - restriction", "PIN", "Fingerprint",  "MAC-
address", "OTP", "Authentication"];  
prototypeA_genre = "Mobile banking security application";  
prototypeB_tokens = ["Web - based", ".NET framework", "Security 
features"];  
prototypeB_genre = "Web - based banking security application";  
prototypeC_tokens  = ["Session time - out", "Intruder image capture", 
"Security features"];  
prototypeC_genre = "Enhanced mobile banking security application";  
% Additional Application Characteristics  
prototypeA_characteristics = ["Mobile - based", "Multi - factor 
authenticatio n", "User security - focused"];  
prototypeB_characteristics = ["Web - based", ".NET framework", 
"Inherits security features from A"];  
prototypeC_characteristics = ["Improved version amalgamating A and 
B's features", ...  
                              "Adds se ssion time - out and intruder 
image capturing"];  
% Update Dates  
prototypeA_update_date = datetime('today');  
prototypeB_update_date = datetime('yesterday');  
prototypeC_update_date = datetime('2022 - 01- 01');  
% Operating System Distribution  
prototypeA_OS_d istribution = ["Android", "iOS"];  
prototypeB_OS_distribution = ["Windows", "macOS", "Linux"];  
prototypeC_OS_distribution = ["Android", "iOS", "Web access 
compatible"];  
  
% AppDynamics Evaluation (Sample Code)  
% ... [AppDynamics evaluation code goes her e]  
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% Prototype Apps Review Data (continued)  
  
% Evaluation Data  
evaluation_data = [  
    800, 100, 1000, 1750, 1850;     % Throughput (TPM)  
    500, 800, 300, 1000, 700;       % Response Time (ms)  
    7, 6, 8, 9, 9;                  % Security Rating  
    7, 6, 8, 9, 9;                  % Resource Utilization Rating  
    5, 4, 7, 8, 9;                  % Speed Rating  
    50, 40, 70, 80, 90               % Performance Percentage  
];  
  
% Store the evaluation data for each app  
prototypeA_eval = evaluat ion_data(:, 1);  
prototypeB_eval = evaluation_data(:, 2);  
prototypeC_eval = evaluation_data(:, 3);  
standardBank_eval = evaluation_data(:, 4);  
FNB_eval = evaluation_data(:, 5);  
This code extension creates a matrix evaluation_data  storing the 
evaluation metrics for all prototypes and banking apps. Then, it 
further separates these metrics into variables ( prototypeA_eval , 
prototypeB_eval , etc.) for each app for ease of reference and 
analysis within the environment.  
% Prototype Apps Review Data (continued)  
  
% Evaluation Data  
evaluation_data = [  
    800, 100, 1000, 1750, 1850;     % Throughput (TPM)  
    500, 800, 300, 1000, 700;       % Response Time (ms)  
    7, 6, 8, 9, 9;                  % Security Rating  
    7, 6, 8, 9, 9;                  % Resour ce Utilization Rating  
    5, 4, 7, 8, 9;                  % Speed Rating  
    50, 40, 70, 80, 90               % Performance Percentage  
];  
  
% Store the evaluation data for each app  
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prototypeA_eval = evaluation_data(:, 1);  
prototypeB_eval = evaluation _data(:, 2);  
prototypeC_eval = evaluation_data(:, 3);  
standardBank_eval = evaluation_data(:, 4);  
FNB_eval = evaluation_data(:, 5);  
  
% Add evaluation data to the dataset  
data = [  
    descriptions_tokens_genres;  % Previous dataset  
    prototypeA_eva l';  
    prototypeB_eval';  
    prototypeC_eval';  
    standardBank_eval';  
    FNB_eval'  
];  
  
% Display the updated dataset  
disp(data);  

Throughput (TPM) Analysis  
TPM_data = [800, 100, 1000, 1750, 1850]; % Prototype A, B, C, Standard Bank 
App, FNB Ban king App bar(TPM_data); title('Throughput Analysis'); 
xlabel('Applications'); ylabel('Throughput (TPM)'); xticklabels({'Prototype 
A', 'Prototype B', 'Prototype C', 'Standard Bank App', 'FNB Banking App'}); 
grid on;   

Response Time (ms) Analysis  
ResponseTi me_data = [500, 800, 300, 1000, 700]; % Prototype A, B, C, Standard 
Bank App, FNB Banking App bar(ResponseTime_data); title('Response Time 
Analysis'); xlabel('Applications'); ylabel('Response Time (ms)'); 
xticklabels({'Prototype A', 'Prototype B', 'Prototy pe C', 'Standard Bank App', 
'FNB Banking App'}); grid on;   

Security Rating Analysis  
SecurityRating_data = [7, 6, 8, 9, 9]; % Prototype A, B, C, Standard Bank 
App, FNB Banking App bar(SecurityRating_data); title('Security Rating 
Analysis'); xlabel('Applica tions'); ylabel('Security Rating'); 
xticklabels({'Prototype A', 'Prototype B', 'Prototype C', 'Standard Bank 
App', 'FNB Banking App'}); grid on;   
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Resource Utilization Rating Analysis  
ResourceUtilization_data = [7, 6, 8, 9, 9]; % Prototype A, B, C, Standar d Bank 
App, FNB Banking App bar(ResourceUtilization_data); title('Resource 
Utilization Rating Analysis'); xlabel('Applications'); ylabel('Resource 
Utilization Rating'); xticklabels({'Prototype A', 'Prototype B', 'Prototype 
C', 'Standard Bank App', 'FNB Ban king App'}); grid on;   

Speed Rating Analysis  
SpeedRating_data = [5, 4, 7, 8, 9]; % Prototype A, B, C, Standard Bank App, 
FNB Banking App bar(SpeedRating_data); title('Speed Rating Analysis'); 
xlabel('Applications'); ylabel('Speed Rating'); xticklabels({'P rototype A', 
'Prototype B', 'Prototype C', 'Standard Bank App', 'FNB Banking App'}); grid 
on;   

Performance Percentage Analysis  
PerformancePercentage_data = [50, 40, 70, 80, 90]; % Prototype A, B, C, 
Standard Bank App, FNB Banking App bar(PerformancePercen tage_data); 
title('Performance Percentage Analysis'); xlabel('Applications'); 
ylabel('Performance Percentage'); xticklabels({'Prototype A', 'Prototype 
B', 'Prototype C', 'Standard Bank App', 'FNB Banking App'}); grid on;   
  
Cloud Native Application Observa bility provides observability 
across your technology landscapes from the application layer down 
to your Kubernetes® and cloud infrastructure allowing you to 
correlate the entities across cloud native landscape, troubleshoot 
issues and identify root causes.    
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